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1. ANNEXES

001. This document has been developed and agreed (AC/322(SC/1-WG/4)N(2010)0002-AS1,
24 Mar 10) by the NATO Open Systems Working Group (NOSWG) under the authority of
the NATO Consultation, Command and Control Board (NC3B). Under AC/322-N(2010)0038-
AS1, the NATO Consultation, Command and Control Board noted ADatP-34(D) and approved
the standards and profilesin Volume 2 as mandatory for usein NATO common funded systems
in accordance with the NATO networked C3 Interoperability Policy.

002. This NISP volume contains additional relevant appendices.
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A. SERVICESAND INTEROPERABILITY POINTSIN
PLATFORM ORIENTED AND SOA ENVIRONMENTS

A.1l. BACKGROUND

003. To paraphrase William Shakespeare 1 "What'sin aname? That which we call aservice by
any other name would mean the same". The problem is that the meaning of service does not
always mean the same thing; it is dependent upon the context in which it is used. A messaging
serviceinaclient/server or platform oriented environment isnot the same asamessaging service
in a SOA environment. Many use this confusion to indicate that they are providing a service
in a SOA environment, when in fact the service is actually provided in a platform oriented
environment.

004. The NNEC FS introduced the terms Service Interoperability Point (SIOP) and Service
Interface Point (SIP).

» SIOP: A reference point within an architecture where one or more serviceinterfacesare phys-
ically or logically instantiated to allow systems delivering the same service using different
protocols to interoperate

» SIP: A set of attributes [technical specification] that specifies the characteristics of a service
interface between interoperable systemsin the NI

005. TACOMS Post 2000 describes an Interoperability Point (I0P) which is the point where
nations agreeto use STANAGsto interconnect their national systemsto achieveinteroperability
of services. Similarly, The Information Exchange Gateway (IEG) concept describes an Interop-
erability Point where NATO and Nations interconnect their respective systems.

006. The NISP contains Profileswhich contain aset of standardsto be used to exchange services
and may imply profiles for platform centric or SOA environments.

007. All these efforts describe service interoperability without going into the detail of the ser-
vices being platform centric or SOA. This annex to the NISP Volume 1 will clarify the mean-
ing of servicesin platform oriented an SOA environments, and their respective interoperability
points.

008. The following diagram (Figure A.1) depicts generic interface points and service interop-
erability that is applicable for both platform centric and SOA environments. Details of platform
centric and SOA services are described in the following sections.

1"O1 be some other name: What's in a name? that which we call arose By any other name would smell as sweet"
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Figure A.1. Generic Interoperability Point and Service | nter oper ability

A.2. PLATFORM ORIENTED ENVIRONMENT

009. Volume 1, Appendix C of the NISP describes the NATO Technical Reference Model
(NTRM) and NATO Common Operating Environment (NCOE) Component Model (NCM).
These models can be used in describing services in a platform oriented environment.

A.2.1. NTRM

010. As stated in Volume 1, Annex E of the NISP, the NTRM focuses on separating data from
applications and applications from the computing platform. The NTRM providesthe definitions
necessary for designing and defining architectures and related service components. It also iden-
tifies service areas (i.e., capabilities that have been grouped together by functions - see Fig-
ure A.2), aswell astheir interfaces.
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Figure A.2. NTRM ServiceView

011. The Application Platform Entity is structured in the following 12 Application Platform
Service Areas:

» User Interface Services. These services define how users may interact with an application.
The term user interface in this context means a graphical user interface (GUI). Standards are
not only required for setting up and managing graphica windows, but also for the toolkit and
generic 'look and feel'.

» DataManagement Services. Themanagement of dataiscentral to most systems. Toimprove
interoperability, data should be defined independently from the processes that create or use
it, and should be maintained and shared among many processes.

» Data Interchange Services. These services provide support for the interchange of data
between applications. They are designed to handle data interchange between applications on
the same or on heterogeneous platforms.

» Graphics Services. These services provide functions required for creating and manipulating
graphics.
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» Communication Services. These services provide distributed applications support for data
access and applications interoperability in heterogeneous or homogeneous networked envir-
onments.

» Operating System Services. These services are the core services needed to operate and ad-
minister the application platform and provide an interface between applications software and
platform. Application programmers will use operating system services to obtain operating
system functionality.

* Internationalization Services. Within the context of the NTRM, internationalization
providesaset of servicesand interfacesthat allow auser to define, select, and switch between
different culturally related application environments supported by the particular implementa-
tion. Character sets and data representation servicesinclude the capability to input, store, ma-
nipulate, retrieve, communicate, and present data independently of the coding scheme used.
This includes the capability to maintain and access a central character set repository of all
coded character sets used throughout the platform.

» System Management Services. Information systems are composed of a wide variety of di-
verse resources that must be managed effectively to achieve the goals of an open system en-
vironment. While the individual resources (such as printers, software, users, processors) may
differ widely, the abstraction of these resources as managed objects allowsfor their treatment
in auniform manner.

» Security Services. Different groups of individuals within and across the various NATO ap-
plications need to work with specific sets of data elements. Access to these sets of data ele-
ments isto be restricted to authorized users. Satisfaction of this requirement has traditionally
been accomplished by the implementation of separate information systems. Organizations
cannot continue to afford to implement separate information systems to satisfy this require-
ment, nor isit effectiveto require the user to changeinterface components every timethe need
arises to operate with a different restricted data set. Significant benefit will accrue when an
individual information system can effectively support the needs of different groups of users
and data sets.

» Distributed Computing Services. These services provide speciaized support for applica-
tions that may be physically or logically dispersed among computer systems in a network,
but yet wish to maintain a co-operative processing environment. The classical definition of a
computer becomes blurred as the processes that contribute to information processing become
distributed across a facility or a network. As with other cross-cutting services, the requisite
components of distributed computing services typically exist within particular service areas.

» Software Engineering Services. The procedural aspect of an application is embodied in the
programming languages used to codeit. Additionally, professional system developersrequire
methods and tools appropriate to the devel opment and maintenance of applications.

» Common C2 Applications Services. These services provide the ability to view data (i.e.,
share) in acommon way across the network. Common C2 Applications Services promote in-
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teroperability among diverse functional mission areadomains and may be executed between
both individual and multiple functional application domain areas.

012. In the NC3TA each of these service areas was further defined into one or more functional
classes, with each class mapped to one or more standards. For example, communication services
has a class called messaging with Simple Mail Transfer Protocol (SMTP) being one of the
protocols used to support the communication service.

A.2.2. NCM

013. The NTRM provides the structural basis for defining the NCOE (NATO Common Oper-
ating Environment) Component Model (NCM). The NCOE provides the set of building blocks
and guidance necessary for effective maintenance of open system design, development, imple-
mentation and integration. The NCM is shown below in Figure A.3.
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Figure A.3. NCOE Component M odel

014. The principal components of the NCM include:

* Network Services. The NCOE Network Services constitute the basic interface between the
platform and the underlying networking infrastructure and include the Internet sub-layer ser-
vices.

» Kerne Services. The Kernel Services are that subset of the NCOE component segments,
which are required for all compliant platforms. At a minimum, this sub-set would consist of
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the operating system, windowing software, security services, segment installation software
and an executive manager.

* Infrastructure Services. Infrastructure services are those services that directly support the
flow of information across NATO systems. Infrastructure services provide a set of integrated
capabilities that the applications will access to invoke NCOE services.

e Common Support Application Services. Common Support Application Services provide
services to process and view data in a common way (share data) across the network. The
NCOE common support application services promoteinteroperability among variousMission
Applications.

» Application Programming I nterfaces. Applications are integrated into the NCOE through
a common set of Application Programming Interfaces (APIs). The APIs are invoked by the
applications and services as required.

» Data Component Definition. The data component refers to the way in which datais taken
into account inthe NCOE and isrelated to the main components of the NCOE (Common Sup-
port Application Services, Infrastructure Services, Kernel Services) and even, out of NCOE
components, in the strictest sense, to Mission Applications.

» Support Services. The NCOE Support Services include Methods and Tools, Information
Repository, Training Services, System Management and Security.

A.2.3. OSl Protocol Stack and Services

015. The OSI protocol stack (as well as the Internet stack) is based on the concept of layering
as depicted below (Figure A.4):

N Layer Service Definition

I

N Layer service provider
N Layer Protocol

I

N-1 Layer Service Definition

Figure A.4. Service Layering

016. A key aspect of the layer principleislayer independence. The service user isnot concerned
with the specifics of the protocol used by the service provider to provide the service. The user of
the N Layer service uses defined service primitives to use the services provided by the N Layer.
The N Layer usesthe N Layer protocol and services provided by the N-1 Layer to provide the N
Layer services. The N Layer protocol definition describes the ruleswhich each N Layer service
peer uses when communicating with its other service peers. As long as there are no changes
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to the service interface, the service user at that layer is completely unaffected by changes in
the underlying layers or by the protocol used within the layer. Protocol layering is key to the
development the profiles contained in the NISP.

A.3. SOA ENVIRONMENT

017. Volume 1 Annex E of the NISP also describes SOAZ. Followi ng are some of the SOA
highlights describesin Volume 1.

» Service Oriented Architecture (SOA) isaparadigm for organizing and using distributed cap-
abilities that may be under the control of different ownership domains.

» Visihility, interaction, and effect are key concepts for describing the SOA paradigm.

» For aservice provider and consumer to interact with each other they have to be able to 'see
each other. Visibility needs to be emphasized because it is not necessarily obvious how ser-
vice participants can see each other to interact.

» Theserviceinterfaceisthe meansfor interacting with aservice. It includesthe specific proto-
cols, commands, and information exchange by which actionsareinitiated that result inthereal
world effects as specified through the service functionality portion of the service description.

» SOA iscommonly implemented using Web services, but services can be madevisible, support
interaction, and generate effects through other implementations.

018. The SOA concepts are best depicted in Figure A.5.

| Service Broker |

Ragistar
S —

" Service:
'Contract 4

----------

SERVICE " SERVICE
CONSUMER PROVIDER

Bind
[ ciiant ].;._T_,.L Sarvica |

Figure A.5. Conceptual Roles and Operations of a SOA

» Service: The means by which the needs of a consumer are brought together with the capab-
ilities of aprovider.

» Service Description: The information needed in order to use, or consider using, a service.

» Service Provider: Makes the service available and publishes the contract that describes the
interface to the service and registers the service with a service broker

20ASIS Reference Model for Service Oriented Architectures
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» Service Consumer: Queries the service broker and finds the desired service.

* Service Broker: Gives the service consumer directions on where to find the service and its
service contract.

A.4. SERVICE AND INTEROPERABILITY POINTS

019. This section deals with service and interoperability points connecting domains under sep-
arate management and control, such as National or NATO Systems. In a platform oriented en-
vironment two parties agree "a priori" on the services and standards at static interoperability
points. In A SOA environment provider parties advertise a service with apublic interface which
may be discovered by a consumer requiring the use of that service.

A.4.1. Platform Centric Service and I nter oper ability Points

020. A typical example of a service and interoperability point implementation in a platform
centric environment is the Information Exchange Gateway (IEG) shown in Figure A.6°.

NATO Security Domain NATIONAL Security Domain

NATO Information NATIONAL
General ExcHange E:i;résr.ﬁ
Communications [ «—— NDN)

System
(NGCS)

Interoperability
Point

Figure A.6. NATO IEG Concept

021. The IEG Concept is designed to satisfy information requirements by providing informa-
tion exchange capability between different CIS communities, while protecting the same CIS
communities. The IEG Concept provides:

 Information Exchange Services (IES) for the exchange of information between NATO and
other CIS communities, and

» Boundary Protection Services/Boundary Protection Component (BPS/BPC) to protect NATO
and national CIS communities by implementing the stated security principles like self pro-
tecting node principle and defence in depth to support the security objectives of confidenti-
aity , integrity and availability.

3AC/322-D(2005)0054

-10-
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022. The Interoperability Point depicted in Figure A.6 may be considered both a SIOP and a
SIP. The services at this interface point are taken form the services described in the NTRM.
Example services are messaging and document exchange. These services are initial services
supported by the IEG. Interoperability for these services is obtained by using the mandatory
protocols (e.g. SMTP) and profiles contained in VVolume 2 (the NI SP profiles can be considered
equivalent to SIPs).

023. The communications SIOPs and SIPs (e.g. tactical data links, 1P) described in the NNEC
FS are compliance with the NTRM.

A.4.2. SOA Service and Interoper ability
A.4.2.1. SOA Characteristics

024. One of the highlights of a SOA isthe degree of documentation and description associated
with it. The use of a service without the service consumer needing to know the details of the
service implementation, the service description makes available critical information that a con-
sumer needsin order to decide whether or not to use aservice. In particular, a service consumer
must possess the following items of information:

* That the service exists and is reachable;
» That the service performs a certain function or set of functions;
» That the service operates under a specified set of constraints and policies;

» That the service will (to someimplicit or explicit extent) comply with policies as prescribed
by the service consumer;

* How to interact with the service in order to achieve the required objectives, including the
format and content of information exchanged between the service and the consumer and the
sequences of information exchange that may be expected.

025. The service description is part of the service contract depicted in Figure A.5. A service
contract needs to have the following components"’:

* Header

* Name - The service name. Should indicate in general terms what it does, but not be the
only definition

* Version - The version of this service contract
» Owner - The person/team in charge of the service

* RACI

“Wikipedia

-11-
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* Responsible - The role is the person/team responsible for the deliverables of this con-
tract/service.

* Accountable - Ultimate Decision Maker in terms of this contract/service.

» Consulted - Who must be consulted before action is taken on this contract/service. This
is 2-way communication. These people have an impact on the decision and/or the exe-
cution of that decision.

* Informed - Who must be informed that a decision or action is being taken. Thisisa 1-
way communication. These people are impacted by the decision or execution of that
decision, but have no control over the action.

» Type- Thisisthetype of serviceto help distinguish the layer it resides.
» Data
* Process
* Functionality
* Presentation
* Functional

* Functional Requirement (From Requirements Document) - Indicates the functionality in
specific bulleted items what exactly this service accomplishes. The language should be
such that it allows test cases to prove the functionality is accomplished.

» Service Operations - Methods, actions etc. Must be defined in terms of what part of the
Functionality it provides.

* Invocation - Indicates the invocation means of the service. This includes the URL, inter-
face, etc. There may be multiple Invocation paths for the same service. We may have the
same functionality for an internal and external clients each with a different invocation
means and interface. Examples:

» SOAP

* REST

» Event Triggers
* Non-Functional

» Security Constraints - Defines who can execute this service in terms of roles or individual
partners, etc. and which invocation mechanism they can invoke.

-12 -
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* Quality of Service - Determines the allowable failure rate.

» Transactional - Is this capable of acting as part of a larger transaction and if so, how do
we control that?

» Service Level Agreement - Determines the amount of latency the service is allowed to
have to perform its actions.

» Semantics - Dictates or defines the meaning of terms used in the description and interfaces
of the service.

» Process - Describes the process, if any, of the contracted service.

026. SIOPs and SIPs for SOA be compatible with Figure A.5 and will have to be compliant
with NATO agreed standards for service descriptions and contracts. Since it is expected SOA
serviceswill beimplemented with web services, SIOPs and SIPswill be implemented with web
service standards (e.g. WSDL, UDDI, XML, SOAP).

A.4.2.2. Recommendations

027. To clarify the meaning of service interoperability in platform centric and SOA centric
environmentsit is recommended that:

* For platform centric environments the terms Interoperability Point (IOP) and Interface Point
(IP) be used, and

» For SOA environments the terms Service Interface Point (SIP) and Servcie Interoperability
Point (SIOP) be used.

-13-
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B. NATO, NATIONAL AND INDUSTRY NEC
IMPLEMENTATION APPROACHES

B.1. NATO NETWORK ENABLED EFFORTS

B.1.1. Transformational Areas

028. In August 2004 the NATO Strategic Commanders described the following framework for
transformation shown in Figure B.1 which is structured around Transformation Goals and Ob-
jectives. A central tenet of this Bi-Strategic Command (Bi-SC) strategic vision isthat future op-
erations will be effects-based in that they will involve al instruments of Alliance power, polit-
ical, diplomatic, economic and military, exercised in an integrated fashion to create a desired
effect in order to achieve astrategic objective. Regarding the transformation goals, NATO must
be able to achieve Coherent Effects, Decision Superiority and Joint Deployment and Sustain-
ment. In order to achieve these goals, the NNEC Vision & Concept identified specific areas
where NATO needs to conduct research and develop concepts to improve capabilities. These
are entitled Transformation Areas. NNEC is one of them and is seen as a key enabler to nearly
all the others.

-15-
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Figure B.1. Framework for Transformation

B.1.1.1. NATO Network Enabled Capability (NNEC) Feasibility

Study

029. In November 2002 the NATO C3 Board (NC3B) agreed that there was a need to develop
NATO NEC. NNEC is based on adapting national initiatives like the U.S. Network Centric
Warfare (NCW) and the UK Network Enabled Capability (NEC).

030. In January 2004, 12 Nations, through the NC3B, sponsored the NNEC Feasibility Study.
Version 1.0 of the Feasibility Study was delivered to the sponsoring nations and version 2.0
was delivered to all NATO nationsin October 2005. In December 2005 the NC3B endorsed the
NNEC Feasibility Study recommendations and its release to Partners and industry.

031. The aims of the Feasibility Study are listed below:
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» Support further development of the NNEC concept
* ldentify types of C2ISR capabilities required to enable NATO Network Centric Operations

» Develop astrategy and roadmap for realization of a Networking and Information Infrastruc-
ture (NII)

032. Key conclusionsin the Feasibility Study included the need for a highly interconnected CIS
to support future operational needs of the Alliance; and the need for aNII based on afederation
of NATO and National systems. The NISP must be structured to support the development of
the NII.

033. Another mgjor conclusion of the NNEC FSis that change is a constant. In order to make
change manageable amodel for NNEC Maturity Levels has been developed along the structure
of four maturity stages. The NISP must be restructured to align with these stages. Asafirst step
alignment with four stages was not yet feasible.

034. The NNEC FS also concluded that the required flexibility for federating NATO and na-
tional systems into an NIl can only be reached by adopting the service-oriented approach. In
practice, thisleads to a need for identification of a coherent and comprehensive services frame-
work, including strict interface definitions. The framework should be provided as aresult from
architecture work (typically Overarching Architecture). The solution patterns for services and
interface definitions need to be devel oped using time-phased standards and technology profiles.
Again the NISP needs to be structured to provide the required inputs to this process.

B.1.1.2. Networking and Information Infrastructure/ Federation
of Systems

035. The Networking and Information Infrastructure (NII) strategy assumes that the NI will
be implemented as a Federation of Systems (FoS), involving the use of Service Oriented Ar-
chitectures (SOAS).

B.1.1.2.1. Networking and Information Infrastructure (NI1)

036. The NIl can beviewed as an evolving, multi national military "Intranet” - a"Federation-of-
Systems' (FoS) - interoperating seamlessly to provide information to anyone, anywhere, any-
time; if appropriately authorised. Similar to the Internet-driven Information Age transformation
that is occurring world-wide, so will the NIl support the transformation of mission capabilities
of NATO nations, NATO, and coalition partners. The NIl can be defined as: "A federation of
systems, formed by the synergistic amalgamation of a dynamic set of globally interconnected,
multi-national, autonomous systems, each comprised of networking and infor mation infrastruc-
ture components, providing information capabilities, associated processes, and personnel for
collecting, processing, storing, disseminating and managing information to authorised userson
demand, on an end-to-end basis."
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B.1.1.2.2. Perspectives
037. The NIl can be looked at from three points of view.

1. Ataconceptual level the NIl capturesthevision of thefuture shared information environment
for NATO nations, NATO, and coalition partners.

2. At the planning level, the NII architecture defines the structure of NIl systems and compon-
ents, their relationships, and the principles and guidelines governing their design, operation
and evolution over time. The NIl Architecture is used to determine interoperability and cap-
ability requirements, advance the use of commercial standards, accommodate accessibility
and usability requirements, and implement security requirements both within NATO and
between federated systems.

3. At the physical level and in the day-to-day environment, the NII will provide information
and communication services vital to the effective conduct activities and is the foundation for
allowing NATO nations and NATO to achieve their network enabled capabilities.

B.1.1.2.3. Composition and Owner ship

038. It is thought that the NII will be comprised of both owned and leased communication an
computing systems, information services, software, data, security services, and other associated
capabilities necessary to achieve Information Superiority for the Nations and organi sations con-
tributing to the NI1. The NIl includes service interfaces between participants including NATO
nations, NATO agencies, coalition partners, and non-NATO users including potential particip-
ation from Non-Governmental Organisations (NGOSs), civilian police, emergency services, and
local governmental groups. The NIl provides capabilitiesfrom all operating locations (e.g. gov-
ernment facilities, headquarters, posts, camps, stations, facilities, mobile platforms, deployed
sites, and agencies).

039. The NI will also be made of service-based systems provided by multiple sovereign nations
aswell as NATO itself and will operate on a co-operative basis. It encompasses not only the
physical and personnel resources necessary to plan, implement, and operate the actual infra-
structure, but also includes the necessary agreed processes to ensure continued coherent evolu-
tion and effectiveness of the NII. Theinfrastructure will be adynamic heterogeneous entity with
configuration changing with the environment and technological advances. This environment is
considerably different from a national-only environment and will therefore require greater em-
phasis on standardisation and interoperability, not only for equipment but also in management
methodologies including Service Level Agreement (SLA) management.

040. Inclusion of a service-based system within the NIl does not imply ownership or control
by any entity other than the contributor. Contributed systems are independently managed and
controlled by their ownerswithin the framework of the Federation-of-Systems (FoS), whichisa
concept explained later in the Chapter. However inclusion of asystem withinthe NIl doesimply
that the contribution will comply with agreed NII community policies, security requirements,
and procedures.
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B.1.1.2.4. Strategy for the Networking and Information Infrastructure
(NI1)

041. The strategy for developing the networking and information sharing aspects of NNEC fo-
cuses on the'joining together' of networking systems and core information systemsfrom NATO
and NATO nations, to form a Federation-of-Systems (FoS) capability that implements the NII.
The FoS concept is used here to refer to a set of different systems, which are not centrally man-
aged, but are so connected or related so as to produce results beyond those achievable by the
individual systems alone. In effect, the NIl isto be made up of a combination of national Net-
working and Information Infrastructures segments and a NATO Networking and Information
Infrastructure (NNI1), which together will provide capabilities that no one system can provide
by itself. The need for the NIl is consistent with the tenets of NNEC, which have evolved from
earlier concepts', which are outlined below:

» A robustly networked force improves information sharing.
« Information sharing enhances the quality of information and shared situational awareness.

» Shared situational awareness enables collaboration and self-synchronisation, and enhances
sustainability and speed of command.

* These, in turn, dramatically increase mission effectiveness.

B.1.1.2.5. Feder ation-of-Systems (FoS)

042. Definition and term: Feder ation-of-Systems (FoS): A Federation-of-Systems is a Sys-
tem-of-systems but one managed without central authority Constituent systems are independ-
ently managed and have a purpose of their own.

B.1.1.2.6. Feder ation-of-Systems Appr oach

043. The strategy for developing the networking and information sharing aspects of NNEC
focuses on the "joining together" of networking systems and core information systems from
NATO and NATO nations, to form a Federation-of-Systems (FoS) capability that implements
the NII. The FoS concept is used here to refer to a set of different systems, which are not cent-
rally managed, but are so connected or related so as to produce results beyond those achiev-
able by the individual systems alone. In effect, the NIl is to be made up of a combination of
national Networking and Information Infrastructures segments and a NATO Networking and
Information Infrastructure (NNII), which together will provide capabilities that no one system
can provide by itself.

044. The Internet isthe best known exampletoday of a Federation-of-Systems. Thereisno cent-
ral control, and participation isthrough collaboration and co-operation to meet the objectives of

INetwork Centric Warfare : developing and leveraging information superiority /David S. Alberts, John J. Garstka,
Frederick P. Stein. p. cm. -- (CCRP publication series) Includes bibliographical references.|SBN 1-57906-019-6
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the federation. A FoSis characterised by a greater degree of autonomy, heterogeneity, and dis-
tribution than isfound in a system-of-systems (SoS) approach, which also involvesthe "joining
together" of systems, but allows for a degree of centralised control. Although it is thought that
the NIl will operateasaFoS, it isalso possiblethat there may be timeswhen nations may wish to
allow for the centralised management of segments of their systems, in order to meet shared op-
erational objectives. It isimportant that the implementation of the NII allow for this possibility.

045. The need to support national autonomy in the implementation and operation of the NII
forcesthe adoption of participation models capable of supporting aflexible, adaptable approach
to participation in the NII. It is clear that the successful implementation of the NI will require
architectures, technical solutions, and operational procedures beyond that which any single na-
tion will require or can provide.

B.1.1.2.7. Service Oriented Architecture

046. Definition and term: Service Oriented Ar chitecture (SOA): An architecturewithin which
functions are defined as independent services with well-defined interfaces which can be called
separately or in defined sequences to form business processes. The interface is the focus and
is defined in terms of the required parameters and the nature of the result when the serviceis
invoked. A SOA enables services to be published, discovered and utilized.

B.1.1.2.8. Strategy for Future C3 Capabilities

047. The strategy for developing future C3 capabilities is based on the Capability-Based Plan-
ning (CBP) approach. A capabilities-based paradigm focuses more on how an adversary might
fight than on who the adversary might be and where awar might occur. It requires usto identify
capabilitiesthat military forces will need to deter and defeat a particular type of adversary. This
approach involves a functional analysis of operational requirements, leading to the identifica-
tion of capabilities required to accomplish a mission. Once the required capability inventory is
defined, the most cost effective and efficient options to satisfy these requirements are sought.
This process involves the mapping of operational capability requirements to a supporting set
of system functional requirements, which identifies the system capabilities required to support
amission.

048. The CBP methodology builds on the CBP approach introduced as part of the 2003 NATO
Defence Requirements Review processes and the CBP planning approach used within the
NATO Overarching Architecture and provides a new approach to conducting NATO C3 plan-
ning.

049. While the concept of CBP is key to the identification of required system functionality, the
concept of Service Oriented Architectures (SOAS) is key to meeting those requirements and is
an essential part of the overall strategy.

050. SOAs provide a flexible modular approach for implementing system functional require-
mentsin theform of services. Thisstrategy for devel oping future C3 capabilities respondsto the
need to for aflexible, modular approach for meeting future Consultation and C2 requirements.
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051. The use of SOASs has emerged as a mgjor trend within the commercial sector and among
nations developing NNEC type capabilities, because of the flexibility they provide in sharing
information and information processing capabilities. SOAs provide mechanisms for using ex-
Isting information services as well as providing a basis for devel oping new more advanced in-
formation services, utilising existing services. Such mechanismswill alow many Consultation
and C2 needsto be satisfied by linking together existing information servicesin amodular, flex-
ible fashion that can be readily adapted to changing operational needs. The flexibility provided
through the use of SOAs is particularly well suited to supporting the needs of coalition based
Network-Centric Operations.

B.1.1.2.9. Key Information and Integration Elements

052. The Information and Integration component of the NII is characterised by the use of Ser-
vice Oriented Architectures to expose software functions as consumable services that can be
discovered and invoked across the network. The use of SOAs ease application and data sharing
and provide a flexible mechanism for reusing existing services to enable the development of
new, value-added information services.

053. A primary goal of the SOA approach is to make information resources available to all
consumers on the network and support the efficient discovery and delivery of that information
to the consumer.

054. The use of the SOA approach requires that we adopt a common Net-Centric Data strateg
to ensure that we make information visible, accessible, understandable and interoperable with
other sources of information. Trusting the information we get and trusting that the information
we supply will be handled correctly will be akey success factor. The ability to provide flexible,
secure, role-based, information accessthat can be quickly configured to support changing policy
is foundational to the long-term success of the NII.

055. Realising the benefits of the SOA approach will require that we agree on a standardised
set of foundational services covering such areas as service discovery security, metadata man-
agement, identify management, service management and mediation.

B.1.1.2.10. SOA, Loose Coupling and Federated Services

056. The need for improved system interoperability is clearly spelled out in the latest versions
of the NATO Interoperability Management Plan (NIMP) and NATO Architecture Framework

(NAF).

057. In order to achieve the principle of flexible interoperability, a change of focusis required:
from the idea of standalone, stovepipe systems (i.e. platform-oriented) to the idea of shareable,
universal information (i.e. service-oriented).

058. This "service oriented" architectural view indicates that rather than information being in-
extricably tied to a particular system, it should be available to all who need it (and have rights
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to it). Information would still have "consumers' and "producers’ but the assignment of these
roles would be dynamic and would cross system boundaries.

059. The guiding principle of information services is the adoption of service oriented architec-
ture (SOA) and where appropriate, the implementation of web services.

060. A simple definition of an SOA is"abroad set of concepts that enable units of functionality
to be provided and consumed as 'services. This essentialy simple concept can and should be
used, not just for web services, but also at each tier of the architecture, in order to compartment-
alise and provide flexibility". For example, an SOA allows the use of 'thin clients' by tailoring
the provided servicesto the needs and capabilities of aconsumer. Thisallowsamoreflexibleuse
of hardware resources and is more cost-effective (i.e. areduced number of software licenses).

061. Inan SOA, loosely coupled systems view one another as "services', accessible viaa stand-
ard interface without knowledge of the underlying implementation of the service. A "registry"
manages and directs the interactions between services. Data is exchanged in a common format
using standard protocols, which helpsto ensure compatibility. All this alows user-to-system or
direct system-to-system interactions that have not previously been generally feasible.

062. The concept of every system viewing others as "services' in aloosely coupled manner is
coherent with the concept of NNEC being a FoS. From an SOA perspective, it means that 11S
Isto be thought of as afederation of services, where any NATO or national information system
will be autonomous and provide specific services by means of implementing a standardised
service interface.

063. Thus, it will be necessary not only to define the standards to regul ate the implementation
of such interfaces but also a set of service interoperability pointsthat will facilitate the interop-
eration of similar ser ices provided by different nations in a seamless manner.

B.1.1.3. NNEC Strategic Framework

064. In June 2005 the Military Committee tasked Allied Command Transformation (ACT) to
develop the NNEC Strategic Framework as ameans of describing NNEC developmental activ-
ities. The Strategic Framework will consist of the following documents: NNEC Vision and
Concept, NNEC Roadmap(s), NNEC Business Case(s), Compendium of NNEC related Archi-
tectures, and detailed Plan. Although the NNEC Feasibility Study was not identified as Strategic
Framework document, it is recognized as providing the technical foundation for NNEC through
the NII. The development of the Strategic Framework is depicted in Figure B.2 below.
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Figure B.2. NNEC Strategic Framework

B.2. NATIONAL NETWORK ENABLED EFFORTS

065. As stated previously NNEC is based on national initiatives. Many NATO and Partner
Nations have initiated network enabled programs in their respective nations. NNEC will be a
federation of NATO and National service based systems, with the Nations contributing around
90 percent of the capabilities, it is important that the standards and profiles described in the
NISP take into account the ongoing devel opments in the nations.

B.2.1. Finland

066. The C4 development started in Finland in the 1980's. At that time, all systems were de-
veloped separately for the Army, Navy, and the Air Force, thus resulting in a situation with a
large number of distributed stove-piped systems. Although these systems have served us well
in the past, their lifecycle is coming towards an end, and new systems need to be developed
to serve our current and future needs. We face the same challenges as many other militaries
aswe realize that it is not affordable to develop new systems on top of the old ones by patch-
ing and bridging gaps. Furthermore, there is a limit to which technical, data, and application
integration can take us. Therefore we have decided to give up most of our old systems by 2010.
This decision became the starting point for the development of our IC4l and forms the basis
for our Network Enabled Defence (NED), which comprises a domestic roadmap to which crisis
management is aligned.

067. The Finnishview on NED isthat it isaworking title for aconcept that usesthe principles of
Network Enabled Capabilities for providing total defence (also called homeland security). Fin-
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land has along tradition in total defence, where the armed forces cooperate with other govern-
mental agencies and industry to secure the functions vital to the society. NED is defined to de-
scribe how future networks with improved and integrated information and weapon systems can
enable command and control injoint and territorial operations with multiple partners. The basic
requirement in our system development is interoperability with the international devel opment.
Thus, there is no significant difference whether the crisisisin Finland or somewhere else, nor
isthere atechnical difference whether the coalition islead by the UN, EU, NATO or anation.

068. The Finnish approach to NED is very pragmatic and based on incremental development.
We place high emphasis on innovation opportunitiesthat are technically feasible, cost-efficient,
and organizationally achievable. NED isnot seen asagoal, but asajourney in theright direction
together with partners. Especially industry partnershipsare considered valuable, asthey havethe
research and production capabilities needed to turn innovations into solutions and applications
- again, real implementations, not just visions and theories. One example of such partnership is
the establishment of a Network Centric Operations Centre of Excellence (NCO CoE) together
with IBM in Finland.

069. Thefirst task that we did was to rationalize system devel opment in order to cut the number
of overlapping systems. This lead to system centralization, and the idea of "the network as the
computer”" emerged, which in practise means that thin clients capable of doing local processing
are used, but the applications and data storage are performed viathe network. We al so decided to
take aleap into a SOA -based approach. Thetwo mainissuesin thisfirst phase arethereliance on
COTSaswell asour architecture development. In our architecture development, we have found
the usage of overarching and reference architectures asdriversfor change, and ended up with an
overarching architecture and two reference architectures (C4l and administrative). In the near
future, therewill be two additional reference architectures, which are shared with other agencies
for collaboration purposes. As for using COTS, we have taken a very pragmatic approach in
building and deploying our systems. For example, for voice communication we have devel oped
a TETRA based system, which was gradually deployed in Finland as well as in international
exercises and operations, such as in the Finnish battalion in Kosovo (2002), the Nordic PfP
Exercise (2003), MN Brigade (C) in Kosovo (2003), and MN TF Althea(2004). During theyears
2001-2004 we devel oped civilian crisis management systems, which were based on theideathat
whatever can be deployed in our national defence can be used ininternational operationsaswell.
Another developed COTS product was the Deployed COTS Network (DCN), which connects
virtually any digital and analogue network together. In lessthan four monthswe procured, tested
trained, and deployed a brigade level DCN to KFOR.

070. The second step involves afunctional change and is concerned with information sharing.
At this stage, SOA is used asthe basis for the architecture. At the moment, we have three main
experiences developed or in development for the second phase. One is the Network Enabled
Operations Centre (NEOC), where we tested the centralization of information powerhousesinto
the core network. The concept of information powerhouses basically meansthat all information
is centralized into a few server hotels, which are connected to the backbone and accessible
through the access networks. The demonstrator proved increased survivability, better situational
awareness, and brought new processes and a new C4 structure. The second issue is SECNET,
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the interagency networking concept. Thisis still under development, but we are getting therein
apragmatic way, devel oping services that can be shared between authorities. The third concept
ISMETO, which is a Sea Surveillance Information System (SSIS) shared by the Navy, Border
control, and Maritime traffic safety, and thus coordinated by the defence ministry, ministry of
transportation, and the interior ministry.

071. Inthethird phase, we are concerned with acultural changethat involves collaboration based
on the SOA approach. To mention two examples, we have build proof-of-concepts for a joint
Common Operational Picture (COP) service. Inthefirst PoC, wetested the scalability of having
a"mother database" with all information. This database was reachable from the Defence Staff
through a common portal. Information was collected from various local environments, which
al had a picture of their own environment. The PoC showed us that the technology worked.
In the second PoC, we tested what we call the "child's architecture”", where some of the local
environments are detached from the "mother environment". The ideaisthat the detached unit is
ableto operate on its own even without a network connection, seeing only its own environment.
However, as the network connection is resumed, it should be possible to rejoin to the common
environment. Thefocuswas on the scalability of SOA, information handling when coming back
online, and integrity issues. In this PoC we scaled down to brigade and battalion level, but it is
possible to scale it further down to team or even individual fighter level.

072. We have learnt many lessons on our still ongoing journey towards NED. We believe that
our pragmatic and incremental approach together with strong industrial partnership, where de-
velopment and deployment lifecycles can be brought down to 18 months, is a good way to go
ahead. Collaboration with NATO in architectural development, using the idea of overarching
and reference architectures, and working together on open service interface descriptions has
proven valuable. Also testing the systemsin exercises and deploying them onthefield in various
operations have given us alot of experience.

073. Still, severa challenges remain. The main challengeis 1A, which often is ahot potato that
nobody wantsto address. Thisisthe next challenge that we will really focus on solving. The lA
chalengeisespecialy difficult at the moment dueto the cultural change related to the transition
from "need to know" to "need to hide" and "duty to share'. Whereas communication security
has been addressed by various security protocols, network and content security are still open
questions. For example, the concept of CBIS/IMLIS has suffered from a standstill for several
years.

074. Another challenge is the difficulty in integrating differ nt approaches from NATO, EU,
the government and industry. However, we are hoping that the industry will help us solve the
problem, and hence we will continue with our strong partnership approach. Furthermore, future
services are still unknown, thus leading to "ad hoc system design”. The best we can do at the
moment isto try to develop a common and generic environment, in which to fit future services
inastandard way. Also decomposing current systemsto services provided by applicationsusing
core and common servicesis a challenge.

075. Thebiggest challenge, perhaps, isnot technical, but cultural. The user needsto feel "areturn
of investment" for his effortsto learn new ways of doing business. Training and educating users
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isonething, but the real challengeisto get peopleto truly adopt the concept of collaborationin
a network-centric environment using unified process workflows.

B.2.2. France

B.2.2.1. Background

076. The objective of the present document isto describe the French orientations to rationalize
the interconnection between the French CIS and NATO CIS.

B.2.2.1.1. France involvement in NATO for ce structures
077. France isinvolved in many NRF rotations:

* 2006 : NRF7 French participation in the Eurocorp at LCC level

* 2008 : NRF10 MCC

e 2008: NRF11LCC

e 2009 : NRF12 JFACC

e 2009 : NRF13 CJSOTF

e 2010: NRF14 MCC and LCC (Eurocorp)

078. Besides, France has aready 2 HRF HQ located in France: amaritime HQ in Toulon (south-
ern part of France) and aLCC HQ in Lille (northern part of France).

079. Each time Franceison alert for HRF or NRF purposes, it is mandated to setup a special in-
terconnection between NATO HQ and these headquarters. In order to optimise those intercon-
nections from a personnel perspectives and a cost point of view (equipments, leased lines..), the
intention is to setup a permanent network. Furthermore, this permanent network will facilitate
the exchange of information with NATO and will enable France to be in line with the NNEC
perspectives to offer the available services to al the military users.

B.2.2.1.2. French participation in NRF5

080. France has participated as the JFA CC during the NRF5 rotation. That was the starting point
of the rationalisation work which is made in the logical continuity from this participation. The
Figure B.3 displays the roles played by the French units and the information systems involved
during the certification exercise ALLIED ACTION O05.

-26-



NISP Volume 6 ADatP-34(D)

NATOFAS:
WISE/MATL/BICES/
LOGFAS/TOPFAS/JACC

NATO Secret WAN

; l I National HATO Secret WAN WISEMAIL/BICES/LOGFAS/TOPFAS/ICC

ISAS/ITDS/STDV

Figure B.3. French participation in Allied Action 05
081. The French systems used during this exercise were the following:
* SCCOA (command and control system for air operation)
* Document management system
» STRADIVARIUS: French integrated air picture
* |IRIS: AdatP3 formatting tool
» TDS: friendly force awareness
* Messaging system
» Videoteleconferencing
082. The Lessons learnt from NRF5 participation can be sorted in three points:

» First of al, from the user's point of view, for maximum efficiency it would be easier to have
only oneworkstation to access directly to theright information instead of using aswivel chair
and disquettes (or USB keys). Another aspect of this point of view is to adopt the maxim
"train as you fight", and as such it is highly desirable to have the ability to use NATO and
French tools on the same network.
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» From ClSengineers point of view, the complexity the Information Exchange Gateway (IEG)
imposes the need for a specific CIS team dedicated to the support of this gateway. It is not
easy to deploy and configureit. On the other hand, using only one IP network between NATO
and France has eased the overall deployment. The compromise that should be made is to
avoid the deployment of those gateways on theatre where the skilled human resource israre.

» From the interoperability point of view, it is much easier to have only one network to enable
people to access the services they need.

B.2.2.2. Situation today

083. Theactual situation istheresult of successive deployment made when the different systems
were available. Each time the participation of a French unit was required an extension of the
NATO system was establish to connect them. The result is that each functional system has
added direct link and specific network to enable the required exchange of information. The
number of transmission links has grown and equally the number of gateways and crypto devices.
One of the links might be overloaded at a period of the day but we are not able to use another
link that might be free at the same time. The teams in charge of these equipments have no
centralized management tool and no possibility toimprovethe quality of servicefor thedifferent
communities of users.

B.2.2.3. Optimization and rationalization of NATO links

084. The first step proposed is to rationalize the transmission links. For the moment, direct
connections between each French location to the NATO network have been established. Hence
the number of leased lines is important and to allow a communication at NATO secret level
between Brest and Toulon for NATO purposes the communication is done via SHAPE. The
optimization is not done on the different links and the level of redundancy for each location is
relatively low. The proposed way to improve the actual situation isto:

» Have 2 BME for permanent purposes (1 NATO Point Of Presence close to Paris and 1 for
ACCYS)

* 1 BME for each HRF headquarters
» Establish 2 transmission links between Paris, Lyon and NATO

» Create links within the French network to avoid having to go back to the NGCS for commu-
nications between 2 sites, working for NATO purposes, located in France.
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Figure B.4. Future Interconnection

B.2.2.4. Setting up of a unique logical networ k

085. The main objective for the NATO Secret network (FR NNS) isto give the opportunity for
the end-user to have only one computer on his desk accessing all the needed services. Thefirst
step is to take into account the messaging and webaccess services to enable the access to ICC,
MCCIS, BICES-webserver, WISE and CRONOS. All the "supporting” serviceslike DNS, PKI,
NTP will be available for the different systems. The flows of information between the national
side and the NATO sides will be filtered in the appropriate gateway.
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086. The target is to share the access also for other systems like ADAMS, LOGREP,
LOGDATA,..and facilitate the evolution towards NMS.

B.2.2.4.1. Short term solution

087. The availability of the FR NNS is needed for the validation phase of the new maritime
system that France is developing: SIC21. This system will have to exchange information with
MCCIS and several others NATO systems. As this validation phase will start during summer
2007, it is envisaged to use the IEG that was used during the NRF5 rotation with some minor
changes (authorization of MCCIS flows). At the same period of time, the air community will
start to move on the NNS: the CASPOA (Analysis and Simulation centre) for air operations
preparation, which isa NATO Centre of Excellence, located in Taverny (close to Paris), the
CCOA (Air Operation Centre) located in Lyon and the CDAOA (Air Defence and Air Opera
tions Command) located in Paris will be connected.
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088. At theend of 2008, al the | CC and MCCI Sclientslocated in France should be ableto work
directly from their computers on the NNS. This means on the contrary that the people located
on the theatre will still require direct linksto NATO WAN.

B.2.2.4.2. Mid term objective

089. Two aspectswill be considered after the starting up of thisnetwork. On one side new clients
will have the opportunity to access those services and on the other side new services will be
added on the network. The new clients concerned by this migration on NNS are the squadrons
and air headquarters that can participate in NRF/HRF such as flying units, ARS, Ships and
headquarters and the new headquarters created in France The pace for moving the units will be
based on the next rotation of NRF where France is playing a component command role.

090. For NRF 11, France will be Land Component Command and still keeps two optionsfor its
interconnection. Thefirst would beto usethe FR NNS and the second to have adirect connection
to NSWAN. The choice is depending on the organization of the Joint Force Command |leading
the rotation.

091. For the NRF 12 France, Air Component command, it is assumed that the FR NNS will
be used as it was done during the rotation 5. The only difference would be the availability of
more Services.

B.2.2.4.3. CRONOS ntegration in FR NNS

092. The actual network is obsolescent. It was built in 1999 and some client workstations were
deployed in various locations. France has contracted a support with a company to install and
maintain the various computers. This contract is coming to its end, thus there is an opportunity
to re-analyse the relevance of such a contract and the associated cost. Some clients will not
be connected with the contractor because there are out of the boundary of the initial contract.
France has made the decision to int grate this "service" in the FR NNS. No more upgrade of the
actual network is planned; al the new users will be connected viathe FR NNS.

B.2.2.4.4.1CC integration in FR NNS

093. France will use the opportunity of the movement of the different headquarters during the
2007-2008 period to setup an architecture that will support all the workstations spread out in
many placesin France. The upgrade of |CC from the actual versionto 2.7.1, then 2.8 will givean
ideal integration period to migrate towards the new approach. After that migration it is assumed
that network upgrades will be necessary for the air community for the arrival of ACCS. All the
network evolutions will be taken into account by the FR NNS network manager.

B.2.2.5. Ongoing work
B.2.2.5.1. Interfaces between NS, NNSand M S

094. During operations, usually a Mission Secret network is deployed. To enable interconnec-
tion between network handling NATO Secret information and network handling Mission Secret
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information, it will be necessary to develop an |IEG Case C. Thelocation of this gateway is still
under discussion and need to befurther investigated. The main objectivefor thisinterconnection
isto offer all the NATO IP servicesto the different communities of interest in the theatre.

m NATO responsability
“ French responsabilty in a NATO operation
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nsions from tfze -stszm-_Secret Home Ba

Figure B.6. Interconnecting M S Networ k

095. The management of such a network composed of systems managed by NATO bodies and
national teams will need to be worked out to develop Service Level Agreement between the
network providers (NATO and national) so that availability seen from the users point of view
is maximal.

096. The other challenge will be to ease access to the right information. Having authorized the
interconnection of the NATO and the national systems does not mean that the various people
in the different Headquarters are accessing the information of interest to them.

B.2.2.5.2. IP networksnot on NNS

097. Some systems are currently under development and a more accurate analysis must be un-
dertaken to verify how and when they could go on the national network. That is the case for
ACCS and Bi-SC-AIS. This analysis should be followed by a testing phase to ensure that the
system continue to provide the services it is supposed to provide.
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098. For other services, like videoteleconferencing, France will setup a separate network be-
cause of bandwidth constraints. When the quality of service will be spread on all the IP net-
works, and operational priorities agreed within the nations, this could evolve towards a unique
network on which al the services would be made available.

B.2.2.5.3. Non | P networks

099. If there is a clear thread to use an IP network for exchanging most of the data needed
for command and control functions, it must be recognize that non-I1P networks will last for
at least 5 years. Thus it is important for the services that they support to guarantee that the
interoperability between the non-I1P systemswithin NATO nationsand PfP nationswill continue
until the transition phase to IP is accomplished. The services concerned are real-time service
(e.g. Link 16, circuit between radar and CAOC.,...), telegraphy, circuit switched and packet
switched services.

B.2.2.5.4. NNEC per spectives

100. To foster and federate initiatives to improve military actions effectiveness within a coali-
tion force, information is the key element. Information management and effect control to reach
the desired end-st te have to be taken into account joint, inter-agency and international aspects
development of interoperability, using state of the art methods will accelerate adaptation to-
wards using enterprise services across the nations and appropriate networking. The necessity
to accelerate the acquisition of the systems and to optimise spending will tailor the experiment-
ation process. In order to take advantage of all the technology opportunities, a structured but
pragmatic approach will be taken to enable the different program managers to take into account
the interoperability challengesin an international context. In particular, studies need to be done
to identify the criteria to determine when Service Oriented Architecture is the right approach
and, when appropriate, propose amigration plan in accordance with the other nationsinvolved.

Adapted framework to mature Integrated teamwork (Users-Procurement-Industry)
topics of interest TO Operational environment (exercise or operations)
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Figure B.7. French Battlelab
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B.2.3. Netherlands

B.2.3.1. Policy and direction

101. NEC is essential for the innovation of military operations and recognised as a priority in
Defence policy. This palicy is reflected in the three courses that are followed to promote the
specific implementation of NEC in the armed forces:

* Improvement of the adaptability of the armed forces for participation in multinational, joint,
combined and interagency coalitions;

» Improvement of the ability of the armed forces to innovate;
» Contribution to the implementation of an integrated multinational NII.

102. Duetothepriority givento NEC, the Secretary-General established an NEC steering group.
This group is tasked with the promotion of innovation of military action by giving direction
to the development of NEC. The Director of Operational Policy, Requirements and Plans of
the Defence Staff provides central direction to the development of NEC and manages the NEC
steering group. Nearly all partiesinvolved in the transformation of the Defence organisation are
represented in the steering group. The group ischaired by the Deputy Director for Requirements
(of the Defence Staff). The tasks of the steering group include:

* Promoting the development of innovative military concepts,

» Promoting the adaptability and interoperability of Dutch capabilitiesin multinational (NATO,
EU, ad hoc) coalitions,

» Monitoring the implementation;

* Informing and advising the civilian leadership about relevant subjects;

» Formulating, on an annual basis, an NEC plan as an input to the Defence plan, to be able
to monitor the progress in the development of NEC and to lay the foundation for future re-

quirements; and

* Contributing to the preparation and harmonisation of Dutch positionsin meetings of relevant
international consultation forums.

B.2.3.2. Implementation of national NI|

103. The Netherlands armed forces will be tasked with implementing the national segment of
NII, the Dutch NII, which can be integrated into larger coalitions. In this process, the main areas
of attention are:
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* Design

The NIl must be designed in such away that it can support networked operations. It requires
agreements on common architecture, the use of technologies and standards, but also on basic
data and the management of these data.

* Realisation

Through investment programmes and concrete projects, the NIl hardware, software and ser-
vices components, aswell asthe interfaces between those components, will be implemented.

* Implementation and maintenance

This mainly concerns agreements and measures to ensure that the new technical possibilities
arein fact being used. Everything depends on the willingness to share information. This area
of attention also includes information management and control.

* Protection

Arrangements must be agreed, measures must be taken and investments must be made to
ensure the security of NI aswell asthe reliability of the information supply.

B.2.3.3. The development of NEC

104. NEC cannot be bought. Furthermore, the realisation of NEC is an evolutionary process
without a strictly defined beginning or end. It isaprocess of growth, comparable to the process
of change that many organisations go through in order to stay up-to-date in the field of informa-
tion and communi cation technology. Doctrines, processes, command and control, organisations,
personnel and materiel must develop in acoherent and evolutionary way. That, therefore, isthe
approach that the Defence organisation will use towards the development of NEC. As aresullt,
NEC will be introduced into the Netherlands armed forces in a gradual and manageable way.
This approach is characterised by the following principles:

» combination of bottom-up activities aimed at the development of the necessary information
infrastructure and top-down activities aimed at concept devel opment with regard to the future
capabilities;

» astep-by-step approach, i.e. alearning path where experiments are used, in close cooperation
with developers and users, to reduce the risks as much as possible and make users aware of
the new possibilities of NEC as soon as possible;

» co-evolutionary approach: the balance among the various aspects of development is con-
stantly monitored.

105. For several NEC systems, the Defence organi sation takesitself thelead in the devel opment.
This approach is different to the approach used by many other nations, who devel op specifica-
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tions and del egate the actual development to industry based upon these specifications. TITAAN
and I1SIS, for example, are being developed by the Dutch Army itself, with support of industry.

106. The Defence organisation distinguishesthree types of innovation on the path towards NEC:
» Technological innovation

The development, application and implementation of new technology bring about changes
in the physical domain.

* Process-driven innovation

The adaptation of organisational processes and the implementation of new operational con-
cepts a so causes changes in the information domain.

* Organisational innovation

The structure, standards and culture of the organisation and the individual change, causing
the cognitive social domain to change too.

107. Taking into consideration the threetypesof innovation, therearefive NEC levels, if wealso
include the zero situation - the platform-centric level. Using these levels can help the Defence
organisation define its ambitions and requirements clearly and can also provide insight into the
adaptability and interoperability of a military capability. These levels are respectively Isolated
(1), Deconfliction (2), Coordination (3), Collaboration (4) and Coherent effects (5).

B.2.3.4. Critical successfactorsfor theimplementation of NEC

108. Critical factors on which a successful implementation of NEC in the Netherlands armed
forces will depend, include:

* Requirements evaluation and procurement

In the processes of requirementseval uation and procurement, NEC-rel ated requirements must
be taken into account structurally. This means that attention must be paid not only to the
capability that is acquired, but also to the future role of that capability and its integration in
the network. Flexible and incremental procurement strategies, in which the insight into the
functional demands and the best way to meet those demands gradually increase, tie in with
this. This aso requires a more intensive cooperation with the industry. In the development
of new capabilities, NEC-requirements will be taken aboard in the design, just asis the case
now with the Joint Strike Fighter.

* Information Management development under architecture

In order to establish the Dutch NIl and to steer the development of the required Informa-
tion Management infrastructure in the right direction, there must be an architecture available
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which is used effectively. The Defence Information Management Architecture (DIVA) will
be developed further for this purpose.

» Scientific resear ch and oper ational experiments

Thisis necessary to be able to evaluate the usability of new concepts and technologies, thus
reducing therisk of making high coststhat turn out to be unnecessary and irreversible choices
that turn out to be wrong.

» Thedevelopment of NEC competencies and the design of C2 processes

Itisclear that NEC will have a considerableimpact on the human element in the Netherlands
armed forces. The success of the implementation of new technology, systems and concepts
and the improvements in performance that these should bring about is wholly dependent on
the presence of the willingness and the competencies to actually use them.

» Central coordination and international cooperation

Theideal situation would be that national and international agreements are made so that the
various NEC processes will be able to reinforce one another. In order to achieve this, there
must be central coordination and international cooperation.

B.2.3.5. Examplesresearch and experiments

B.2.3.5.1. Experimenting - JPOW

109. CHANIA (CRETE) - In Joint Project Optic Windmill (JPOW), the computers of all par-
ticipating countries are linked together, for interoperability is an integral concept throughout
JPOW. "Three, two, one, fire", a Greek officer, headphones over his coalblack hair, counts
down. A trembling explosion; a grey white cloud of smoke like a small cauliflower. An or-
ange-coloured rocket races up from the launch site and hisses its way into a cloudliess sky.
Shortly before the projectile intercepts a small target aircraft, it is destroyed from the ground,
and itsshattered remainsfall into theice-blue M editerranean waters off the coast near theNATO
shooting range on the rocky island of Crete. This pandemonium is repeated three times. It is
D-Day in the international air defence exercise Joint Project Optic Windmill. As a highlight,
the Guided Missile Group of the De Peel airforce base shoots four ageing rocketsinto the firm-
ament. JPOW is somewhere in between Star Wars, Star Trek and the US Strategic Defence
Initiative. The foundation of the project was laid by the Netherlands, motivated by the first Gulf
war (Source: Defensiekrant (MOD periodical), 20 April 2006).

B.2.3.5.2. Experimenting - SENECA
110. In 2005, the Defence organisation, along with TNO and THALES, carried out the first

Dutch Joint NEC experiment. This experiment involved setting up a distributed experiment-
ing environment which linked several locations together. Simulated operational sea, land and
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air systems successfully networked their actions in a single scenario. The experiment demon-
strated the added value of the development of a Simulation Environment for NEC Assessment
(SENECA) that provides opportunities for frequent experimenting.

B.2.3.6. Examples NEC in practice

B.2.3.6.1. Optimal use of information

111. The maritime dimension traditionally has a strong multinational orientation. Individual
units must be interoperable to be able to function in a multinational flotilla. A recent example
(late 2005 - early 2006) was the Dutch contribution to Task Force 150, which was responsible
for so-called maritime security operationsin an area stretching from the coast of Somaliato the
Arabian Gulf. TF 150 consisted of agreat variety of navy vessels (including an air defence and
command frigate), maritime patrol vessels, unmanned aircraft and shipborne helicopters. All
these means contributed to the joint mission: identifying and detecting suspect vessels, boarding
and searching vessels, collecting information and halting suspect vessels and arresting their
crew. Through use of the American CENTRIX network and the Coalition Forces Intelligence
Cell, the vessels could exchange information (such as photographs) with each other and with
shore authorities directly by e-mail and chat, thus ensuring that the waiting time for merchant
ships could be reduced to a minimum.

B.23.6.2.1SIS

112. Task Force Fox was a NATO force that was intended to protect the international observ-
ers who were tasked with monitoring the implementation of the peace plan for Macedonia in
2001-2002. In this multinational coalition with Germans, Frenchmen and Italians under Dutch
leadership, the language barrier was, considering the operational circumstances, area problem.
Because information was shared with the coalition partners using 1SIS, and this information
was al so represented graphically, there would soon be a shared understanding of the operational
situation and emerging crises could be overcome swiftly and effectively. Itisalso thanksto ISIS
that Task Force Fox has gone down in history as a successful NATO mission.

B.2.4. Spain

B.2.4.1. Policy and Direction

113. National policiesand directives support the bringing in of the NEC model nationally asthey
doitscontribution to the multinational efforts. Both, information superiority and interoperability
are considered aforce multiplier/booster at the Spanish Military Strategy. The National Defence
Act speaks of a call to "urge a transformation of our Armed Forces in line with a new model
which would give them advanced technological capabilities'. The Organic Law of National
Defenceand the Military Planning Directiverequiresthat " Armed Forcesareto be organized and
trained in such an advanced technological manner that they will thus enjoy combat advantage,
fewer losses and less damage and be networking operative'
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114. Aware of the very high number of actors and lines of work involved on Spanish NEC, in
order to assure the proper co-ordination, CHOD set up a NEC Study and Developing Board
(CEDENEC). This commission comes under the Chief of the Joint Staff responsibilities and
Is presided over by the Head of the CIS Division drawing its members from Defence staff
HQ Spain and the HQs of each of the Services along with the Materiel and Armaments Board
(DGAM), the CIS Inspectorate (IGECIS) and the Policy Board (DIGENPOL).

115. This organization gives the specific structure set up for the improving of the initiatives
coherence that bring in other pertinent bodies, and for the generating proposal s including those
approaches required to make of Spanish NEC areality anditscontributionto NATO NEC afact.
This working whole structure, that includes a working groups subestructure and is supported
by the Spanish NEC Office, is charged with giving leadership to NEC during its initial phases
by answering questions asto its definition, objectives, requirements, criteriaasto itsfunctional
structure, information infrastructure, interoperability and any other matter that might have an
effect on the development of NEC. It isalso to promote the NEC knowledge within the Spanish
Armed Forces, specially to al the involved bodies in its definition and development and to
manage NEC related information.

B.2.4.2. Shaping up Spanish NEC

B.2.4.2.1. Pre-emption: Strategic Framework and Complexity Man-
agement

116. Spain is aware that there is no single sequence of long-term planned baselines, but an
approximate direction of progress, frequently reviewed and adapted to changing technologies,
requirements and constraints. Therefore, CEDENEC believes that the best planning strategies
under ahigh level of uncertainty and risk are no longer those that deliver optimum resultsin the
very specific circumstances anticipated, but those that are robust enough to perform acceptably
in avariety of potential scenarios. As such a strategic framework to answer the what-for, the
what, the how and the when of the undertaking should be and should allow a balance among
stability and flexibility.

117. The Spanish NEC Strategic Framework is under CEDENEC's development and covers
what Spain must achieve in order to fulfil the operational requirements; Lays down the stra-
tegic lines of work including those related with conceptual devel opment, methodology and best
practices, design and implementation and shared awareness; Establishes the global planswhich
include the strategic lines of work and; Goes into details as to short term plans. Asit isto be
the case for any rolling strategy, operational and technical analysis and studies (including those
lessons learned) are to be continuously improving upon this strategic framework. Last but not
least in importance is the human dimension including morale, leadership, training, education
and, doctrine. The strategic framework is also amed to this aspects.

118. This strategic framework is to be considered within the Spanish Military Planning Pro-
cess as well as within those efforts made of Defence bodies having technical responsibilities,
research and devel opment competences along with acquisitionsresponsibilities. In thissituation
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the efforts towards the rolling orientation of running capabilities, programs and initiatives are
going to be more important than ever.

B.2.4.2.2. Operational and Technical I nteroperability Awareness

119. It is more important than ever to keep alive the operational and technical interoperability
awareness that Spain has held essential for so many years and backed by her participating in
different demonstrations, exercises and experiments.

120. It isto note Spanish technical experimentation at CWID initiatives. Spanish industry, uni-
versities and military bodies with technical competences play a part in the CWID demonstra-
tion. A Pilot model for SOA interoperability services, the Spanish Military Messaging System,
Spanish web map services and web feature services or COP services have been put to work
within latest NATO CWID. Asit happened to be within other nations, Spain hasits own national
CWID. Assuch, middlewarefor sensors at C2 networks, or broad band mobile communications
for tactical deployments, or tactical mini terminals for satellite band X communications have
also been given demonstration airings.

121. Spainisalso working on supporting infrastructures for experimentation, training and exer-
cises. Noteworthy hereisthat Spain isworking towards the setting up of a Laboratory for NEC
experiments (CENEC) where any practical solutions put forward are to be measured against
those operative demands. Advanced joint simulation facilities are to be keep financed next year.
NEC related prototypes have been delivered to our Operational Post Command.

122. Following the NATO approach the development of our systems is in keeping with
NC3TAv7 and NAFv2. Spain is analyzing its architectures views evolution in keeping with
NAFv3 and NISP.

B.2.4.2.3. Follow-on

123. The main effort within the short to medium term must be towards achieving the Spanish
NEC strategy for the managing of this complex endeavour and its concomitant experimental
support demands.

124. In the medium to long term Spain expects to be able to have the run of afully operative
working whole structure, this taking into its scope civilian organizations and other ministries.

125. If there were something that could be called an international net-ready certification Spain
could be deeply involved in it. Systems processes, capabilities and even acquisitions pro-
grammes could be verified on the basis of net-ready criteria or, to put it in another way: sys-
tems, processes, capabilities and acquisition programmes associated with network enabled cap-
abilities could have what it might be call a"net-ready stamping”. An interoperability authenti-
city stamp which would be, but of course, anchored upon the international determination it is
concerned with. Which all means that an evaluation of existing systems will be called for to
check out whether the net-ready criteria have been satisfied be it nationally or within any given
coalition.
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126. The Spanish acquisition processis aligned with NATO Phased Armaments Programming
System (PAPS). This process came up for review under a new proposal. Among other aspects,
it'sunder consideration aset of criteriathat allows PAPS documents go further in the process, in
order to enable rationalization as well as the necessary evolution in aspects such as technology.

127. Spain's ultimate vision is of areal federation of military and civilian services and its cross
utilization for crisis management and current operations. Civilian and military bodies would
natuarally provide any that were to be needed, servicesthat would thus endow us with powerful
dual capabilities for defence and security.

B.2.4.3. Implementation of the Spanish Core NIl: The Spanish
Military Command and Control System (SMCM)

128. In order to solve the interoperability and information flow problems caused by afragment-
ary approach, the solution adopted is to define and implement a new C2 system, the SMCM
(Joint C2 system), which will becomethe basic CISinfrastructure on which the specific services
will be built. Of course this new system integrates the military telecommunications that have
been integrated in asingle joint system for many years (the Military Telecomunication System
- STM) and is designed from the beginning to solve the shortfalls and problems of the existing
information capabilities.

129. Its Military Information System (SIM) incremental process has been divided into 3 incre-
ments and a previous definition phase. In this definition phase, it has been developed and ap-
proved the Concept of Operation of the System, the System Planning and Funding. The first
increment objective is to implement and provide a set of common services, like both PK1 and
Directory Services and the priority services like Military Messaging System. The system isto
be deployed in the principal nodes (Joint, Land, Air and Maritime Headquarters, etc.) and isto
be accredited to manage information upon National SECRET, NATO CONFIDENTIAL and
CONFIDENTIAL UE level. The second increment includes the implementation of the specific
functional services, the accreditation to NATO SECRET and SECRET UE, and it is planned to
deploy the system to 400 nodes approximately. Thelast increment it is planned to provideall the
functional area services and evolve the system to comply with the Network Enabled Capability.
Of course, our will to set up this increments as schedule is tied to the available budgeting and
funding.

B.2.4.4. POC

130. ESPNEC@oc.mde.es

B.2.5. Sweden

131. Authors:

» Peder Blomqvist, Swedish Defence Material Administration
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B.2.5.1. The Swedish Network Based Defence (NBD) concept

132. The Swedish Armed Forces has adopted the concept of Network Based Defence (NBD) as
its main strategy to achieve Network Ready Capabilities. NBD is also the method for Swedish
force transformation to Joint Operations and Capabilities and thus afast, flexible and co-ordin-
ated deployment of Reaction Force Units within national boundaries as well as a partner in an
international mission. The NBD concept is the Swedish approach to retain the benefit of the
Revolutionin Military Affairs(RMA) andissimilar to the Network Enabled Capabilities (NEC)
and the Net-Centric Operations Warfare (NCOW) concepts.

B.2.5.2. Development of a Command and Control System within
the NBD concept

133. The Swedish Armed Forces has within the concept of NBD since 2001 been developing
frameworks, concepts, principles, rules and recommendations, as enablers and guidance for
design, construction and operation of the methods, servicesand technol ogy sol utionsthat should
form the foundations and infrastructure of a future Command and Control System. The goal is
to deploy the target architecture and infrastructure of the C2-system within the year of 2010.
The C2-system is being developed with interoperability and the usage of open standards and
commercial products (COTS) infocus. Gradually the C2-system infrastructure will developinto
a full-featured Net-centric C4ISTAR-system with incorporated functionality for other legacy
systems as well as new systems.

134. The Swedish Armed Forces has during 2006 established aNBD Development Centre under
the command of Chief of Development.

135. Sweden has adopted a Concept Development and Experimentation (CD& E) process based
on international examples. One of the purposes of this process is to guarantee or secure inter-
operability.

136. Sweden has conducted experimentsin three different military command levelsand also in
Multi-National Experimentation (MNE) events.
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B.2.5.3. Development Strategy and M ethodology

137. The development is a joint effort between the Swedish Armed Forces, the Swedish De-
fence Materiel Administration (FMV), the Swedish Defence Research Agency (FOI), the Na-
tional Defence College (FHS), theindustry and other partners. The devel opment is based on an
overarching architecture approach with concepts and principles for System, Services, Informa-
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tion and Life-Cycle management. The development strategy is to use an evolutionary develop-
ment methodology with continuous and parallel research and development of methods, know-
ledge, organisation and technology. Theresults are tested, verified and validated in experiments
and demonstrators, and then carefully packaged in form of generic principles, design rules and
methods. These will gradually build up the target architecture with re-usable foundations and
reference architecturesfor further development of service-oriented systems and componentsfor
net-centric environments. The Swedish Armed Forces development of the NBD joint Command
and Control Information System (SWECCIS) resultsin the knowledge and erudition of building
NBD operational systems.

B.2.5.4. Development Milestones for the Command and Control
System 2004-2010

138. Autumn 2004: New devel opment opportunities
139. Autumn 2005: Common situational information
140. Spring 2006: Common situational awareness

141. Autumn 2006: New opportunities for co-ordination

142. 2007-2010: Final design and procurement of the Command and Control System Informa-
tion Infrastructure?

B.2.5.5. Interoper ability

143. In autumn 2004 Sweden made a strategic decision to adopt current NATO standards and
frameworks for C3-systems interoperability and to participate in and contribute to NATO's de-
velopment of NNEC-based standards and frameworks, where possible as a partner nation. Les-
sons learned from the adoption of NATO standards and open standards and solutions create an
environment that increases interoperability among crisis management agencies.

B.2.5.6. Main objectives of the Network Based Defence (NBD)

144. Interoperability - Ability to act in Joint Operations together with national and international
partners, both military and civil. This can be achieved through standardisation and harmonisa-
tion of concepts, procedures and architecture.

145. Stuation Adaptiveness - Flexible configuration and management of units, for given tasks
and new opportunities. Dynamical configuration of Situation Adopted Systems, from aBaseline
Architecture of resources and services. Well defined suites of Capability Packages for different
scenarios.

21 decided by the Swedish Government
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146. Common Stuational Awareness - Common Situational Information adopted for each user
needs. Role-based situation picture and information access. Location and terminal independ-
ent distribution of data. Automated as well as on-demand collection, aggregation, fusion, pro-
cessing, analysis, predictions and presentation of data and information from multiple sources.

147. Command Superiority - Swedish NBD experiment has showed that information that are
fast distributed through out the Network and not compiled in centralised nodes empowers the
lower echelon's to seize opportunities according to commander's intent as they come along.

148. Cost effectiveness - Flexible configuration will give us the ability to reuse and reconfigure
systems and services in minutes instead of months/years. Thistogether with the ability to bring
along legacy systems should mean that the risk of building systems that are obsolete when
operational also reduces the risk of wrongly spent money.

149. Precision Engagement - Co-ordinated and well balanced engagement, precise in time and
location. This can be achieved by obtaining decision superiority.

B.2.5.7. The Service Demonstr ator

150. The Swedish Defence Architecture project together with FM Ledsyst developed a set of
concepts that supports a Service Based Systems approach where services can be assembled on
demand into SitSyst, Situation adapted systems. A SitSyst is dedicated to solve a particular
problem area or support a specific mission. These ideas and concepts were implemented during
2003 in a platform called The Service Demonstrator. The Service Demonstrator is a test sys-
tem developed within Ledsyst in order to support the development towards a network centric
defence. The purpose of the demonstrator is primarily to support the methodol ogy devel opment
for network centric warfare.

151. The Service Demonstrator have continuously been updated and improved up until now.
M ore system el ements have been added and i mprovements have been made concerning stability,
user functionality, application integration etc. Central concepts for The Service Demonstrator
are SitSyst, dynamic addition and removal of services, creation of roles and authorization for
solving specific tasks.

152. Built on experiences from the Service Demonstrator and lessons learned the devel opment
of a more extensive service based system, BasePlatform, began in 2005. The current version
of BasePlatform specifies a platform design that addresses core functionality such as service
infrastructure, security, scalability, flexibility etc.

B.2.5.8. FMA- An Enterprise Architecture for Future Systemsin
the Swedish Armed For ces

153. SAF Enterprise Architecture (FMA) for the 21st century is under development. Swedish
Armed Forces needs to co-ordinate and synchronise different resources (personnel, technology
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and information) enabling them to perform right activity, in right time frame and in right area.
These resources are co-ordinated and synchronised within an organisation. To synchronise all
these mutual dependent systems and their development over time is the complex challenge that
Swedish Armed Forces Enterprise Architecture shall support Swedish Armed Forces to master.
The purpose of FMA isto obtain toolsfor enabling interoperability in co-operation with society
in general and international co-operation partners as well. Another important aspect isto give
conditions for re-use of resources within the frame of NBD. SAF engagement Systems must
therefore be developed against a harmonisation and towards one common structure of present
and new structures. This development shall be supported through supplying an Architecture
Framework (FM AR) containing overarching rulesfor:

» How to describe a system
» Methods for build and use systems

e Competencies/rolesin these systems

B.2.5.9. National NNEC Approaches

154. Some Swedish examples of key strategic programmes project experiences, products and
best practice, lessons learnt, that can perhaps be of interest for the NATO and PfP nations.

* FM LedsystT FMLS2010 Network Based Defence experiences
» Documentation experiences (SWAF Architecture Framework, NAF v2)
» SOA implementation experiences and best practice
» Service Demonstrator experiences and best practice
» NBD concepts, definitions and best practice

» System concept

Service concept

Situation Adopted System concept (SitSyst)

Information concept

Life-cycle management concept
* NBD Systems Development methodol ogy work and
» SwWAF Enterprise Architecture development and NATO NAF 3 adjustment effort.

* FM AR Concepts and models
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* NAF v2 and NAF v3 (pragmatic approach) documentation experiences and best practice

» SWECCIS Reference Architecture experiences (Swedish Command and Control Information
System), target architecture for SWECCI S 2008.

* NAF v3 (pragmatic approach), documentation experiences and best practice

» The SWAF ERP project (PRIO) and the service oriented requirement specification work.

B.2.6. The UK Network Enabled Capability

155. The UK has adopted the term Network Enabled Capability (NEC) asit capturesit's intent
to invest in networks as a means of maximizing the capability inherent in current and future
platforms. The UK isusing the term "Network Enabled Capability” sinceit gives due weight to
both the platform capability and the network, and is consonant with their work on Effects Based
Operations, Knowledge superiority and Decision Superiority.

156. The NEC goal is to radically enhance our operational capability by improving the way
we share and use information , with the key objective of providing a coherent conceptual and
technical framework to link sensors, decision-makers and effectors.

157. The US concept of Network Centric Warfare, put into practice in Afghanistan, is a key
driver. In the same way that precision guided munitions demonstrated in the Gulf war acted as
adriver for changein UK and other forces, the success of the US strategy, implement through
atight linkage between sensors, communications, information, and weapons systemsis causing
the UK to look at how it would fight the next conflict.

158. Lessons learned have emphasized the importance of interoperability in the joint and coali-
tion environment.

159. It is important to understand that the path to NEC is an evolutionary one that builds on
existing equipment programmes, concepts and structures but deliversincreased joint capability.
The paralel evolution of the other UK Lines development (Concept & Doctrine, Structure,
Equipment & Technology, People, Training, Sustainment) is an essential part of the progress
towards a full Defence capability Existing processes will provide the links.

160. The diagram below shows the underlying principlesin the UK in building its NEC.
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NEC Principles
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Figure B.10. NEC Themes

161. The table below summaries the key themes of the UK's NEC

Effects Synchronization Achieving the desired effects through the syn-
chronisation of activities within and between
mission groups.

Agile Mission Groups Enabling the dynamic creation and configura-
tion of task oriented mission groups that share
understanding and that employ and co-ordinate
available assets to deliver the desired effect.

Dynamic Collaborative Interworking Enabling agile command and control within
and between mission groups through the abil-
ity to concurrently plan and execute opera-
tionsin away that is dynamic, continuous and
synchronised. Thus, it alows all entities (in-
cluding non-frontline MoD bodies, Other Gov-
ernment Departments, industry, academia and
public services aswell asthe military) to work
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together dynamically to meet changing mis-
sion needs.

Shared Understanding Enabling each user to generate an understand-
ing of the battlespace that is appropriate and
adequate to their task and consistent with the
understanding of other users. This understand-
ing covers the interpretation of the situation
(current situation, its history, and potential de-
velopments of all battlespace participants) and
of Command Intent (the effects and outcomes
higher command wants to achieve.

Full Information Accessibility Enabling users to search, manipulate and ex-
changerelevant information of different classi-
fications (respecting security constraints) cap-
tured by, or available in, sources internal and
external to the battlespace.

Resilient Information Infrastructure Enabling information is managed coherently
across the battlespace and that the potential for
secure and assured connectivity is provided to
all battlespace users.

Inclusive Flexible Acquisition Co-ordinating processes across MOD, OGDs
and industry that promotes the rapid inser-
tion of new technologies, facilitates coherence
between acquisition programmes and provides
an incremental approach to delivering and sus-
taining 'net-ready platforms

TableB.1. UK NEC Themes

162. Further information can be found at: http://www.mod.uk/Defencel nternet/AboutDe-
fence/CorporatePublications/ Scienceand T echnol ogyPublications/NEC/

B.2.7. United States
B.2.7.1. Overview

163. The United States Department of Defense (DOD) pioneering theory of Net-Centric Oper-
ations and Warfare (NCOW) has fundamentally changed how the United States plans for and
engages in military operations. NCOW seeksto trand ate an information advantage into acom-
petitive war-fighting advantage through the robust networking of well informed geographically
dispersed forces allowing new forms of organizational behavior. This "networking” utilizesin-
formation technology via a robust network to allow increased information sharing, collabora-
tion, and shared situational awareness, which theoretically allows greater self-synchronization,
speed of command, and mission effectiveness.
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B.2.7.2. Net Centric Efforts

B.2.7.2.1. The Global Information Grid (GIG) Bandwidth Expansion
Program

164. The Global Information Grid Bandwidth Expansion (GIG-BE) Program was a mgor De-
partment of Defense (DOD) net-centric transformational initiative executed by DISA. GIG-BE
created a ubiquitous "bandwidth-available" environment to improve nationa security intelli-
gence, surveillance and reconnaissance, information assurance, as well as command and con-
trol. Through GIG-BE, DISA leveraged DOD's existing end-to-end information transport cap-
abilities, significantly expanding capacity and reliability to locations worldwide.

165. This program provided increased bandwidth and diverse physical access to approximately
87 critical sitesin the continental United States (CONUYS), Pacific Theater, and European Theat-
er. These locations are interconnected via an expanded GIG core.

166. GIG-BE provides a secure, robust, optical terrestrial network that delivers very high-speed
classified and unclassified Internet Protocol (IP) servicesto key operating locations worldwide.

167. After extensive component integration and operational testing, implementation began in
the middle of the 2004 fiscal year and extended through calendar year 2005. The initial im-
plementation concentrated on six sites used during the proof of initial operationa capability,
achieved on Sept. 30, 2004. On Dec. 20, 2005, the GIG-BE program achieved the milestone of
Full Operational Capability.

B.2.7.2.2. Transformational Communications Satellite System (T SAT)

168. The TSAT Program is actually just one node in a broad spectrum of programs known as
the Transformational Communications Architecture (TCA). In 2001, the United States Depart-
ment of Defense (DOD) initiated a Transformational Communications Study to accelerate the
delivery of advanced capabilities with state-of-the art technology to the field.

169. The study concluded that the United States Military's existing program plan would not meet
forecast communications requirements. It also suggested that there was a window of opportun-
ity to provide an architectural framework for a compatible communications system across the
Department of Defense and the intelligence community - one that could increase U.S. capabil-
ities by afactor of ten.

170. Those conclusions, plus ongoing experience in the Global War on Terror and new techno-
logy developments like UAV's, helped shape the Transformational Communications Architec-
ture (TCA).

171. TSAT isintended to provide internet-like capability that extends high-bandwidth satellite
capabilities to deployed troops worldwide, and delivers an order of magnitude increase in avail-
able military bandwidth. Using laser communications inter-satellite links to create a high data-
rate backbone in space, TSAT will be one of the key enablers for the American vision of Net-
work Centric Warfare.
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172. A visua imagefromaUAYV that would take 2 minutesto processwith the Milstar |1 satellite
system would take less than a second with TSAT. A radar image from a Global Hawk UAV
(12 minutes), or amulti-gigabyte radar image from space-based radar (88 minutes), would also
take less than a second with the TSAT network. Best of all, the recipient can be on the move
with arelatively small receiver, anywhere in the world.

173. The TSAT system is currently scheduled to launch in 2013-2016.
B.2.7.2.3. Wide-Band Satellite Communications

174. Wide-Band Satellite communications provides ubiquitous communications with optical
quality bandwidth to mobile and tactical users.

175. The Wideband Gapfiller Satellite program and the Advanced Wideband System will aug-
ment and eventually replace the Defense Satellite Communications System (DSCS) in 2009 or
2010. These satellites will transmit several gigabits of data per second-up to ten times the data
flow of the satellites being replaced.

176. Protected communications will be addressed by a global extremely high frequency (EHF)
system, composed of the Advanced Extremely High Frequency System and Advanced Polar
System. These systems are expected to provide about ten times the capacity of current protected
satellites (the Milstar satellites). Narrowband needs are supported by the UFO (Ultrahigh-fre-
guency Follow-On) constellation, which will be replaced by acomponent of the Advanced Nar-
rowband System.

177. Capacity gainsinthese systemswill al so be matched by improved features, such asmultiple
high-gain spot beams that are particularly important for small terminal and mobile users. Satel-
lite, terminal, control, and planning segments will utilize emerging technology to ensure the
best capability for the cost. Coordination among ground, air, and space segments and between
government and commercial assetswill help ensure deployment of the most efficient, effective,
and affordable communications systems.

B.2.7.2.4. Net-Centric Enterprise Services

178. Net-Centric Enterprise Services (NCES) is a Department of Defense program, managed
by the Defense Information Systems Agency (DISA), to devel op information technology infra-
structure services for future systems used by the United States military to support the broad
range of applications and data used in a net-centric enterprise. There are nine core enterprise
services defined in the Network Centric Operations and Warfare - Reference Model (NCOW-
RM):

1. Storage
2. Mediation
3. User Assist

4. |A (Information Assurance)
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5. ESM (Enterprise Service Management)

6. Messaging

7. Discovery

8. Application

9. Collaboration

179. NCES maps these nine services to four product aress:

1. Enterprise Service Oriented Architecture (SOA) Foundation

2. Content Discovery & Delivery

3. Enterprise Collaboration

4. Defense On-Line Portal

B.2.7.2.5. Horizontal Fusion

180. Horizontal Fusion (HF) program refers to the net-centric applications and content needed
to provide analysts and war fighters with the ability to make sense of complex and ambiguous
situations. Within HF, the first implementation of a Service Oriented Architecture (SOA) in the
Department of Defense was achieved. The demonstration proved that the realization of a Net-
Centric environment is technically feasible using legacy investments. Horizontal fusion is not
just asingle program, but a portfolio of net-centric initiatives using acommon architecture and
integration process. Recent initiatives include the following:

Department of State: Net-Centric Diplomacy. Net-Centric Diplomacy is an initiative
aimed at enhancing war fighters ability to gain situational understanding about adversaries
and their operating environment by providing afull range of diplomatic reporting from world-
wide posts to the collateral space, provided upon demand via net-centric DOD information
services accessible through the MARS portal.

Environment Visualization (EVIS). EVIS produces forecasted weather effects on tactical
missions and makes these available and advertised through the enterprise, enabling a user to
access high resolution, mission-tailored weather effects summaries and related map overlays,
and do thiswithin their tactical decision-making cycle.

Information Assurance / Certification and Accreditation Process. IA/CA will provide
streamlined certification and accreditation services; makes recommendations and advocates
for policy changes to support the certification and accreditation of net-centric operations.

Joint Surveillance Target Attack Radar System (Joint STARS)/ Affordable Moving
Surface Target Engagement (AM STE). Joint STARS/AMSTE brings a sophisticated mov-
ing-object tracking capability to Horizontal Fusion that enables tracking more targets with
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greater accuracy. Joint STARS/AM STE can push these tracks to aground station using either
aline of sight or beyond line of sight data link, with the ground station converting both the
moving target indicator reports and tracksinto an XML message and sendingittothe MAJIIC
initiative for publication.

* Knowledge Management in a Net-Centric Environment (KMINCE). Based on the Na-
tional Ground Intelligence Center's mission, KMINCE providestactical data, intelligencere-
ports, publishing/posting tools, and collaboration functions within a web-accessible, service
oriented environment. KMINCE allows operational usersto search tactical databasesthrough
a Federated Search interface, build and post intelligence products within the collateral space
and collaborate within the Horizontal Fusion MARS portal.

* Multi-Sensor Aerospace-Ground Joint ISR Interoperability Coalition (MAJIIC).
MAJIIC enhances U.S. joint and coalition I SR datainteroperability and MAJII C enhancesin-
formation sharing via the development, testing, and implementation of data standards, XML
schemas, and leading edge Web-based enterprise services. MAJIIC will "post-before-pro-
cessing” to the collateral space U.S. and coalition near-real-time ISR sensor data and mis-
sion situational awarenessinformation for discovery and smart-pull by Mars Portal usersand
value-adding command, control, communications, computers (C4), | SR systems.

* Net-Centric Geospatial-Intelligence Services (NGS). NGS is a portlet on the Mars portal
that provides the nation's war fighters and senior policymakers with access to geospatial in-
telligence (GEOINT), the exploitation and analysis of imagery and geospatial information to
describe, assess and visually depict physical features and geographically referenced activities
on Earth.

* Network Basic Language Trandation Services (NetBLTS). Network Basic Language
Trandation System (NetBLTS) enables non-linguists to quickly triage foreign documents
and provides atrandation aid to linguists. NetBLTS provides Optical Character Recognition
(OCR), machine trandation, and document management and indexing. Users can save ex-
tracted keywords and phrases, document tranglations, and foreign documents to a database
repository for future analysis. The repository is accessible through the Horizontal Fusion
Federated Search application.

* Non-Obvious Relationship Awareness (NORA). NORA discovers relationships among
people and organizations to answer the question, "Who knows whom?" and can be accessed
by the war fighter through the Mars Portal and collateral space.

* Trusted Wisdom. Trusted Wisdom provides secure, mobile, real-time posting of reporting
from field collectors. Information istagged and accessiblein the collateral space, where com-
munities of interest can host rapid analysis and fusion of field collector reporting and technic-
al collection data, and serve as venue for field collector, analyst, and war fighters to interact
and rapidly develop fused actionable intelligence.

» Visual Enterprise Monitoring (VEM). VEM provides a"window to the information flow"
within anetwork toincrease commanders and decision-makers overall situational awareness.
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» Visualization/I nformation Dominance (V/ID). V/ID bridges traditionally separate analyt-
ic processes, including data preparation and exploitation, and Web-enables it through data
extraction, analysis and tagging, viathe commercial ClearForest ClearTags entity extractor.
Visualization capability is enhanced/enabled using the commercial Starlight toolkit.

* Coalition Shared Intelligence Networked Environment (COSINE). COSINE com-
bines analysis/production-sharing and cross-coalition information management married to a
CENTRIXS -like secure network structure for intelligence exchange and content-based in-
formation security and release management capabilities that will alow individual coalition
domains to quickly connect secure coalition command, control, and intelligence systems,
shareinformation and coordinate with both allied and coalition partnersin atimely (near real-
time) secure manner, and dynamically alter access to information when the need arises.

» Cooperative Engagement Capability (CEC). CEC webTracks initiative provides access
to the CEC sensor network's real-time air track picture and make it accessible to a variety
of clients via intelligent pull to alow tailoring of the data requested for either current or
historical track dataand underlying measurement data, or streaming datato constantly update
track movements.

» Extensble Tactical C4l Framework (XTCF). XTCF isan open, extensible, plug-and-play
architecturethat will transform command and control data management services by providing
an architecture that will rapidly add new value-added services and get new content providers
and consumers quickly onto the collateral space in adynamic battle space.

» Global Net-Centric Surveillanceand Targeting (GNCST). GNCST isdevel oping acapab-
ility to demonstrate model-based fusion of upstream data from multiple intelligence sources
to detect, locate and identify time-critical targets and targets of national interest, and to dis-
tribute target reports to tactical users via collateral networksin tactically relevant timelines.

* Integration of Non-Traditional Information Sources (INTIS). INTIS uses non-tradition-
al sensors, the F/A-18 Hornet and the AH-64 Apache, to provide secure, rapid delivery of
hostile surface-to-air missile and anti-aircraft electronic intelligence to the war fighter and
the intelligence community, aiding in fast updates of the common operating picture and more
accurate targeting information.

» Naval Research Lab (NRL) Sensor Node. Provides an airborne node on the collateral space
for target location and detection to support ground troops and joint strike forces directly,
by posting "sensor products’ (e.g., imagery, data, reports) and alerts for immediate use in
operational planning by various Web-enabled users.

» Ocean Surveillance Information System Evolutionary Development (OED). Asthe only
operational command, control, communications, computer, and intelligence system trusted
to provide multi-level secure capability, OED supportsthe customers of US and partner Joint
Intelligence Centers with information tailored to their clearance level, area of interest, and
need to know.
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» Secure Mobile Networks. Provides the war-fighter with secure, robust voice and data com-
muni cation networks which enable collaboration even in highly dynamic, unpredictable, mo-
bile wireless environments. Secure Mobile Networks are intelligent, resilient, and self-con-
figuring networks that allow access to global assets in the field even when direct links with
reach back communications are not available.

» Trusted Workstation (TWS). TWS providesintelligence analysts and operational war fight-
ers with on-demand simultaneous access to common and mission-critical desktop applica-
tions running at multiple security domains from a single ultra-thin-client workstation.

» Ubiquitous Automated I nformation Manager (U-AIM). U-AIM enablesthe aiming of ex-
ternal information resources to automatically discover, access, associate, and prioritize intel-
ligence and information products, and focus and allocate resources on high priority inform-
ation needs through a ssmple Web application that allows the war fighter to continuously
formulate target or event nomination and receive alerts, all tailored to the war fighter's role
and mission.

» Warrior's Edge. The Army's Warrior's Edge represents a dynamic ad hoc networked local
sensing environment comprising soldiers and unattended and robotic sensors, each providing
a user-tailored perspective of the combat situation to the war fighter during changing condi-
tions to maximize mission success.

B.3. INDUSTRY NETWORK ENABLED EFFORTS

181. NNEC will be a federation of NATO and National systems the utilization of common
standards is paramount for achieving the goals of NNEC. The vast mgjority of standards im-
plemented in NNEC are expected to be open standards; so working with industry has been re-
cognized as providing benefits to both NATO and industry. NATO monitors and evaluates the
work from these industrial organizations and if found relevant incorporates their concepts in
the development of the NISP.

182. Industry is also recommending a time phased approach for implementing systems. For
example, Gartner described a life cycle approach to using standards at a symposium it held in
October 20043, This approach is depicted in Figure B.11

SGartner Symposium IREXPO 2004, Lake Buena Vista, Florida, 17-22 October 2004
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Figure B.11. Life Cycle Approach to Using Standards

183. Thefirst phaseisthe emerging period, in which new technol ogies appear that may represent
a significant advance (this is equivalent to emerging standards in the NISP). Once proven the
standards may qualify for mainstream status, which means that they can be adopted without
conditions (thisis similar to mandatory standards in the NISP).

184. Eventually, newer standards emerge and mainstream standards move into the containment
stage, that is, the standards are supported, but they are not suitable for new applications. Finally,
t e retirement stage is reached, in which funding has been alocated to replace or retire the
standards, and no further support will be provided.
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C. REFERENCE MODELS

185. By definition, a reference model is an abstract framework for understanding the relation-
ships among the entities within a specified environment. It enables the devel opment of specific
architectures using consistent standards or specifications supporting that environment.

186. A basic reference model will consists of the smallest set of unifying concepts, rules and
relationships within a particular problem area, and isindependent of specific standards, techno-
logies, implementations, or other concrete details.

187. The relationship between the Reference Model and the implementation of a particular
abstract concept isillustrated in Figure C.1.

188. Reference models are a standard definitive document or conceptual representation of a
system or process. It provides a structure which allowsthe modules and interfaces of asystemto
be described in aconsistent manner. In the context of near-future NATO environments, member
nations could use these general models in designing architectures for net-enabled systems and
platforms. These models represent the mid-term common framework that NATO nations can
build to. A common framework is one of the keysto ensuring interoperability.

189. General reference models presented by industry do not take into account the typical Milit-
ary or NATO unique situation. In the far-term, the NNEC approach will require us to establish
aNATO Reference Model for services that tailored to complement the NATO mission.

190. Reference models are a standard definitive document or conceptual representation of a
system or process. It provides a structure which allows the modules and interfaces of a system
to be described in a consistent manner. In the context of future NATO environments, member
nations can use these models in designing architectures for net-enabled systems and platforms.

191. Such assets can then participate in an NCO environment, by acting as interoperable nodes
on a fixed or mobile ad hoc network. Once an element operates as a node, it can discover and
register its needs and capabilities on a network, and use that network to communicate, interact
and function with other nodes. The ultimate result is greater mission effectiveness.

C.1. PLATFORM ORIENTED ARCHITECTURE REFERENCE
MODELS

C.1.1. The NATO Technical Reference Model (NTRM)

C.1.1.1. Purpose

192. Within the context of information systems, a Technical Reference Model (TRM) isa gen-
erally accepted construct that provides a basic set of concepts and a conceptual framework for
identifying and resolving standards issues.
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193. The main purpose of the NATO TRM (NTRM) is to structure the standards listed in the
NATO Interoperability Standards and Profiles (NISP). As such, it should be a stable model and
modifications should be made very carefully.

C.1.1.2. Structure

194. The NTRM focuses on separating data from applications and applications from the com-
puting platform. Thisisakey principle when striving to attain a true open system environment.
The NTRM provides the definitions necessary for designing and defining architectures and re-
lated service components. It alsoidentifiesserviceareas(i.e., capabilitiesthat have been grouped
together by functions), as well as their interfaces.

195. Asindicated above, the NTRM is designed to decouple the application and external envir-
onment from the platform. Thisallowsfor portability of the application and independence from

the external devices (e.g., disk, mouse, keyboard, LAN). Thisis accomplished by defining the
application program interface (API) and external environment interface (EEI) accordingly.

C.1.1.3. Basic Entitiesand Interfaces

196. The basic elements of the NTRM are those identified in the POSIX OSE Reference Model.
This model includes 3 classes of entities and 2 types of interfaces as follows:

» Application Software Entity
» Application Program Interface (API)

» Application Platform Entity

External Environment Interface (EEI)

External Environment Entity
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Figure C.1. NTRM Services View
C.1.1.3.1. Application Softwar e Entity

197. The Application Software Entity includes both mission area and support applications.

» Mission-areaor user applicationsimplement specific user requirements (e.g., personnel, ma-
terial, and management). This application software may be COTS, GOTS, custom devel oped,
or consist of a combination thereof.

» Support applications (e.g., email and word processing) can be used to develop mission area
specific applications or could be made readily available to the user. There are six support
application categories:

e Multimedia,
e Communications,
» Business Processing,

» Environment Management,
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» Database utilities,
» Engineering support.
C.1.1.3.2. Application Platform Entity

198. The Application Platform Entity contains the system services and the physical environment
services. It is the second layer of the NTRM and includes the services in which information
processing functionality is built.

* Service Areas are defined in Section C.1.1.4.

» Physical Environment services address the requirementsfor establishing the datainterchange
interface between physical resources and enable bus or communications link boards to ad-
dresstheir peersin another node or system. They may also enable links to address processors
or enable processors to address memory registers.

C.1.1.3.3. External Environment Entity

199. The External Environment Entity consists of external services that interact with the phys-
ical environment services of the application platform entity. These services are classified into
the general categories of user services (e. g., mouse, display), information exchange services
(e.g., memory stick) and communications services (e.g., LAN, WAN).

C.1.1.34. Interfaces

200. The Interfaces include both Application Programming Interfaces (API) and External En-
vironment Interfaces (EEI)):

» The APIs are the interface between the application software entity and the application plat-
form. They constitute a collection of standards-based interfaces,

» The Externa Environment Interfaces (EEI) are defined as the interfaces between the applic-
ation platform and the external environment across which services are available, primarily
in support of system and application software interoperability. User and data portability are
provided directly by the EEI and provide the interfaces between the application platform en-
tity and the external environment.

201. A concept of internal interfaces (11s), not included in the previous version of the model,
complements the notions of APIsand EEls:

202. l1s are the interfaces within the system entities, both between sub-entities at the same level
and sub-entities at different levels where sub-entities at a higher level make use of services
offered by a lower level one. (A direct communication between two sub-entities at the same
level isonly possible at the lowest level).
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203. Theinterfacesarein principle supported or realized by commonly defined data models and
structures (e.g., ACP 133 B Schema Information for Directory Services).

204. Users should assess their own requirements and create alisting of services, interfaces, and
standardsthat satisfy their own mission-area needs in conjunction with the NTRM accordingly.

205. In addition, the NTRM can accommodate a wide variety of general- and specia purpose
systems. From the perspective of the application software entity, these services are provided by
an application platform whether the particular services are provided from the local platform or
from remote platforms that may comprise one or more nodes of alarger distributed system. The
NTRM can aso be applied in a distributed environment and networked environment.

206. The objective of theNTRM isto provide acomplete, aswell as extensive set of featuresand
capabilities. The NTRM provides consistency for user applications from a broader community
in order to address interoperability, open systems, acquisition, and management issues associ-
ated with commercia off-the-shelf (COTS) and Government off-the-shelf (GOTS) products.

C.1.1.4. Service Areas of the NTRM

207. The System Services of the Application Platform Entity are used to structure the standards
listed in the NISP. The classes and sub- classes described in the NISP are to be considered part
of the NTRM. The 12 System Services areas are:

o User Interface Services. These services define how users may interact with an application.
The term user interface in this context means a graphical user interface (GUI). Standards are
not only required for setting up and managing graphical windows, but also for the toolkit and
generic 'look and feel'.

» DataManagement Services. Themanagement of dataiscentral to most systems. Toimprove
interoperability, data should be defined independently from the processes that create or use
it, and should be maintained and shared among many processes.

» Data Interchange Services. These services provide support for the interchange of data
between applications. They are designed to handle data interchange between applications on
the same or on heterogeneous platforms.

» Graphics Services. These services provide functions required for creating and manipulating
graphics.

e Communication Services. These services provide distributed applications support for data
access and applications interoperability in heterogeneous or homogeneous networked envir-
onments.

» Operating System Services. These services are the core services needed to operate and ad-
minister the application platform and provide an interface between applications software and
platform. Application programmers will use operating system services to obtain operating
system functionality.
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* Internationalization Services. Within the context of the NTRM, internationalization
provides a set of services and interfaces that allow a user to define, select, translate and
switch between different culturally related application environments supported by the partic-
ular implementation. Character sets and data representation services include the capability to
input, store, manipulate, retrieve, communicate, and present data independently of the cod-
ing scheme used. This includes the capability to maintain and access a central character set
repository of all coded character sets used throughout the platform.

» System Management Services. Information systems are composed of a wide variety of di-
verse resources that must be managed effectively to achieve the goals of an open system en-
vironment. While the individual resources (such as printers, software, users, processors) may
differ widely, the abstraction of these resources as managed objects allowsfor their treatment
in auniform manner.

» Security Services. Different groups of individuals within and across the various NATO ap-
plications need to work with specific sets of data elements. Access to these sets of data ele-
mentsis to be restricted to authorized users. Satisfaction of this requirement has traditionally
been accomplished by the implementation of separate information systems. Organizations
cannot continue to afford to implement separate information systems to satisfy this require-
ment, nor isit effectiveto require the user to changeinterface components every timethe need
arises to operate with a different restricted data set. Significant benefit will accrue when an
individual information system can effectively support the needs of different groups of users
and data sets.

» Distributed Computing Services. These services provide specialized support for applica-
tions that may be physically or logically dispersed among computer systems in a network,
but yet wish to maintain a co-operative processing environment. The classical definition of a
computer becomes blurred as the processes that contribute to information processing become
distributed across a facility or a network. As with other cross-cutting services, the requisite
components of distributed computing services typically exist within particular service areas.

» Software Engineering Services. The procedural aspect of an application is embodied in the
programming languages used to codeit. Additionally, professional system developersrequire
methods and tools appropriate to the development and maintenance of applications.

» Common C2 Applications Services. These services provide the ability to view data (i.e.,
share) in acommon way across the network. Common C2 Applications Services promote in-
teroperability among diverse functional mission areadomains and may be executed between
both individual and multiple functional application domain aress.

C.1.2. NCOE Component Model (NCM)

208. The NTRM provides the structural basis for defining the NCOE (NATO Common Oper-
ating Environment) Component Model (NCM).
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Figure C.2. The NCOE Component Model

209. The principal components of the NCM (see Figure C.2) include:

» Kernel Services. The Kernel Services are that subset of the NCOE component segments,
which are required for all compliant platforms. At a minimum, this sub-set would consist of
the operating system, windowing software, security services, segment installation software
and an executive manager.

 Infrastructure Services. Infrastructure services are those services that directly support the
flow of information across NATO systems. Infrastructure services provide a set of integrated
capabilities that the applications will access to invoke NCOE services.

» Common Support Application Services. Common Support Application Services provide
services to process and view data in a common way (share data) across the network. The
NCOE common support application services promoteinteroperability among variousMission
Applications.

* Network Services. The NCOE Network Services constitute the basic interface between the
platform and the underlying networking infrastructure and include the Internet Sub-layer ser-
vices.

Theterm API isto be understood in alocal sense (e.g. APIs between components interfaced on a user desktop), aswell
asin adistributed sense (e.g. interfaces from legacy or external components using an Object Request Broker (ORB)
through IDL interfaces).
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» Application Programming I nterfaces. Applications are integrated into the NCOE through
a common set of Application Programming Interfaces (APIs). The APIs are invoked by the
applications and services as required *.

» Data Component Definition. The data component refers to the way in which datais taken
into account inthe NCOE and isrel ated to the main components of the NCOE (Common Sup-
port Application Services, Infrastructure Services, Kernel Services) and even, out of NCOE
components, in the strictest sense, to Mission Applications.

» Support Services. The NCOE Support Services include Methods & Tools, Information Re-
pository, Training Services, System Management and Security.

C.2. SERVICE ORIENTED ARCHITECTURE REFERENCE
MODELS

C.2.1. What is SOA?

210. Service Oriented Architecture (SOA) is a paradigm for organizing and using distributed
capabilities that may be under the control of different ownership domains. It is natural in such
a context to think of one person’s needs being met by capabilities offered by someone else
or, in the world of distributed computing, one computer agent’s requirements being met by a
computer agent belonging to adifferent owner. Thereisnot necessarily aone-to-one correlation
between needs and capabilities; the granularity of needs and capabilities vary from fundamental
to complex, and any given need may require the combining of numerous capabilities while any
single capability may address more than one need. The perceived value of SOA isthat it provides
a powerful framework for matching needs and capabilities and for combining capabilities to
address those needs.

211. Visibility, interaction, and effect are key concepts for describing the SOA paradigm. Vis-
ibility refersto the capacity for those with needs and those with capabilitiesto be ableto seeeach
other to interact. Visibility is typically enhanced through the use of metadata to describe such
aspects as functional and technical requirements, related constraints and policies, and mechan-
isms for interaction. For maximum visibility, metadata must be in a form in which its syntax
and semantics are widely accessible and understandable.

212. Whereas visibility introduces the possibilities for matching needs to capabilities (and vice
versa), interaction isthe activity of using the capability. Typicaly mediated by the exchange
of messages, an interaction proceeds through a series of information exchanges and invoked
actions. There are many facets of interaction; but they are al grounded in a particular execution
context — the set of technical and business elements that together form a path between those
with needs and those with capabilities and that permit information to be exchanged, actions to
be performed and provides a decision point for any policies and contracts that may bein force.

213. The purpose of using a capability isto realize one or more real world effects. At its core,
an interaction is “an act” rather than “an object” and the result of a interaction is an effect (or
a set/series of effects).
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214. The expected effects, together with relevant preconditions associated with those effects,
should be made visible as part of the capability metadata and form an important part of the
assessment as to whether a given capability matches similarly described needs. It isnot possible
to describe every possible effect of using a capability: indeed a cornerstone of SOA isthat such
knowledge is not necessary.

215. A concept that is considered central to SOA has not yet been mentioned — that of service.
Both needs and capabilities exist outside of SOA. What distinguishes SOA isthe perceived im-
provement in bringing needs and capabilitiestogether. In SOA, servicesar ethemechanism by
which needs and capabilities are brought together. SOA is not the solution of domain prob-
lems but rather away of organizing awider array of possibilitiesto generate adomain solution.
By itself, SOA does not provide a solution to a difficult domain problem where a satisfactory
solution doesnot already exist. SOA can, however, provide an organizing and delivery paradigm
that enables one to get more value from use of both solutions which are locally “owned” and
solutions under the control of others. It al so enables oneto express solutionsin away that makes
it easier to modify or evolve the identified solution or to try alternate domain solutions.

216. The concepts of visibility, interaction, and effect apply directly to services in the same
manner as these were described for the general SOA paradigm. Visibility is promoted by the
service description which contains the information necessary to interact with the service and
describesthisin such terms as the serviceinputs, outputs, and associated semantics. The service
description also conveys what is accomplished when the service is invoked and the conditions
for invoking the service. In general, entities (peopl e and organi zations) offer capabilitiesthrough
services and act as service providers. Those with needs who make use of capabilities through
their associated services are referred to as service consumers. The service description allows
prospective consumers to decide if the service is suitable for their current needs and establish
whether a consumer satisfies the requirements, if any, of the service provider to be permitted
access.

217. Having described what is SOA, it is appropriate to note several things which are related
but are not necessary attributes or restrictions.

218. SOA identifies necessary aspects of interactions involving multiple ownership domains;
however, it does not directly embody concepts relating to ownership.

219. SOA is commonly implemented using Web services, but services can be made visible,
support interaction, and generate effects through other implementations.

220. By following a Service-Oriented Architecture NATO nations can then participate in an
NNEC environment, by acting as interoperable nodes on a fixed or mobile ad hoc network.
Once an element operates as a node, it can discover and register its needs and capabilities on
a network, and use that network to communicate, interact and function with other nodes. The
ultimate result is greater mission effectiveness.

221. In February of 2005, the Organization for the Advancement of Structured Information
Standards (OASIS) started standards work to define an SOA reference model (SOA-RM) by
establishing atechnical committee for that sole purpose.
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222. Thegoal of OASIS SOA-RM technical committeeisto "establish aReference Model to en-
courage the continued growth of specific and different SOA implementations whilst preserving
acommon layer that can be shared and understood between those or future implementations.”

223. Achievement of their goals for this reference model will be done by defining the funda-
mental nature of SOA, and emerge with a common vocabulary and understanding of SOA. As
such, it will provide a conforming reference that treats SOA as a powerful abstract model that
Is independent of the various inevitable technology evolutions.

C.2.2. The Bene€fits of Service Oriented Architecture

224. Themain driversfor SOA-based architectures are the requirement to facilitate the manage-
able growth of large-scale enterprise systems, the requirement to facilitate Internet-scale provi-
sioning and use of services and the requirement to reduce costs in organization to organization
cooperation.

225. The value of SOA isthat it provides a simple scalable paradigm for organizing large net-
worksof systemsthat requireinteroperability to realize the valueinherent in theindividual com-
ponents. Indeed, SOA is scalable because it makes the fewest possible assumptions, including
about the network and also minimizes any trust assumptions that are often implicitly made in
smaller scale systems.

226. An architect using SOA principlesisbetter equipped, therefore, to devel op systemsthat are
scalable, evolvable and manageable. It should be easier to decide how to integrate functionality
across ownership boundaries. For example, alarge company that acquires a smaller company
must determine how to integrate the acquired I T infrastructure into itsoveral IT portfolio.

227. Through thisinherent ability to scale and evolve, SOA enablesan IT portfoliowhichisalso
adaptable to the needs of a specific problem domain or process architecture. The infrastructure
SOA encourages is also more agile and responsive than one built on an exponential number of
pair-wise interfaces. Therefore, SOA can also provide a solid foundation for business agility
and adaptability.

C.2.3. Overview of the M oddl

228. A key concept of SOA isthat of service . In general, entities (people and organizations)
create capabilities to solve or support a solution for the problems they face in the course of
their business. SOA is a way to organize the world around this key concept of service. The
noun “service’ is defined in dictionaries as “The performance of work (a function) by one for
another.” However, service, as the term is generally understood, also combines the following
related ideas:

» The capability to perform work for another
» The specification of the work offered for another

» The offer to perform work for another
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229. These concepts emphasize a distinction between a capability and the ability to bring that
capability to bear in the context of SOA, where the capability exists independently of SOA.
The term service should, therefore, be understood as a set of separate, yet interrelated and more
precise concepts. These concepts are an offer, interaction and effect.

230. The concept of an offer follows directly from the dictionary definition of service: 'by one
and 'for another." In general terms, an offer isaproposal; made by providers which may possess
a capability that address a need. In order to use a service, it is necessary to know that it exists,
what is accomplished if the service isinvoked, how the serviceisinvoked, and other character-
istics. Collectively thisis the service visibility. When given an explicit searchable form, this
information allows, for example, prospective consumers to decide if the service is suitable for
their current needs and establish whether a consumer satisfies any requirements of the service
provider to be permitted access. Thisinformation constitutes the service description.

231. The convergence of acapability and aneed resultsinaninteraction. Inan SOA, interaction
Is effected by exchanging information between service providers and consumers. Typicaly this
Is achieved by exchanging messages using a standardized protocol; however, there are many
modalities possible for interacting with services.

232. At its core, an interaction is “an act” rather than “an object. Therefore, interaction is the
focus of theinterfaces and behaviour necessary to support theinteraction. Recall that interaction
may, and typically does, involve crossing ownership boundaries. SOA identifies some of the
necessary aspects of interactions involving multiple ownership domains; however, it does not
directly embody concepts relating to ownership.

233. The final key concept isthereal world effect of using services; it is aways the case that
there is an intended purpose to providing a service and similarly to using a service. Given that
there is often an ownership boundary between the service provider and consumer, there is a
natural distinction to be drawn between the public interactions with a service and the private
actions of both the service provider and consumer. This distinction maintains and encourages
independence of each service participant which, in turn, greatly enhances the scalability and
security attributes of SOA. Focus can be directed to the public aspects of using a service by
examining the conditions of using a service and the expectationsthat arise asaresult of using
the service. Service conditions are loosely associated with the service policies and the expect-
ations with service contracts.

C.2.4. The SOA Reference M odel

C.24.1. Service

234. A service is a means to access to one or more capabilities, where the access is provided
using aprescribed interface and is exercised consi stent with constraints and policies as specified
by the service description. A serviceis provided by one entity —the service provider —for use
by others, but the eventual consumers of the service may not be known to the service provider
and may demonstrate uses of the service beyond the scope originally conceived by the provider,
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 Information returned in response to a request,
* A change to the shared state of defined entities, or
» Some combination of the above.

235. Note, the service consumer in (1) does not typically know how the information is gener-
ated, e.g. whether it is extracted from a database or generated dynamically; in (2), the service
consumer does not typically know how the state change is effected. In either case, the service
consumer would need to provide input parameters required by the service and the service would
return information, status indicators, or error descriptions, where both the input and output are
as described by the data model exposed through the published service interface. Note that the
service may be invoked without requiring information from the consumer (other than a com-
mand to initiate action) and may accomplish its functions without providing any return or feed-
back to the consumer.

236. The service concept above emphasizes a distinction between a capability that represents
some functionality created to address a need and the point of access to bring that capability to
bear in the context of SOA. It is assumed that capabilities exist outside of the SOA. In actua
use, maintaining this distinction may not be critical (i.e. the service may betalked about interms
of being the capability) but the separation is pertinent in terms of aclear expression of the nature
of SOA and the value it provides.

C.2.4.2. Service description

237. The service description represents the information needed in order to use a service. It may
be considered part of or the complete set of the metadata associated with a service. In any case,
the service description overlaps and shares many common properties with service metadata. In
most cases, there is no one “right” set of metadata but rather the metadata content depends on
the context and the needs of the parties using the associated entity. The same holdsfor aservice
description. While there are certain elementsthat arelikely to be part of any service description,
most notably the data model, many elements such as function and policy may vary.

238. Best practice suggests that the service description should be represented using a standard,
referenceable format. Such a format facilitates the use of common processing tools (such as
discovery engines) that can, in turn, capitalize on the service description.

239. While the concept of a SOA supports use of a service without the service consumer need-
ing to know the details of the service implementation, the service description makes available
critical information that a consumer needs in order to decide whether or not to use aservice. In
particular, a service consumer must possess the following items of information:

1. That the serviceexistsand is reachable (i.e., the serviceis visible to the service consumer
and there are sufficient mechanismsin placefor the service participantsto be ableto interact);

2. That the service performs a certain function or set of functions;
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3. That the service operates under a specified set of constraints and policies,

4. That the servicewill (to some implicit or explicit extent) comply with policies as prescribed
by the service consumer;

5. How to interact with the service in order to achieve the required objectives, including the
format and content of information exchanged between the service and the consumer and the
sequences of information exchange that may be expected.

240. Subsequent sections of this document will deal with these aspects of a service in detall
but the following subsections will describe the relationship of these information items to the
service description.

C.2.4.2.1. Service Reachability

241. A service description should include sufficient data to permit a service consumer and ser-
vice provider to exchange information. This might include metadata (such asthe location of the
service and what information protocolsit supports and requires) and information that allowsthe
service consumer to determine if the service is currently reachable or not.

C.2.4.2.2. Service Functionality

242. Item 2 relates to the need to unambiguously express the function(s) of the service and
the real world effects that result from it being invoked. This portion of the description needs
to be expressed in away that is generally understandable by service consumers but able to ac-
commodate a vocabulary that is sufficiently expressive for the domain for which the service
providesits functionality. The description of functionality may include, among other possibilit-
Ies, atextual description intended for human consumption or identifiers or keywords referenced
to specific machine-processable definitions. For afull description, it may be useful to indicate
multiple identifiers or keywords from a number of different collections of definitions.

243. Part of the description of functionality may include underlying technical assumptions that
determine the limits of functionality exposed by the service or of the underlying capability.

C.2.4.2.3. Policies Related to a Service

244. Items 3 and 4 from Section 2.2.4.2 relate to the service description’s support for associ-
ating constraints and policies with a service and providing necessary information for prospect-
ive consumers to evaluate if aservice will act in amanner consistent with the consumer’s con-
straints and policies.

245. In some situations the consumer may similarly provide an indication of its constraints and
policiesto support aservice' need to do asimilar evaluation of suitability. Thus, both prospect-
ive consumers and providers are likely to use the service description to establish what Section
2.2.5.3 refers to as the execution context.
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C.2.4.2.4. Service Interface

246. The service interface is the means referred to in Item 5 for interacting with a service.
It includes the specific protocols, commands, and information exchange by which actions are
initiated that result in the real world effects as specified through the service functionality portion
of the service description.

247. The specifics of the interface should be syntactically represented in a standard reference-
able format. These prescribe what information needs to be provided to the service in order to
exercise its functionality and/or the results of the service invocation to be returned to the ser-
vice consumer. Thislogical expression of the set of information items associated with the con-
sumption of the service is often referred to as the service data model. It should be noted that
the particulars of the standard referenceable format is beyond the scope of the reference model.
However, requiring that mechanisms be available (in order to define and retrieve such defini-
tions) is fundamental to the SOA concept.

C.2.4.3. Descriptionsand M etadata

248. One of the hallmarks of a Service Oriented Architecture is the degree of documentation
and description associated with it; particularly machine processable descriptions — otherwise
known as metadata.

249. The purpose of this metadata is to facilitate integration, particularly across ownership
domains. By providing public descriptions, it makes it possible for potential participants to
construct applications that use services and even offer compatible services. Standardizing the
formats of such metadata reduces the cost and burden of producing the descriptions necessary
to promote reuse and integration.

C.2.4.3.1. Theroles of description

250. An important additional benefit of metadata— as opposed to informal natural language de-
scriptions—isits potential to facilitate automated software development. Both service providers
and service consumers can benefit from such automation — reducing the cost of developing such
systems.

251. For example, metadata can be used as a basis of discovery in dynamic systems. Metadata
can assist in managing a service, validating and auditing usage of services which may also be
simplified by rich metadata. It can also help ensure that requirements and expectations (regard-
ing the content of any data interchanged) are properly interpreted and fulfilled.

C.2.4.3.2. The Limitsof Description
252. There are well-known theoretic limits on the effectiveness of descriptions—it issimply not

possible to specify, completely and unambiguously the precise semantics of a service. There
will always be unstated assumptions made by the describer of a service that must be implicitly
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shared by readers of the description. This applies to machine processable descriptions as well
as to human readabl e descriptions.

253. Fortunately, complete precision is not necessary either — what is required is sufficient
precision to enable required functionality.

254. Another kind of limit of service descriptionsismore straightforward: whenever arepository
Is searched using any kind of query there is aways the potential for zero or more responses.
There may be many reasons why a multiplicity of responsesis returned: there might be several
versions of the service, there might be competing services that offer overlapping functionality
and there might be services from multiple different providers.

255. In the case that there is more than one response, this set of responses has to be converted
into a choice of asingle servicein order for a service consumer to ensure the required function
performed. In a multi-provider scenario, that choice must also take into account real world
aspects of the service — such as whether the service consumer can identify the provider, can or
should trust the provider, and whether the provider isreliableand timely in delivering the service
offered. It is unlikely that all such factors can be easily and securely encoded in descriptions
and search criteria.

C.2.5. Interacting with Services

256. Interacting with a service involves exchanging information with the service and perform-
ing actions against the service. In many cases, this is accomplished by sending and receiving
messages, but there are other modes possible that do not involve explicit message transmission.
However, for ssmplicity, we often refer to message exchange as the primary mode of interaction
with aservice. The forms of information exchanged and understood, together with the mechan-
isms used to exchange information, constitute the service interface —.

257. Thekey conceptsthat areimportant in understanding what it isinvolved in interacting with
services are the data model, the process model , the execution context and the expectations
about the interaction.

C.25.1. Data Mod€

258. The data model of a service is a characterization of the information associated with the
use of the service.

259. The scope of the data model includes the format of exchanged information, the structural
relationships within documents and the definition of terms used. Typically, only information
about, and data potentially included in, an exchange with a service are generally considered as
being part of that service's data model.

260. There are two important aspects of a data model that are important in interpreting inform-
ation exchange — the structure of the information and the meaning assigned to elements of the
information. Particularly for information that is exchanged across an ownership boundary, the
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interpretation of strings and other tokens in the information is a critical part of the semantics
of the interaction.

C.25.1.1. Structure

261. Understanding the representation, structure and form of information exchanged is a key
initial step in ensuring effective interactions with a service. There are several levels of such
structural information; ranging from the encoding of character data, through the use of formats
such as XML, SOAP and schema-based representations.

262. A described data model typically has agreat deal to say about the form of messages, about
the types of the various components of messages and so on. However, pure “typed” information
is not sufficient to completely describe the appropriate interpretation of data.

C.2.5.1.2. Semantics and Ontology

263. The primary task of any communication infrastructure is to facilitate the exchange of in-
formation and the exchange of intent. For example, a purchase order combines two somewhat
orthogonal aspects:. the description of the items being purchased and the fact that one party in-
tends to purchase those items from another party. Even if for exchanges that do not cross any
ownership boundaries, exchanges with services have similar aspects: this is an update to the
customer profile with these changes.

264. Especially inthe case where the exchanges are across ownership boundaries, acritical issue
isthe interpretation of the data. This interpretation must be consistent between the participants
in the service interaction. Consistent interpretation is a stronger requirement than merely type
(or structural) consistency — the tokens in the dataitself must al'so have a shared basis.

265. An ontology isaformal description of terms and the relationships between them in agiven
context. It will include information about how terms should be interpreted within a given con-
text, constraints on and functions of valid values for the data and associated properties, as well
asinformation about possible relationships of sometermsto other terms (hierarchical, class/sub
class, associative, dependent, etc.).

266. The role of explicit ontologiesin an SOA isto provide afirm basis for selecting correct
interpretations for elements of information exchanged.

267. Ontologies also provide a point of context to facilitate the reinterpretation of data. Such a
reinterpretation is effectively represented as a particular traversal of the graph of concepts and
relationships embodied in the ontology. How much automation of ontology walking is appro-
priate will depend on the nature of the service and the service participants.

268. Note that, for the most part, it isnot expected that service consumers and providers would
actually exchange ontologies in their interaction — the role of the ontology is a background one
— it facilitates sound interactions. Hence ontology references are mostly to be found in service
descriptions.
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269. More specifically, and in order for aservice to be consistent, the service should make con-
sistent use of terms as defined in an ontology. Specific domain semantics are beyond the scope
of this reference model; but there is a requirement that the service interface enable providers
and consumers to identify unambiguously those definitions that are relevant to their respective
domains.

C.2.5.2. Behavioural modé€

270. The second key requirement for successful interactions with services is knowledge of the
process or temporal aspects of interacting with the service. Loosely, this can be characterized
as knowledge of the actions on, responses to and temporal dependencies between actions on
the service.

271. For example, in asecurity-controlled accessto adatabase service, the actionsavailableto a
service consumer might include presenting credential s, requesting database updates and reading
results of queries. The security may be based on achallenge-response protocol. For example, the
initiator presents an initial token of identity, the responder presents a challenge and the initiator
responds to the challenge in a way that satisfies the service. Only after the user’s credentials
have been verified will any action that queries and/or updates the database be accepted. The
sequences of actionsinvolved are acritical aspect of the knowledge required for successful use
of the secured database service.

272. There are other aspects of the behaviour of services that are important. These include,
for example, whether the service is transactional, idempotent or long running. As a particular
example, a service that supports updating an account balance with a transaction is typically
idempotent; i.e., the state of the account would not be affected should a subsequent interaction
be attempted for the same transaction.

C.25.2.1. Action model

273. The action model of aserviceis about the individual actions that may be invoked against
the service. Of course, agreat portion of the behaviour resulting from an action may be private;
however, the expected public view of a service surely includes the implied effects of actions.

C.2.5.2.2. Process M od€

274. The process model characterizes the temporal relationships between actions and events
associated with interacting with the service. It is fairly common to partition the process mod-
el associated with a service into two levels: the particular sequences of operations needed to
achieve single service exchanges and longer term transactions. These two levels may be nested
—along running transaction is often composed of sequences of exchange patterns.

275. Notethat although the process model isan essential part of this Reference Model, its extent
is not completely defined. In some architectures the process model will include aspects that are
not strictly part of SOA —for example, in this reference model we do not address the orchestra-
tion of multiple services — athough orchestration and choreography may be part of the process
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model of a given architecture. At a minimum, the process model must cover the interactions
with the service itself.

C.2.5.2.3. Higher-order attributes of processes

276. Beyond the straightforward mechanics of interacting with a service there are other, high-
er-order, attributes of services process models that are also often important. These can include
whether the service isidempotent, whether the service is long-running in nature and whether
it isimportant to account for any transactional aspects of the service.

277. A service isidempotent if subsequent attempts to perform identical transactions are dis-
counted. For example, it often important that a bank will only cash a check once — subsequent
attempts to cash the same check should be ignored, rejected or initiate an aert process. Note
that idempotency is not the same as effect-free or stateless. a service that aways returns the
same resultsisidempotent, but only by virtue of the fact that it does not change from invocation
to invocation.

278. ldempotency is an important attribute of a service in an environment where there is a
significant possibility that the interaction between the service provider and consumer may be
interrupted —whether by anetwork issue or simply one of the partiesdropping out. A strategy for
recovering from such abreakdown isto attempt to repeat the interaction —an idempotent service
is required to ignore such repetitions should the transaction have been completed beforehand.

279. A serviceislong-running if the activities engendered by an interaction are likely to persist
beyond the immediate interaction itself. For example, a classic book selling service might be
viewed as a long-running service: the activity started by the purchase of the book may take
days or weeks to complete. It can be important to account for along-running process as it has
implications for the kinds of infrastructure needed — both by the service provider and by the
service consumer —in order to be able to keep track of the progress of the interaction.

280. Often, once a business-level contract has been agreed on, it can be difficult or impossible
to simply cancel the consequences of the agreement. This is particularly an issue when the
agreement of several partiesis necessary simultaneously. For example, booking a vacation may
require a flight ticket as well as a hotel room — without either component the result is not a
vacation. However, theairlinetypically will not have arelationship with the hotel. If thereareno
hotel rooms available for the proposed vacation then the airline ticket will need to be cancelled.

281. The process of reversing a previously completed transaction — backing out of the airline
booking for example — is likely to be quite different to the process for the original transaction;
possibly even involving a different service. Knowledge of such compensatory actions is a key
aspect of interacting with transactional services.

C.2.5.3. Actualized Services

282. The execution context of aservice interaction isthe set of infrastructure el ements, process
entities and policy assertions that are deployed as part of the instantiated service interaction. In
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effect, the execution context defines the point of contact between abstractions such as service
descriptions which are mostly about the potential for interaction and an actually executing ser-
vice. It isthe point of measurement between the service description and reality, between theory
and practice.

283. The execution context is not limited to one side of the interaction; rather it concerns the
totality of theinteraction—including the service provider, the service consumer and the common
infrastructure needed to mediate the interaction.

284. The execution context is central to many aspects of a service interaction. It defines, for
example, the decision point for any policy enforcement relating to the service interaction. Note
that a policy decision point is not necessarily the same as an enforcement point: an execution
context is not by itself something that lends itself to enforcement. On the other hand, any en-
forcement mechanism of apolicy islikely to take into account the particulars of the actual ser-
vice interaction.

285. The execution context also allows us to distinguish services from one another. Different
instances of the same service — denoting interactions between a given service provider and dif-
ferent service consumers for example — are distinguished by virtue of the fact that their execu-
tion contexts are different.

286. Finally, the execution context is also the context in which the interpretation of datathat is

exchanged takes place—it iswhere the symbol grounding happensasit were. A particular string
has a particular meaning in a service interaction in aparticular context — the execution context.

C.2.6. Real World Effect

287. Thereisalwaysaparticular purpose associated with interacting with aservice. Conversely,
a service provider (and consumer) often has a priori conditions that apply to its interactions.
The service consumer is trying to achieve some result by interacting with the service, asisthe
service provider. At first sight, such agoal can often be expressed as “trying to get the service
to do something” Thisis sometimes known asthereal world effect of using aservice.

288. Theinternal actions that a service providers and consumers perform as aresult of particip-
ation in service interactions are, by definition, private and fundamentally unknowable. By un-
knowable we mean both that external parties cannot see others’' private actions and, furthermore
should not have explicit knowledge of them. Instead we focus on the state that is shared between
the parties — the shared state. Actions by service providers and consumers lead to modifica
tions of this shared state; and that in turn leads to modified expectations by the participants.

289. Note that there does not need to be a third party to act as a kind of escrow for the shared
state between service providers and consumers. The elements of the shared state are inferred
from the communication that has occurred between the participants together with other context
as necessary. Of course, in the case where adjudication is a possibility, it becomes prudent to
record the interaction — so that disputes can be arbitrated.
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290. Although there is not necessarily a one-to-one correspondence, the natural container for
the conditions applying to a service is the service policy. Similarly, the natura container for
the expectations arising from a service is the service contract.

C.2.7. Policiesand Contracts

291. A policy represents some constraint or condition on the use, deployment or description
of an owned entity as defined by any participant. A contract, on the other hand, represents an
agreement by two or more parties. Like policies, agreements are also about the conditions of
use of aservice; they may also constrain the expected real world effects of using aservice. The
reference model is focused primarily on the concept of policies and contracts as they apply to
services. We are not concerned with the form or expressiveness of any language used to express
policies and contracts.

C.2.7.1. Service Palicy

292. A policy is a statement of the obligations, constraints or other conditions of use of agiven
servicethat expressesintent on the part of aparticipant. More particularly, policiesareaway for
expressing the relationship between the execution context and the data and behaviour models
associated with the service.

293. Conceptually, there are three aspects of policies: the policy assertion, the policy owner
(sometimes referred to as the policy subject) and policy enforcement.

294. For example, the assertion: “ All messages are triple-DES encrypted is an assertion regard-
ing the forms of messages. As an assertion, it is measurable: it may be true or false depending
on whether the traffic is encrypted or not. Policy assertions are often about the way the service
Isrealized; i.e., they are about the relationship between the service and its execution context.

295. A policy always represents a participant’s point of view. An assertion becomes the policy
of aparticipant when they makeit their policy. Thislinking isnormally not part of the assertion
itself. For example, if the service consumer declares that “ Al messages are triple-DES encryp-
ted”, then that reflectsthe policy of the service consumer. Thispolicy isonethat may be asserted
by the service consumer independently of any agreement from the service provider.

296. Finally, a policy may be enforced. Techniques for the enforcement of policies depend on
the nature of the policy. Conceptually, service policy enforcement amounts to ensuring that the
policy assertion is consistent with the real world. This might mean preventing unauthorized
actions to be performed or states to be entered into; it can also mean initiating compensatory
actions when a policy violation has been detected. An unenforceable constraint is not apolicy;
it would be better described as awish.

297. Policies potentially apply to many aspects of SOA: security, privacy, manageability, Qual-

ity of Service and so on. Beyond such infrastructure-oriented policies, participants may also
express business-oriented policies — such as hours of business, return policies and so on.
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298. Policy assertions should be written in aform that is understandabl e to, and processable by,
the parties to whom the policy is directed. Policies may need to be automatically interpreted,
depending on the purpose and applicability of the policy and whether it might affect whether
aparticular serviceis used or not.

299. A natural point of contact between service participants and policies associated with the
service is in the service description. It would be natural for the service description to contain
references to the policies associated with the service.

C.2.7.2. Service Contract

300. Where a policy is associated with the point of view of individual participants, a contract
represents an agreement between two or more participants. Like policies, contracts can cover
awide range of aspects of services: quality of service agreements, interface and choreography
agreements and commercia agreements

301. Thus, following the analysisabove, aservice contract isameasurabl e assertion that governs
the requirements and expectations of two or more parties. Unlike policy enforcement, which
Is usually the responsibility of the policy owner, contract enforcement may involve resolving
disputes between the partiesto the contract. The resolution of such disputes may involve appeals
to higher authorities.

302. Like policies, contracts may be expressed in aform that permits automated interpretation.
Where a contract is used to codify the results of a service interaction, it is good practice to rep-
resent it in a machine processable form. This facilitates automatic service composition, for ex-
ample. Where a contract is used to describe over-arching agreements between service providers
and consumers, then the priority islikely to make such contracts readable by people.

C.2.8. Visbility

303. For aservice provider and consumer to interact with each other they haveto beableto * see
each other. This is true for any consumer/provider relationship — including in an application
program where one program callsanother: without the proper librariesbeing present thefunction
call cannot complete. In the case of SOA visibility needs to be emphasized because it is not
necessarily obvious how service participants can see each other to interact.

304. Visibility istherelationship between service consumersand providersthat i s satisfied when
they are ableto interact with each other. Preconditionsto visibility are awareness—typically the
initiator in a service interaction must be aware of the other parties — willingness — the parties
must be predisposed to interactions — and ability — the participants must be able to exchange
information as part of a service interaction.

C.2.8.1. Awareness

305. A key aspect of visibility isawareness—both the service provider and the service consumer
must have information that would lead them to know of the other’ s existence. Technically, the
prime requirement is that the initiator of a service interaction has knowledge of the responder.
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The fact of a successful initiation is often sufficient to inform the responder of the other’s ex-
istence.

306. Awareness of service offerings is often mediated by various discovery mechanisms. For
a service consumer (say) to discover a service provider, the service provider must be capable
of making details of the service (notably service description and policies) available to potential
consumers; and consumers must be capable of finding that information.

307. Service discoverability requires that the service description and policy — or at least a suit-
able subset thereof — be available in such a manner and form that, directly or indirectly, an
awareness of the existence and capabilities of the service can become known to potential con-
sumers. The extent to which the discovery is “pushed by the service provider, “pulled” by a
potential consumer, subject to a probe or another method, will depend on many factors.

308. For example, aservice provider may advertise and promotetheir service by either including
it in aservice directory or broadcasting it to all consumers; potential consumers may broadcast
their particular service needs in the hope that a suitable service responds with a proposal or
offer or aservice consumer might also “probe” aentire network to determineif suitable services
exist. When the demand for a service is higher than the supply, then by advertising their needs,
potential consumers are likely to be more effective then service providers advertising offered
services.

309. One way or another, the potential consumer must acquire a sufficient description to eval-
uate whether the service matches their expectations and, if so, the method for the consumer to
establish a contract and invoke the service.

C.2.8.2. Willingness

310. Associated with all service interactionsisintent —it is an intentional act to initiate and to
participate in a service interaction. For example, if a service consumer discovers a service via
its description in a registry, and the consumer initiates an interaction, if the service provider
does not cooperate then there can be no interaction. In some circumstances it is precisely the
correct behaviour for aservice to fail to respond — for example, it isthe classic defence against
certain denial-of-service attacks.

311. The extent of a service participant’s willingness to engage in service interactions may be
the subject of policies. Those policies may be documented in the service description.

312. Of course, willingness on the part of service providers and consumersto interact is not the
same as awillingness to perform requested actions. A service provider that rejects all attempts
to cause it to perform some action may still be fully willing and engaged in interacting with
the consumer.

C.2.8.3. Reachability

313. A service consumer may have the intention of interacting with a service, and may even
have al the information needed to communicate with it. However, if the service is not reach-
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able, for exampleif there is not communication path between the consumer and provider, then,
effectively, the service is not visible to the consumer.

314. Reachability is the relationship between service participants where they are able to ex-
change information as part of service interactions. Reachability is closely connected to the
concept of execution context —an important requirement for an execution context isto establish
that service participants can communicate with each other.

C.2.9. SOA Attributes

SOA Attribute Feature Year 2 Year3 |Year4 Year5 |Year6
Service Applica- |Enterprise |- - 0% 15% 30%
tions Management
Discovery |- - - 0% 20%
Messaging |- - - - 0%
Mediation |- - - - -
Collabora- |- - - - -
tion
Security - - 0% 15% 30%
Storage - - - - -
Application |- - - - -
Assistance |- - - - -
Service Catalogue |Description |[0% 20% 40% 60% 80%
Language
Servicelnstance  |Definition 0% 20% 40% 60% 80%
Language
Service  Publica-|Unicast - - 0% 25% 50%
tions
Multicast - - 0% 25% 50%
Broadcast |- - 0% 25% 50%
Anycast - - - - 0%
Service Discovery |Registry 0% 20% 40% 60% 80%
Directory |- 0% 30% 60% 90%
Service DataModel - - - - 0%
Service Contract |Low Level |- - - - -
High Level |- - - - -

Table C.1. Implementation of SOA Attributes
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315. The previous table, Table C.1, is a suggested generalized outline on when SOA attributes
should be implemented within the mid-term time frame. A value of zero percent indicates that
implementation should begin in that year. Conversely, a value of a hundred percent indicates
that implementation should end in that year. Naturally, measurable metrics to quantify progress
would have to be agreed upon by the NATO nations.

SOA Attribute Feature Year 6 |Year 7 |Year 8 |Year 9 |Year 10

Service Applications  |Enterprise  Man-
agement

Discovery

M essaging
Mediation
Collaboration
Security
Storage
Application

Assistance

Service Descriptions Description Lan-
guage

Service Definitions Definition  Lan-
guage

Service Publications Unicast

Multicast
Broadcast
Anycast

Service Discovery Repository

Directory

Service Data M odel
Service Contract Low Levd
High Level

Table C.2. Far-term SOA Attributes

C.2.9.1. Service Application

316. A serviceisacontractually defined behaviour that can be implemented and provided by a
service provider of choicefor use by service consumer. Theterm “services’ doesnot imply web
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services; athough, web services are well known implementations of SOA. Other specialized
implementations include J2EE? and .NET3,

317. Thefollowing servicegroupiscaled the NATO Information Infrastructure Core Enterprise
Services (NII-CES). NII-CES services are available enterprise-wide and are independent of
Cross COI Services. They are considered the building blocks upon which Cross COI Services
are created.

318. Capability Areas

319. Service Management Control
 Enterprise Management

» Application

» Assistance

320. Information Assurance

» Security

321. Information and Integration
» Discovery

* Mediation

» Storage

322. Communication

» Messaging

* Collaboration

323. Community of Interests

324. Users and Missions

C.2.9.2. Service Catalogue

325. The service catalogue information consists of the constraints and policies that define the
usage context and functionality of the service. Thisenables service consumers, human or another
service, to examine the service description and evaluate the following questions:

* What doesthe service do?

2sun Microsystems® Java 2® Platform, Enterprise Edition (J2EE) defines the standard for developing compon-
ent-based, multi-tier, enterprise applications. http://java.sun.com/j2ee/

3Microsoft® .NET isaset of Microsoft software technol ogiesfor connecting information, people, systems, and devices.
www.microsoft.com/net/
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* Isit relevant to my mission?

326. The declaration may aso include details about any implied process or other legal or busi-
ness terms that occur when the service isinvoked. For example, if a service consumer invokes
a service that places a purchase order to the service provider, and the execution is successful, it
may result in afinancial responsibility to the service provider or some other legal entity.

C.2.9.3. Service Type

327. Servicetypeinformation includesall information that is needed to know how to use or how
to produce a service of a specific type. It includes information on service interfaces, protocols
and achievements.

C.2.9.4. Servicelnstance

328. While the nature of the services themselves may vary, a common standard for declaring
aserviceis desirable when building an infrastructure. The service instance consists of the tech-
nical parameters, constraints and policies that define the terms to invoke the service instance.
Every service should include a service definition in a standardized format. This enables service
consumers, human or another service, to examine the service definition and evaluate the fol-
lowing questions:

* How can | bind to a service?

» What security protocols (if any) must be used with it?

C.2.9.5. Service Publication

329. A service must communicate its service description in an accessible manner to potential
consumers. It does so by using one of several advertising method; catalogue or webpage pub-
lishing, Pulling, or Pushing.

330. In the Pull methodology, potential service consumers request the service provider to send
them the service description. This pull methodology may be invoked as a service itself.

331. In the Push methodology, the service provider, or its agent, sends the service description to
potential service consumers. The push and pull methodol ogies may work together to facilitate
advertising services through athird party in a pattern of publish and subscribe.

332. Different models for the push methodology include:

» Unicast (point-to-point) is a methodology where the service provider sends a message from
asingle source to a single destination.

* Multicast (point-to-multipoint) is a parallel communication pattern in which a source host
sends amessage to a group of destination hosts. Thisisdifferent from sending multiple serial
unicast (point-to-point) messages to each of the destination hosts.
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 Broadcast (point-to-all points) isamethodology where the service provider sendsatransmis-
sion to all message consumers on afabric.

» Anycast (point-to-point-to-multipoint) isamethodology that assigns a private address to sev-
eral message consumers on a fabric. The message sender does not know or care who con-
sumes the message or the details of the message’ s distribution list.

C.2.9.6. Service Discovery

333. Discovery occurs when a potential consumer obtains information about the existence of
a service, its applicable parameters and terms. Discovery does not constitute authorization to
execute against the service; although these details may be included in the discovery pattern.

334. Service discovery may include the following steps:

» Finding and selecting achievements that suits the need of the service consumer
» Finding and selecting service types that produces the selected achievements

» Finding and selecting service instances of the selected service types

335. Finding and using services based on type can be easily automated, while finding and using
services based on description or ontology is still difficult to automate.

C.2.9.6.1. Implementing advertising and discovery

336. The publishing and discovery components of SOA may be implemented in many ways,
including using a registry/repository or a services directory. Although using these may make
discovery easier, an SOA requires neither of them.

C.2.9.6.2. Registry/Repository

337. A Registry/Repository isacomponent where users can store and manage artefacts required
for their enterpriseto function. Thisincludes artefacts that require sharing among more than one
user (such as XML schemas and web-service descriptions). The repository component provides
an intrinsic storage mechanism that is bound to the registry such that the registry knows about
any auditable eventsto the artefacts in the repository.

C.2.9.6.3. Services Directory

338. A Directory is an interface that provides information to bind to artefacts. Those who own
or control the artefacts may make an entry into the directory to reference the artefact and explain
how to bind to it. Others may retrieve this information and use it to bind to the artefacts. The
main drawback of the directory isthat it has no control or notification if an artefact is deleted,
changed or replaced, and the directory may not be able to indicate these events to users.
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339. Both Registry/Repository and Directory implementations allow for federation (also called
replication). This functionality allows content from one implementation to be replicated or ref-
erenced from within other implementations.

340. Several standards exist to constrain Registry/Repository and Directory implementations.
The most prevalent standards are ISO/IEC 11179 Part 315 (an 1SO standard for metadata re-
gistries), the OASIS ebXML Registry-Repository Technical Specifications16 and the OASIS
Universal Description and Discovery Interface (UDDI) Technical Specification

341. The OASIS UDDI specification is available from the OASIS website under the
technical committee’s home page area at www.0asis-open.org/committees/'tc_home.php?
wg_abbrev=uddi-spec.

342. Standards such as Bluetooth TM use a broadcast-type methodology to advertise their ser-
vices to other Bluetooth devices that are within range.

C.2.9.7. Service Data M odel

343. When invoking a service, certain parameters may be required to help the service fulfil
the service request. The service may also pass parameters back to the service consumer. To
understand any required parameters serialization, an artefact isrequired to specify the associated
data models for the services. Even if no parameters are used, SOA requires a base component
to declare thisin aformat that is understandable to service consumers.

C.2.9.7.1. Known implementations

344. The W3C sWSDL 10 can be used to express that rel ated schema fragments constrain XML
instance data being passed in and out of services. ebXML’s Collaboration Protocol Profilell
also references a schema for instance data being used in a service or collaboration of services.
Both of these implementations are not specifically dependent on the W3C’'s XML Schemal9
format; yet most implementations useit.

C.2.9.8. Service Contract

345. A service contract is not an actual legal document. Instead, the service contract specifies
a set of technical data, and possibly business information. The contract is between whoever
is providing the Web service, and whoever is consuming the Web service. Put in the simplest
terms, the contract provides details about the service being offered by the provider. By agreeing
to a contract, both sides understand exactly what will be provided.

C.29.8.1. Low Level

346. A service contract can operate at a lot of different levels. A low-level contract expresses
how you communicate, and what the expectations of communications are. But that low-level
contract is not nearly asimportant as the higher-level contracts. At aminimum, will contain:
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» Service description
* Serviceinterface details

 Service inputs/outputs

C.2.9.8.2. High Level

347. This higher-level contract is far more important because these contracts frequently have
business implications, not just technical implications. For example, a contract may include de-
tails of how the service will be authenticated, and so have details about authentication, encryp-
tion and authorization. A typical high-level contract could include the following:

» Description of service

» Detailsinterface to the service

* Service inputs/outputs

* How service will be authenticated

» How service will be authorized

» What type of encryption will be used

» Servicelevel agreements (Availability, response time, etc)

» Chargesto usethe service

C.3. NETWORK-ENABLED OPERATIONS (NEO-RM)

348. A NATO Network Enabled Operations Reference Model (NEO-RM) should be created
during the mid-term time frame. The best course of action to create such a document would be
build upon similar existing doctrine used at the national level by some NATO members.

349. The NEO RM, describes all of the activitiesrequired to establish, use, operate, and manage
the network enabled enterprise information environment to include: the generic user-interface,
the intelligent-assistant capabilities, the network enabled capabilities (i.e., core services, Com-
munity of Interest services, and environment control services), and the enterprise management
components. It also describes a selected set of key standards that will be needed as the NEO
capabilities of a seamless communications network backbone are realized.

350. The NEO-RM is to describe the evolving NATO enterprise aspects of an objective net-
enabled information environment. The NEO-RM, as designed, serves as a common, enter-
prise-level, reference model for NATO's net-enabled operations, such as the expeditionary
NATO Response Force (NRF), and for current and future acquisition programs to reference.
A shared vision of the enterprise information environment will assist decision makers promote
enterprise-wide unity of effort.
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Figure C.3. NATO Networ k-Enabled Operations. The Future

C.3.1. NEO Attributes

NCOW Attribute |Features Year 2 Year3 |Year4 Year5 |Year6
Internet Protocol |Automated |- - 0% 25% 50%
Configuration
Large Ad-|- - 0% 25% 50%
dress Space
Secure & Avail-|Hardened - 0% 10% 20% 30%
able Communica-|Against Deni-
tions al of Service
Core Network |- - 0% 20% 40%
Encryption
Edge to Edge|- - - 0% 25%
Encryption
Only Handle In-|\Use Known|- 0% 25% 50% 75%
formation  Once|Repositories
(OHIO)
Post in Parallel Post Data|- - 0% 20% 40%
Before Pro-
cessing
Smart Pull - - 0% 20% 40%
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Service  Agree-|Service Con-|- - - - -
ments tract
Quality of |- - - - -
Service
Data Centric Metadata - - 0% 30% 60%
Metadata Re-
gistry
Application  Di- - 0% 10% 20% 30%
versity
Assured Sharing - 0% 20% 40% 60%

Table C.3. Implementation of NEO attributes

351. The previoustable, Table C.3, is a suggested generalized outline on when NEO attributes
should be implemented within the mid-term time frame. A value of zero percent indicates that
implementation should begin in that year. Conversely, a value of a hundred percent indicates
that implementation should end in that year. Naturally, measurable metrics to quantify progress
would have to be agreed upon by the NATO nations.

C.3.1.1. Internet Protocol (I1P)

352. The Internet Protocol (IP) is a protocol used by source and destination hosts for commu-
nicating data across a packet-switched inter-network. Data in an P inter-network are sent in
blocks referred to as packets. No setup of "path” is needed before a host tries to send packets
to ahost it has previously not communicated with.

353. The Internet Protocol provides an unreliable datagram service (also called best effort); i.e.
It makes almost no guarantees about the packet. The packet may arrive damaged, it may be
out of order (compared to other packets sent between the same hosts), it may be duplicated, or
it may be dropped entirely. If an application needs reliability, it is provided by other means,
typically by upper level protocols transported on top of 1P.

354. Inter-network routers, forward | P packets across interconnected layer 2 networks. The lack
of any delivery guarantees meansthat the design of packet switchesismade much simpler. (Note
that if the network does drop, reorder or otherwise damage a lot of packets, the performance
seen by the user will be poor, so most network elements do try hard to not do these things -
hence the best effort term. However, an occasional error will produce no noticeable effect.)

355. In a network-enable NATO, there is a need for support for an unlimited number of site
addresses for wireless communications devices, remote sensors, vehicles and precision-guided
munitions. Therefore, with any large-scale operation, the current finite number of IP addresses
becomes a resource that must be managed and closely monitored.

356. The ad-hoc nature of future NATO operations dictates the need for easily configurable
networks. Since most of the devices connected to NATO networks will be mobile devices, a

-87-



ADatP-34(D) NISP Volume 6

device must be able to arbitrarily change locations on the Internet and still maintain existing
connections.

C.3.1.2. Secure and Available Communications

357. Security requires that systems and users are protected against attack, disruptions, and
threats. Data must also be kept private and free of malicious or corrupted content as it travels
throughout the enterprise. And the network infrastructure itself must be protected against ex-
posure to attacks that impactsinternal serversand end user systems. In the mid-term time frame
theinitial goal is encryption for the core network, and the final goal is edge-to-edge encryption
with anetwork that is hardened against denial of service.

358. Ensuring availability meansthat systemsthemselves are always available, and that inform-
ation is readily accessible to users and other authorized individuals, especialy as it relates to
regulatory compliance and legal discovery. Migrating older, yet still useful, data poses an added
challenge to availability, as users still demand immediate access and IT requires high degrees
of ease and automation to achieve this.

C.3.1.3. Only Handle Infor mation Once (OHIO)

359. A key feature of network-enabled NATO is the ability to provide individual soldiers and
commanders with relevant timely information. But pushing information to usersin the area of
operation isdifficult becausethe number of itemsthat can link to the network exceedsthe current
messaging protocol’s ability to assign addresses. Technologies that allow wireless systems to
plug into tactical and theatre networks seamlessly without straining resources may permit the
military to deploy more network-enabled devices.

360. Thiscapability fitsinto aconcept known as*“only handleinformation once” (OHIO), where
an information producer posts data once but permits authorized usersto accessit. Thisapproach
differsfrom requiring the producer to know the address of every user that may want the inform-
ation.

C.3.1.4. Post in Paralldl

361. All NATO participantsor business process owners maketheir dataavailable on the network
assoon asit is created. Posting data does not mean just making accessible, it also meanstagging
(describing) the data appropriately for its content. Processing of datawill be done as needed by
specialized web services invoked by the data consumer.

C.3.1.5. Smart Pull

362. The two solutionsin use for data synchronization are called “Push” and “Pull”. Smart Pull
isjust afurther refinement of the Pull solution.

» Push solutions involve the server notifying the device that data is available. Solutions to
this usually require some type of infrastructure to manage the distribution of notifications
to the network enabled-devices. For example, the solution might involve using the mobile
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phone service provider’s SM'S system or might be a custom built system like that created by
Research in Motion (RIM) for their Blackberry communications network.

* Pull solutions put the burden on the network-enabled device to go retrieve data. They’ve
historically been simple implementations using techniques like calling the server on some
regular time interval or maybe even relying on the user to initiate the data sync.

363. Generally theimmediate notification of push isdesirable, however when building our own
applications, the smplicity of pull is more attractive. This is where Smart Pull comesin. An
example of the concept of smart pull that has been gained alot of attention since the announce-
ment is the Microsoft Messaging and Security Feature Pack (MM SF). MM SF provides Win-
dows Mobile 5.0 Smartphone with full connectivity to their Exchange server, keeping Outlook
data up-to-date including receiving email as soon asit arrives at the server. The technique used
to maintain synchronization is basically along-running web service call.

364. The smart pull mechanism seems like the kind of solution that will address many common
scenarios faced when devel oping mobile applications that require close synchronization with a
server. Applications encourage discovery; users can pull data directly from the network or use
value-added discovery services.

C.3.1.6. Data Centric Approach

365. In adata-centric approach the data separate from applications, or services. Communications
between services occurs by posting data. The steps involved in a data-centric approach are:

* Anayze how the datais used and moved asit flows through the system to better understand
how to store and useit.

» Describe data or tag data to facilitate a system level view. Thisinvolves describing data and
describing the context under which it was collected or generated.

 Build services around data. Services are just the methods to manage data.
C.3.1.7. Application Diversity

366. Users can pull multiple services to access same data (e.g., for collaboration). This idea
reinforces the underlying concept of the data being independent of the services that manipulate
the data.

C.3.1.8. Assured Sharing

367. Assured sharing means trusted accessibility to net resources, such as. data, services, apps,
people, collaborative environment, etc. Access is assured for authorized users, but denied for
unauthorized users by maintaining thorough security policies.

C.3.1.9. Quality of Service

368. Data timeliness, accuracy, completeness, integrity, and ease of use.
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C.4. INFORMATION SYSTEMSINTEROPERABILITY REF-
ERENCE MODEL (1SSOP-RM)

369. A successful case of interoperability is demonstrated in NATO's efforts to standardize
small arms. It was politically unattainable, for domestic industrial base reasons, to standardize
on acommon rifle and pistol for all NATO countries. But NATO did standardize on ammuni-
tion; the standard pistol round is 9mm. The interoperable ammunition solution gained interop-
erability -- the real need -- without imposing unpalatable commonality requirements. Such in-
teroperability can aso be achieved with information systems.

C.4.1. Interoperability Attributes

Interoperability Attribute |Year 2 Year 3 |Year4 |Year 5 |Year 6
Inter-Network

Modularity

Data

Shared processes
Interoperable procedures
Cognitive interoperability

Doctrinal interoperability

Table C.4.

C.4.1.1. Inter-Network

370. Communicationsinteroperability can be defined by the ability to inter-network. Because of
the confederated nature of NATO, heterogeneous communications networks are necessary, and
unavoidable; the key to interoperability isthat they can be concatenated together using routers.
Each discrete communications network is a routable network.

C.4.1.2. Modularity

371. Information systems are made up of sense, decide and act functions that rest upon the
communications. This layer of the Model deals with the modularity of these functions and the
complexity of information systems, which can be explained by nesting and chaining.

C.4.1.3. Data

372. Data element interoperability is a clear requisite to information system interoperability.
Thisisthe abstract layer where this discussion of data, meta-data and meta-meta-data bel ongs.
A key issue is semantic equivalences.

-90 -



NISP Volume 6 ADatP-34(D)

C.4.1.4. Shared Processes

373. Thisisasoftware engineering concept. At itstrivial level reusable code obviously enhances
interoperability but that is aside effect of what is essentially an economy effort in code produc-
tion. At amore mature level, mobile code and portable code are the pertinent issues.

C.4.1.5. Interoperable Procedures

374. Operating procedures is the level at which we tend to shift from systems engineering to
human factors in the layered Model. Thisis the domain long inhabited by Standard Operating
Procedures.

C.4.1.6. Cognitive I nteroper ability

375. Cognitive Interoperability has to do with shared situation awareness. Information systems
are interoperable at this layer if decision makers in two different systems are seeing coherent
pictures of the information presented.

C.4.1.7. Doctrinal Interoper ability

376. Thisisahuman factor that |eads to coherency and uniformity of action. Different decision
makers, when presented with the same information will be making similar decisions. The usual
doctrinal tensions of uniformity versus creativity are still present and certainly not resolved by
this Model. The Model only servesto illustrate the level of abstraction where such discussion
belongs.

377. Where the reference model s, described in the previous section, laid out the framework for
a networked-enabled NATO, it is the technologies that are projected to be available during the
mid-term period are going to enable the implementation of a network-enabled NATO, during
thistime frame.

C.5. BUSINESS PROCESS INFRASTRUCTURE FRAME-
WORK (BPIF)

378. Within the wide area of relevant information technol ogies, thiswork hasfocused on a par-
ticular field referred to as Business Process | nfrastructure Framework (BPIF). Although highly
relevant, thisisby no means awell defined or even well established field. Instead, an important
part of thiswork has been to find aworking definition and scope for the field.

379. Asadtarting point, the intent has been to describe technol ogies that in various ways support
business processes. As ailmost any information technology available can be said to do this, we
have focused on those technologies that most explicitly have to do with this kind of support.
Furthermore, as service orientation is a known fundamental architectural concept for future

-01-



ADatP-34(D) NISP Volume 6

NNEC solutions, the definition of BPIF assumed here has been limited to that kind of solutions.
From the outset, we have aso seen technologies for service description and discovery, which
also is part of the Swedish responsibility, as such a fundamental ingredient of BPIF, that it is
included as a subfield within BPIF.

380. An important basis for this work has aso been the FMA Technology Support Study, June
2005, that points out and describes some central areas of technology development, in particular
within the field of distributed system architecture. Parts of the material from that report have
also been reused here, although somewhat rearranged to fit the current scope.

381. Within this scope, this report presents the first steps toward a complete description of the
field of BPIF, and includes

adefinition of thefield,

astructure that divides the field into a number of aspects,

« abrief overview of each of these aspects,

alist of candidate technologies (with an emphasis of existing or emerging standards) with
abearing on BPIF, and

» A mapping of the candidate technologies onto the BPIF subfields.
382. Currently, the terms used in this report are those traditionally used in the general devel-
opment of the various technologies that are presented. However, in the more specific context

where the results of this report are to be applied, an adaptation of some terms to that context
will probably be needed.

C.5.1. Ovearview

383. This section consists of two main parts. Thefirst part isadefinition of the field of business
process infrastructure frameworks (BPIF), which dividesthe field into four main aspects. These
aspects are described one by one. The descriptions both introduce some central concepts, and
provide an overview of technology fields that support the aspects.

384. Many relevant technologies do not fit into a single of the aspects or technology fields
addressed in the first part. The second part of the document is therefore a listing of potentially
relevant technologies, along with brief descriptions of the technologies and which aspects of
BPIF they support.

C.5.2. Definition

385. At operational level, business processes are key components for the realization of an
organization’s tasks, in particular those tasks that represent the main and externally exposed
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capabilities of the organization. A business process is a realization of a work flow that may
involve several subtasks and decision points. Often, a business process also involves the col-
laboration of several organizations where each organization will contribute in parts of the op-
erations. Setting up and running a business process is thus an important and often complex task
In any operation.

386. Although business processes have traditionally been treated mostly in a commercial con-
text, they are also relevant as means of organizing operationsin acontext like NNEC. However,
to successfully make use of the concept of business processes, in particular in avery dynamic
context, a framework for engineering and management of business processesis needed, i.e., a
business process infrastructure framework (BPIF).

387. Today, there are technologiesthat provide at least partial support for aBPIF. Most of those
technol ogies that provide the most explicit support for business processes are based on the con-
cepts of servicesand service oriented architecture (SOA), and wewill infact limit our definition
of BPIF in this context to include only service based solutions. However, few if any complete
frameworks for service based business processes exist that provide the consistent technology
reference model needed here. Therefore, we will address this field in terms of four aspects or
concerns:

388. Distributed systems: Many practical business processesinvolvethe collaboration of several
organizations and systems. Therefore, a BPIF needs to be based on distributed system techno-
logies. With service based solutionsin focus, service oriented architecture (SOA) is an obvious
field of distributed system technologiesto consider, but there are a so other trends in distributed
system technologies that may provide essential support for the implementation of a BPIF.

389. Service selection: With services as key components for the realization of a business pro-
cess, it is of course important that relevant services can be found. Normally, thisis not just a
matter of finding services that provide the right capabilities, but also to make sure that other
requirements and constraints are fulfilled regarding, for example, quality of service (QoS) and
policies. Specific concerns for this aspect are thus both the description of services, and means
of finding and identifying the right services.

390. Process composition: Once suitable services are available, they need to be combined into
sequences and decision points that represent the required work flow of the business process.
Also it is necessary to make surethat service providers and consumersin the work flow interact
properly in accordance with the intentions behind each service. Support for this aspect must
include the description of business processes in these terms so that their setup and deployment
can be made more or less automatic.

391. Management and infrastructure. This aspect concerns deployment, configuration, con-
tracts, and policies for business processes. Typically, business processes will need to involve
components that are distributed over heterogeneous environments and different organizations.
This stresses the need for technologies that can provide a manageable infrastructure and exe-
cution context.
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BPIF Overview

Distributed
Systems

Dgent ralization Componen) | Business Proces
\ Virk ﬁzaf% ) il
; Real World Effects

Process

Service
Selection

Lhoreography

This is a simpiified overview of the Business Process Infrastructure Framework. BPIF is indicated by
the central box. The overlap between concepts and aspects should be noted, as well as the fact that there
Are concerns ineach aspect that is not specific to BPIF (in particular within distributed svstems).

Figure C.4. BPIF Overview

392. Each of these aspects can aso be treated as a technology area where technol ogies already
exist or development of new technologies is going on. However, much development in each
area has a scope or orientation that is beyond the particular needs for a BPIF. Therefore our
treatment of each areawill not cover itsfull extent, but rather be limited to partsthat are related
to BPIF needs.
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C.6. NNEC PROFILE
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Figure C.5. NNEC Profile

393. Theitemsin the figure above are:

 Enterprise service synonym for NNEC Service Type

ADatP-34(D)

« ENTERPRICE SERVICE isatype of NNEC SERVICE classified by the capability (service)
areain which it isdelivering its services

» SERVICE CATEGORY isaTAXONOMY ELEMENT that structures ENTERPRISE SER-
VICES in agroup with the same objectives

* SERVICE GROUPisaTAXONOMY ELEMENT that structuresENTERPRISE SERVICES
in agroup with the main objectives

 SERVICELAYERisaTAXONOMY ELEMENT that structuresENTERPRISE SERVICES
in agroup of the same family

* SERVICE AREA isaTAXONOMY ELEMENT that structures ENTERPRISE SERVICES
in agroup of the same nature
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» SERVICE COMPOSITION is the orchestration of a NNEC service in terms of Enterprise
service

* ENTERPRISE service is a construction element of a ENTERPRISE SERVICE realizing a
CIS part of a CAPABILITY PACKAGE

* CAPABILITY PACKAGE is a combination of national (military and civilian) and NATO
funded infrastructure, operations, and maintenance, manpower, and associated costs that,
with the military forces and other essential requirements, enable a NATO commander to
achieve a specific military required capability.

» SIOP (Service Inter Operability Point) is a linking point that ensures that ENTERPRISE
SERVICES of different making but with the same SIP can interact with each other

» SIP (Service Interface Profile) is a description of requirements of A SIOP that give guidance
to engineersin realizing ENTERPRISE COMPONENTS

» |PP (Interoperability Performance Paramter) Isan indicator of the required quality of service
of a SIOP according to the CM

C.7. TRANSITION FROM PLATFORM ORIENTED TO SER-
VICE ORIENTED MODELS

394. Information technology is undergoing a fundamental shift from platform-centric comput-
ing to network-centric computing. Platform-centric computing emerged with the widespread
proliferation of personal computers and the global business environment. These factors and re-
lated technol ogies have created the conditionsfor the emergence of network-centric computing.
This shift from platform to network is what enables the more flexible and more dynamic net-
work-centric operation. The shift from viewing partners as independent to viewing partners as
part of a continuously adapting ecosystem fosters a rich information sharing environment.

395. This shift ismost obvious in the explosive growth of the internet, intranets, and extranets.
Internet users no doubt will recognize transmission control protocol/internet protocol (TCP/IP),
hypertext transfer protocol (HTTP), hypertext markup language (HTML), Web browsers (such
as Netscape Navigator, and Microsoft's Internet Explorer), search engines, and JavaTM Com-
puting. These technologies, combined with high-volume, high-speed data access (enabled by
the low-cost laser) and technologies for high-speed data networking (hubs and routers) have
led to the emergence of network-centric computing. Information "content™ now can be created,
distributed, and easily exploited across the extremely heterogeneous global computing environ-
ment. The "power" or "payoff" of network-centric computing comes from information-intens-
ive interactions between very large numbers of heterogeneous computational nodes in the net-
work, where the network becomes the dynamic information grid established by interconnect-
ing partners participating in a collaborative, coalition environment. At the structural level, net-
work-centric warfare requires an operational architecture to enable the common processes to
be shared by all parties.
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396. The fabric for enabling net-centric operations is Service-Oriented Architectures (SOA).
SOA is enterprise architecture that |everages heterogeneity, and thus inherently platform-neut-
ral. It isfocused on the composition of Services into flexible processes and is more concerned
with the Service interface and above (including composition metadata, security policy, and dy-
namic binding information), more so than what sits beneath the abstraction of the Service inter-
face. SOA requires adifferent kind of platform, because runtime execution has different mean-
ings within SOA. SOA is to enable business users and business process architects to compose
Services into processes, and then manage and evolve those processes, in a declarative fashion.
Runtime execution of such processes is therefore a metadata-centric operation of a different
kind of platform --a Service-oriented composite application platform.

397. Network-centric warfare is characterized by new concepts of speed of command and self-
synchronization.

398. The most important SOA within an enterprise isthe one that links all its systems. Existing
platforms can be wrapped or extended in order to participate in a wider SOA environment.
NATO use of the NISP will provide atemplate for new systems development, as well as assist
in defining the path for existing systems to migrate towards net-centric operations.
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D. ENTERPRISE SERVICE BUS (ESB) PROFILE IN THE
SERVICE ORIENTED ARCHITECTURE (SOA) CONTEXT

D.1. INTRODUCTION

399. The aim of the document isto give at first an overview about Web Service Fundamentals
with the focus to define after this a layer model for a common Enterprise Service Bus (ESB).
Furthermore a draft proposal of an Enterprise Service Bus (ESB) / Enterprise Message System
(EMS) Profileis defined based on this common ESB / EMS layer model.

400. At the end the document contains some hints related of the usage of an ESB in the military
environment with alook-out on afederated ESB architecture.

D.2. REFERENCES

* [1] Open Group SOA Definition
http://opengroup.org/projects/soa/doc.tpl ?9did=10632

* [2] OASIS SOA Reference Model
http://www.0asi s-open.org/committees/tc_home.php2wg_abbrev=soa-rm

* [3] OASIS: UDDI Version 3.0.2
(UDDI Spec Technical Committee Draft, Dated 20041019)
http://uddi.org/pubs/uddi_v3.htm

* [4] W3C: Web Services Description Language (WSDL)
Version 2.0 Part 1: Core Language
http://www.w3.org/TR/wsdl

* [5] W3C: SOAP Version 1.2
W3C Recommendation (Second Edition) 27 April 2007
http://www.w3.0rg/TR/soap/

* [6] W3C: XML Encryption Syntax and Processing
W3C Recommendation 10 December 2002

http://www.w3.0rg/TR/xmlenc-core/
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* [7] W3C: XML Signature Syntax and Processing
W3C Recommendation 10 June 2008
http://www.w3.0rg/TR/xmldsig-core/
* [8] W3C: XML Key Management Specification (XKMYS)
http://www.w3.0org/ TR/xkmg/
* [9] OASI: SAML specs and outreach info page
http://www.0asi s-open.org/committees/security
 [10] Security Assertion Markup Language
(SAML) V2.0 Technical Overview
http://docs.oasi s-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.pdf
» [11] eXtensible Access Control Markup Language (XACML) Version 3.0
Policy Distribution Protocol Use-cases and Requirements

http://docs.oasi s-open.org/xacml/access_control-xacml-3.0-
distribution-requirements-wd-01.pdf

» [12] Basic Profile Version 1.0 (Final Material Date: 2004/04/16 19:06:16)
http://www.ws-i.org/Profiles/BasicProfile-1.0-2004-04-16.html

e [13] Basic Profile Version 1.1 (Final Material 2004-08-24)
http://www.ws-i.org/Profiles/BasicProfile-1.1-2004-08-24.html

* [14] Simple SOAP Binding Profile Version 1.0 (Final Material 2004-08-24)

http://www.ws-i.org/Profiles/SimpleSoapBindingProfile-1.0.html

D.3. WEB SERVICE FUNDAMENTALS

401. This chapter gives an overview about the Web Service Fundamentals and about some
Definitions.

D.3.1. SOA: Service Oriented Architecture

402. Service-oriented architecture (SOA) is a software architecture where functionality is
grouped around business processes and packaged asinteroperabl e services. SOA also describes
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I'T infrastructure which allows different applications to exchange data with one another as they
participate in business processes. The aim is aloose coupling of services with operating sys-
tems, programming languages and other technol ogies which underly applications. SOA separ-
ates functionsinto distinct units, or services, which are made accessible over anetwork in order
that they can be combined and reused in the production of business applications. These services
communicate with each other by passing data from one service to another, or by coordinating
an activity between two or more services.

403. The following figure shows an overview about the internal and external Web Service Ar-
chitecture:

Service Requester Service Provider
WEB Servi .
service WEB Service

Client

I | | I
|| WEBService || | () || WEBService ||
| i | i

Middelware XML/SOAP Middelware
L ______ Rp— L __________
j T (SAML) 1
other tiers other tiers
Registry
WSDL WSDL
Service Description J —
HTTP/XML/ — HTTP/XML/
SOAP (SAML) SOAP (SAML)

uDDI

FigureD.1. Overview — Internal and External Web Service Architecture

404. Thereare multiple definitions of SOA. The OA SIS group and the Open Group have created
formal definitions which can be applied to both the technology and business domains.

» Open Group SOA Definition (SOA-Definition)
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* OASIS SOA Reference Model (SOA-RM)

405. In addition, SOA is an approach to architecture whereby business services are the key
organizing principles that drive the design of IT to be aligned with business needs.

406. The following figure shows the Web Service Specification in an OS| Stack Model.

Applications

UDDI

WSDL

Web Service Middelware
(including Web Security)

XML, SOAP

HTTP

TCP UDP

Network

Data Link (physical)

Figure D.2. Web Service Architecture—OSl Stack M odel

407. On top of there are the applications (Server or Client applications). In the Web Service
Architecture the UDDI (Universal Description Discovery and Integration) is signed as an ap-
plication.

D.3.2. UDDI: Universal Description Discovery and | ntegration

408. The Universal Description, Discovery, and Integration (UDDI) protocol defines a stand-
ard method for publishing and discovering the network-based software components of a ser-
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vice-oriented architecture (SOA). The standard specifies protocols for accessing aregistry for
Web services, methods for controlling access to the registry, and a mechanism for distributing
or delegating records to other registries. In short, a UDDI registry provides a standard based
approach to locate a software service, to invoke that service, and to manage metadata about
that service. The following figure shows the principle of the UDDI Architecture with SOAP

(messaging) for the methods of the "Inquiry and Publisher API".

Client / User

(Web Service Requestor)

UDDI SOAP || UDDI SOAP
Request Response

ADatP-34(D)

Web-Service

(Web Service Provider)

UDDI SOAP
Request

UDDI SOAP
Response

HTTP

HTTP
UDDI Regisry Node
(Web Service Broker)

Inquiry API N
Find things HTTP Server

- find_business SOA Processor

- find_service | |

- find_binding -

L UDDI Registry
- find tModel I

Get details about things
- get_businessDetail
- get_serviceDetail
- get_bindingDetail
- gettModelDetail

Figure D.3. UDDI Overview Architecture based on SOAP

409. The next figure shows the main extract of the UDDI DataModel (used in the"Data Pool™).
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<businessService> <bindingTemplate>
*
Description of a F Binding Information
Web-Service: to a Web Service:
<businessEntry> - Name; - bindingKey;
o Description; - Description;
Description of a ‘_ - Categories; - Contacts;
Service Provider: - serviceKey; - Address;
- Name; - Ref. to tModel,;
- Description;
- Contacts; <publisherAssertion> Niodel
- Categories; - - <tModel>
- bu singessKe : Relationship between 2
Y Bussiness Entries: Technical
Refemece of description of a Web
- <bussinessEntry=>; Service (for example
- <bussinessEntry=>; WSDL-Doc.):
Additonal Data: - tModelKey;
- - Description;
- overviewDoc;
- |ldentifier;
- Categories;

Figure D.4. Main extract of the UDDI Data M odel

410. An other very important feature is to exchange UDDI Data between different UDDI Re-
gistriesfor example as show in the next figure. In addition, it isnecessary to distinguish between
internal services and external offered services.
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Partner
Logistics
System

Partner
Domain

Partner's
Affiliated
UDDI Registry

Company's Root
UDDI Registry

Internal
ERP
System

Partner
Inventory
System

]

I
 Partner
I Domain
[

[

A e |

Figure D.5. UDDI illustration of Trading Partner Collaboration

D.3.3. WSDL : Web Services Description L anguage

411. Web Services Description Language (WSDL ) isan XML-based Service/ Interface Defin-
ition Language that separates function from implementation and enables design by SOA.

412. The value of WSDL isthat it enables development tools and middleware for any platform
and language to understand service operations and invocation mechanisms. For example, given
the WSDL interface to a service that isimplemented in Java, running in aHTTP-Server envir-
onment, and offering invocation through HTTP.

413. With SOAP, the WSDL specification is extensible and provides for additional aspects of
service interactions to be specified, such as security and transactional.

414. The following figure shows the principle structure of a WSDL Document and its usage:
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a container for data type
definitions using some type

system
an abstract
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action supported \ WSDL Document
by the service
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Client - yp
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Port / \

Operation
Service
1 | +— Service
| /
a collection of |- ports
related endpaints 1|

\

a single endpoint defined as
a combination of a binding
and a network address

Figure D.6. WSDL Document Structure (with usage)
415. WSDL description contain:
» Types—acontainer for data type definitions using some type system (such as XSD).

» Message — an abstract, typed definition of the data being communicated.

Operation — an abstract description of an action supported by the service.

Port Type — an abstract set of operations supported by one or more endpoints.

Binding —a concrete protocol and data format specification for a particular port type.
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* Port —asingle endpoint defined as a combination of a binding and a network address.
» Service —acollection of related endpoints.

416. The WSDL Document format isbased on XML asillustrated in the example figure below.

?xml versico="l.0"7h
“definiticny narm="StcckQuctes”

targutlarsapace="http: / ‘exarple. condatockauots. wadl
zrlna:tna="http: / fexarple. condatockauots. wadl
zrlns:zadl='hitp: ! fezarple. confatockquots. xad”
zrlns:acap="http: /facheras. xolacep. cogdvadl facap! "
zelpa='http: //acheras. zrlacap. cog/wadl s

Chypman
cachera targetfarsapaces‘http: ! sxacple. con/stcckoucts. xad®
zelna= http: f fwnr. ol cogd 2000,/ 10/ DS chara
“mlursnt nars='Tradefricelsgusat s
cccepluexTypes
cmlli
‘mlursot nare='ticksrSyrkcl® typa=‘ztring’ s
w/mlln
«/corplexTypad
«/ulurmnts
‘wlursnt narss='Tracefrice’s
cccepluexTypes
cmlli
‘mlursot nare='price’ typestiloat’ s
w/mlln
«/corplexTypad
«/ulurmnts
/acharan
o/ typaal

‘rmasage nars='GetlastTradefricelnput’s
‘part nars='bcdy’ slecsotszadl:Tradefricebsgusat’ s
«/ rmazngui

‘raziage nars='GatlastTradelriceCutput s
“part narm='bcdy’ slersot='zadl:Tradefrics’/s
«/ rmazngui

‘pertTyps narm='StockQuotsfortTyps s
icparatico nare='GatlastTradelrics s
“input EezImge=tns:GetlastTracefriceloput’/s
ccutput reazages'tns:GetlastTradefriceCutput’ /s
«/cparntican
«/prTtTypan

‘binding nare='Stock{uotsScaplinding® type='tna:StcckQuotsfortTyps '
cacap:binding atyles : port=thttp:/f .xrlacap. cogdacap/http e
icparatico nare='GatlastTradelrics s

“acap:cparatico acapActicos'hitp://ezarple.con/GetlastTradefrice /s
winputs
cacap:body uass'literel/s
«/inputs
Coutputs
cacap:body uass'literelis
o/ cutputs
«/cpaTatican
«/Ednddngs

casrrice nares'StockfuoctsSerrics s
‘dccursnotaticosiy firat asrviced/docursotaticon
“port narm='StockQuotsfort’ bdinding="tna:StockQuotsBinding '
“acap:addreas locaticos'hitp://sxarple.condatockouots
o/ prrts
</ amrrice

«/dmtiniticoal

Figure D.7. Example of aWSDL Document Structure

D.3.4. SOAP: Simple Object Access Protocol

417. SOAPisan XML—-based format for constructing messagesin atransport PDU independent
way and a standard on how the message should be handled. SOAP messages consist of an en-
velope that contains a header and a body. It aso defines a mechanism for indicating and com-
municating problems that occurred while processing the message, which are known as SOAP
faults.
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SOAP envelope
<Envelope>

SOAP Header (optional)

Header Block - _
— custom-designed
<Header> —1 |
gt :-':a;Headerﬁ-
SOAP Body (mandatory)
: 1
Body Block = .
¥ —— custom-designed
<Body> —

1| </Body=

</Envelope>

Figure D.8. SOAP Message Structure

Example of a SOAP Request (XML)

<?xml versior="1.0" 7>
<env:Envelope xmlns:env="http://schemas.xmlsoap.org/scap/envelope/”
xmlns:xsd="http: //www.w3. org/2001/XMLSchema™
xmlns:xsi="http://www.w3. org/2001/XMLSchema-instance”>
<env:Body>
<nsl:reserviere
env:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/™
xmlins:nsl="http: //www.web-air.de/axis/Buchung. jws">
<flughr xsi:type="xsd:string”>WAd17</flugNr>
<gsitze xsi:type="xsd:int">3<fsitze>
<datum xsi:type="xsd:dateTime">2003-07-11T12:00:00.000Z</datum>
</nsl:reserviere>
</env:Body>

<fenv:Envelope>

Figure D.9. SOAP Message Example

418. The headers section of a SOAP message is extensible and can contain many different
headers that are defined by different schemas. The extra headers can be used to modify the

- 108 -



NISP Volume 6 ADatP-34(D)

behaviour of the middleware infrastructure. For example, the headers can include information
about transactions that can be used to ensure that actions performed by the service consumer
and service provider are coordinated.

419. The body section contains the content of the SOAP message. When used by Web services,
the SOAP body contains XML — formatted data. This data is specified in the WSDL that de-
scribes the Web service.

420. Remark: The Header Block and the Body Block are in XML format, but contain customer
designed content. SOAP doesn't define this content. For having standards it is necessary to
define data models (including metadata of the content).

421. When talking about SOAP, it is common to talk about SOAP in combination with the
transport protocol that is used to communicate the SOAP message. For example, SOAP that is
transferred using HTTP isreferred to as SOAP over HTTP or SOAP/HTTP.

422. The most common transport protocol that is used to communicate SOAP messagesisHT-
TP. Thisis expected because Web services are designed to make use of Web technologies.

423. However, SOAP can also be communicated using JM S as atransport service. When using
JMS, the address of the Web service is expressed in terms of a IMS connection factory and a
JMS destination. Although using IM S provides a more reliable transport mechanism, it is not
an open standard, requires extra and potential expensive investment, and does not interoperate.

424. SOAP isjust XML and HTTP combined to send and receive messages over the Internet.
It is not constrained by the application language (Java, C#, Perl) or the platform (Windows,
UNIX, Mac), and this makes it much more versatile than other solutions.

425. There are many successful implementations of the basic Web services standards, particu-
larly SOAP and WSDL but many aspects of service interaction and integration are not directly
supported by basic standards, such as security, transactional, delivery assurance, and process
modelling — for example.

D.3.5. WEB Service Security

D.3.5.1. XML Encryption

426. XML Encryption is a W3C Standard to encrypt XML. It is done in such a way that the
encrypted data remains and can be treated as XML. It uses both asymmetric and symmetric
encryption algorithms, symmetric to encrypt the data and asymmetric to encrypt the symmetric
session key. Both the session key and the cipher data are stored together in an XML element
called EncryptedData. The EncryptedData element contains a series of child elements that de-
scribe the algorithms used during the encryption process, as well as containing key information
and the cipher data.

427. The followings XML example illustrates a simple example of the XML Encryption:
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428. Consider the following fictitious payment information, which includes identification in-
formation and information appropriate to a payment method (e.g., credit card, money transfer,
or electronic check):

<?xml version="1.07>
<Paymentinfo xmins="http://example.org/ paymentv2'>
<MName>]ohn Smith</Name>
<CreditCard Limit='5,000' Currency="USD">
<Number>4019 2445 0277 5567 </Number>
<lssuer>Example Bank </Issuer>
<Expiration>04/02 < /Expiration>
< /CreditCard>
< Paymentinfo>

Figure D.10. XML Encryption

429. This markup represents that John Smith isusing his credit card with alimit of $5,000USD.
Smith's credit card number is sensitive information! If the application wishes to keep that in-
formation confidential, it can encrypt the CreditCard element:

<?xml version="1.0"7>
<Paymentinfo xmins="http:/ /fexample.org/paymentv2'>
<MName>]ohn Smith</Name>
<EncryptedData Type="http://www.w3.org/2001/04/xmlenc#Element’
xmins="http:/ /fwww.w3.org/2001/04 /xmlenc#'>
<CipherData>
<CipherValue>A23B45C56 DFGH34RGEDGG777893GHZD < / CipherValue >
< [CipherData>
< /[EncryptedData>
< {Paymentinfo>

Figure D.11. XML Encryption

430. By encrypting the entire CreditCard element from its start to end tags, the identity of the
element itself is hidden. (An eavesdropper doesn& apos;t know whether he used a credit card or
money transfer). The CipherData element contains the encrypted serialization of the CreditCard
element.

D.3.5.2. XML Signature

431. XML Signature (also called XMLDsig, XML-DSig, XML-Sig) isaW3C recommendation
that defines an XML syntax for digital signatures. XML signatures can be used to sign data—a
resource— of any type, typically XML documents, but anything that is accessible viaa URL can
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be signed. An XML signature used to sign aresource outside its containing XML document is
called adetached signature; if it isused to sign some part of its containing document, itiscalled
an enveloped signature; if it contains the signed data within itself it is called an enveloping
signature.

432. XML digital signatures are represented by the Signature element which has the following
structure (where"?" denotes zero or one occurrence; "+" denotes one or more occurrences, and
"*" denotes zero or more occurrences):

<Signature ID7>
<Signedinfo>
<CanonicalizationMethod/ >
<SignatureMethod/ >
(<Reference URI? >
(<Transforms>)?
<DigestMethod=>
<DigestValue>
< (Reference=)+
< (Signedinfo>
<SignatureValue>
(=Keylnfo=)?
(=Object ID?=)*
< /Signature=

FigureD.12. XML Signature

433. Within an XML document, signatures are related to local data objects via fragment iden-
tifiers. Such local data can be included within an enveloping signature or can enclose an envel-
oped signature. Detached signatures are over external network resources or local data objects
that reside within the same XML document as sibling elements; in this case, the signature is
neither enveloping (signature is parent) nor enveloped (signature is child). Since a Signature
element (and its D attribute value/name) may co-exist or be combined with other elements (and
their IDs) within a single XML document, care should be taken in choosing names such that
there are no subsequent collisions that violate the ID uniqueness validity constraint [ XML].

D.3.5.3. XML Token

434. A security token represents the user's claims and it's used by the Authentication Service
for authenticate him. There are two kinds of security tokens:

* X.509 certificate
» SAML Assertion

435. In this document we discuss only the "SAML Assertion” in an additional point (not the
X.509 certification).
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436. Thefollowing XML example shows a SAML Token:

<5:Envelope xmins:5="...">&
<wsse:Security xmlns:wsse="...">
<saml:Assertion

MajorVersion="1"

MinorVersion="0"

AssertionlD="SecurityToken-ef375268"
Issuer="elliotwl"
Issuelnstant="2002-07-23T11:32:05.62146-07:00"

*xmins:saml="urn:oasis:names:tc:SAML:1.0:assertion">

< /saml:Assertion>
< /wsse:Security>
< /S:Header>
<5:Body>

</(5:Body>
<{5:Envelope>

Figure D.13. SAML Token

437. The following figure shows the three XML security methods code in a SOAP (XML)
Message.
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SOAP Message SOAP Message
Structure in XML Format
SOAP Envelope

SOAP Header

SOAP Body

Figure D.14. SOAP Security based on
XML Encryption & Signature & Token

D.3.54. XKMS: XML Key Management Specification

438. The XKM S specifies protocols for distributing and registering public keys, suitable for use
in conjunction with the proposed standard for XML Signatures [ XML-SIG] and an anticipated
companion standard for XML encryption. The XML Key Management Specification (XKMS)
comprisestwo parts—the XML Key Information Service Specification (X-KISS) and the XML
Key Registration Service Specification (X-KRSS):

* XML Key Information Service Specification (X-KISS): A protocol to support the delegation
by an application to a service of the processing of Key Information associated with an XML
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signature, XML encryption, or other public key. Itsfunctionsinclude the location of required
public keys and describing the binding of such keys to identification information.

* XML Key Registration Service Specification (X-KRSS): A protocol to support the registration
of akey pair by a key pair holder, with the intent that the key pair subsequently is usable
in conjunction with the XML Key Information Service Specification or higher level trust
assertion service such as XML Trust Assertion Service Specification (XTASS).

439. The underlying PKI may be based upon a different specification such as X.509/PKI X, SPKI
or PGP — proposal: X.509/PKIX.

440. Example for X-KISS:

441. The client is attempting to send an encrypted XML document and requires the public key
encryption parameters of the recipient.

Request:

<lLocate>
<Query>
<ds:Keylnfo>
<ds:KeyName=Alice Cryptographer</ds:KeyName:>
< [ds:Keylnfo>
</Query>
<Respond>
<string>KeyName < fstring>
<string>KeyValue < /string>
</Respond>
</Locate>

Response:

<LocateResult>
<Result>Success</Result>
<Answer>
<ds:Keylnfo>
<ds:KeyName=>Alice Cryptographer </ds:KeyName>
<ds:KeyValue>...</ds:KeyValue>
< [ds:Keylnfo>
</ Answer>
< fLocateResult>

Figure D.15. SOAP Security based on
XML Encryption & Signature & Token
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D.3.5.5. SAML: Security Assertion Markup Language/ SAML
Architecture

D.3.5.5.1. SAML: Security Assertion Markup Language

442. Security Assertion Markup Language (SAML) isan XML -based standard for exchanging
authentication and authorization data between security domains, that is between an identity
provider (a producer of assertions) and a service provider (a consumer of assertions). SAML is
aproduct of the OASIS Security Services Technical Committee.

443. The normal use case of SAML is support the Single Sign-On (SSO) issue, but SAML is
also used for Identity Federation. SSO represents the ability of a user to authenticate in one
domain and use resources in another domain WITHOUT re-authenticating. SAML isan XML
Framework for exchanging security information over the internet. It enables different security
services systemsto INTEROPERATE.

444. The core SAML specification defines the structure and content of both assertions and pro-
tocol messages used to transfer this information. The next Figure illustrates the relationship
between these basic SAML concepts.

445, SAML assertions carry statements about a principal that an asserting party claims to be
true. The valid structure and contents of an assertion are defined by the SAML assertion XML
schema. Assertions are usually created by an asserting party based on a request of some sort
from arelying party, although under certain circumstances, the assertions can be delivered to a
relying party in an unsolicited manner. SAML protocol messages are used to make the SAML-
defined requests and return appropriate responses. The structure and contents of these messages
are defined by the SAML-defined protocol XML schema.
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Profiles
Combinations of assertions, protocols,
and bindings to support a defined use case
(also attribute profiles)

Bindings Authentication Context
Mappings of SAML protocols Detailed data on types
onto standard messaging and and strengths of authentication

communication protocols

Protocols
Requests and responses for
obtaining assertions and doing
identity management

Metadata

Configuration data for
identity and service providers

Assertions
Authentication, attribute, and
entitlement information

Figure D.16. Basic SAML Concepts

446. An assertion is a claim made by someone about someone else. SAML assertions are struc-
tured as a series of statements about a subject: Authentication, Attribute, Authorization De-
cision, or by an own customized statements. SAML defines three kinds of statements that can
be carried within an assertion:

» Authentication statements: These are created by the party that successfully authenticated a
user. At aminimum, they describe the particular means used to authenticate the user and the
specific time at which the authentication took place.

* Attribute statements. These contain specific identifying attributes about the subject (for ex-
ample, that user "John Doe" has "Gold" card status).

» Authorization decision statements. These define something that the subject is entitled to do
(for example, whether "John Doe" is permitted to buy a specified item).

447. The following example shows a common portion Assertion:
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<saml:Assertion
xmlns:saml="urn:oasis:names:tc:;SAML:2.0:assertion”
Version="2.0"
Issuelnstant="2006-07-28T14:01:00Z">
<saml:Issuer>
www.emeffgee.com
</saml:lssuer>
<saml:Subject>
<saml:NamelD
Format="urn:oasis:names:tc:SAML: 1.1:nameid -
format:emailAddress">
J.Handy@emeffgee.com
< /saml:NamelD>
<({saml:5ubject>
<saml:Conditions
NotBefore="2006-07-28T14:00:05Z"
NotOnOrAfter="2006-07-28T14:05:05Z">
< /saml:Conditions >
... statements go here ...
< /saml:Assertion>

Figure D.17. Assertion

448. An assertion contains one or more statements and some common information that applies
to all contained statements or to the assertion asawhole. A SAML assertion istypicaly carried
between partiesin a SAML protocol response message, which itself must be transmitted using
some sort of transport or messaging protocol.

449. The next Figure shows a typical example of containment: a SAML assertion containing a

series of statements, the whole being contained within a SAML response, which itself iscarried
by some kind of protocol.
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lransport protocol

Transport protocol header

Transport protocol payload

HTTP response

SOAP envelope

Assertion

SOAP body

Authentication
statement

Other
statements

Protocol Messages Carried
by SOAP Over HTTP

Relationship of SAML Components

Figure D.18. Relationship of SAML Components and Protocol Container
450. The means by which lower-layer communication or messaging protocols (such asHTTP
or SOAP) are used to transport SAML protocol messages between participants is defined by
the SAML bindings.

451. SAML defines anumber of generalized request/response protocols:
 Authentication Request Protocol

» Single Logout Protocol

» Assertion Query and Request Protocol

* Artifact Resolution Protocol

» Name Identifier Management Protocol

» Name Identifier Mapping Protocol
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452. SAML profiles are defined to satisfy a particular business use case, for example the Web
Browser SSO profile. Profilestypically define constraints on the contents of SAML assertions,
protocols, and bindings in order to solve the business use case in an interoperable fashion.

D.3.5.5.2. SAML Architecture (Web Security Architecture)

453. The following figure shows the chain of an access to a Service or to a Resource and the
co-operation with the IT Security Services. The main SAML IT Security Services are:

Policy Enforcement Point (PEP): A Policy Enforcement Point (PEP) at the resource provider
formulates an authorization decision request (SAML or XACML) using the attributes and
other information in the security context. The PEP sends this request to a Policy Decision
Point.

Policy Decision Point (PDP): The Policy Decision Point (PDP) combines the information
in the request with policy obtained from a central policy store. The PDP renders an access
control decision, which is returned to the PEP.

Policy retrieval point (PRP): The component from which applicable policies may be re-
trieved. The communication protocol between PDP and PRP is XACML.

Policy Administration Point (PAP): A Policy Administration Point (PAP) maintains author-
ization policy in acentral location. The policy store is made available to the PRP for access
control decisions.

Poalicy Information Point (PIP): A Policy Information Point validates the specific attributes
that are used for authorization.
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Figure D.19. SAML Architecture (Overview)
454. The step sequence by an access of aclient is:

» 1. Login based on a certificate;

2. Before an access the user needs may be some keys, which he can get via the Public Key
Infrastructure using for example XKISS.

» 3. Service Consumer invokes a Service which was published earlier. The user (consumer)
sends a request (SOAP message) via the Middleware Service Broker to the Provider. The
SOA Middleware forwards the request to the PEP.

» 4. The PEP (Policy Enforcement Point) will capture the requirement for aservice and passthe
SAML onto the PDP for authentication and authorization validation of the obligation service.

» 5. The PDP receives the 'Authorization Decision Request’ and requests a 'Policy Query' to
the PRP. The PRP response with a'Policy Statement'.

* 6. In addition the PDP checks some more, the User, Resource, and/or Context Attributesvia
some additional 'Statement Services.

» 7. Based on the check results (Policy and Statements) the PDP decides the access (permit,
deny, not applicable or indeterminate).

8. The PEP receives the access result, triggers the logging and the flow contral.
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» 9. If all accessrequests are valid, the PEP forwards the user request to the provider.

» 10. The Service Provider supports the user request.

D.4. ENTERPRISE SERVICE BUS/MESSAGING SYSTEM
PROFILE

455. An Enterprise Messaging System (EMS) is a set of published Enterprise-wide standards
that allows sending of semantically precise messages between computer systems. EM S systems
promote loosely coupled architectures that allow changes in the formats of messages to have
minimum impact on message subscribers. EM S systems are facilitated by the use of XML mes-
saging, SOAP and Web services.

456. An Enterprise Service Bus (ESB) generally provides an abstraction layer on top of an
implementation of an enterprise messaging system, which allows integration architects to ex-
ploit the value of messaging without writing code. Contrary to the more classical enterprise ap-
plication integration (EAI) approach of a monalithic stack in a hub and spoke architecture, the
foundation of an enterprise service busis built of base functions broken up into their constituent
parts, with distributed deployment where needed, working in harmony as necessary.

457. The following figure shows a layer model for the "Enterprise Messaging System (EMYS) /
Enterprise Service Bus (ESB)" based on the chapter: "Web Service Fundamentals”.
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FigureD.20. ESB/ EMS Layer Model

458. Based on the Standards (signed in an ESB / EMS Profile) every Client and Server can be
integrated into the ESB system.

459. WS-l Basic Profilee

460. The WS-| Basic Profile V 1.0 specifies a set of usage scenarios and Web services standards
that can be used to integrate systems. It focuses on the core foundation technol ogies upon which
Web services are based. Basic Profile V1.0 was approved unanimously on July 22, 2003, by the
WS- board of directors and members.

461. The WS-I Basic Profile V1.0 — Profile Specification consists of the following non-propri-
etary Web services related specifications:

« SOAPV11
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« WSDL V1.1

 UDDI V2.0

* XML V1.0 (Second Edition)

* XML Schema Part 1: Structures

e XML Schema Part 2: Datatypes

» RFC2246: The Transport Layer Security Protocol Version V1.0
» RFC2459: Internet X.509 Public Key Infrastructure Certificate and CRL Profile
» RFC2616: HyperText Transfer Protocol V1.1

* RFC2818: HTTPover TLS

* RFC2965: HTTP State Management Mechanism

» The Secure Sockets Layer Protocol Version V3.0

462. UPDATE: A combined claim of conformance to the WS-l Basic Profile 1.1 and the
Simple SOAP Binding Profile 1.0 isroughly equivalent to a claim of conformance to the WS
| Basic Profile 1.0 plus published errata.

463. Additional there are many successful implementations of the basic Web services standards,
particularly SOAP and WSDL but many aspects of service interaction and integration are not
directly supported by those basic standards, such as security, transactional, delivery assurance,
and process modelling — for example WS-Security, WS-Trust, WS-Privacy, and WS-Policy. It
also accommodated existing security technologies such as Kerberos, XML Digital Signatures,
and XML Encryption.

464. Because of thisan "ESB / EMS Profile" proposal is defined on the next page.
465. ESB / EMS Profile proposal:

466. A proposal for an ESB / EM S Profile could be based on the WS- profiles:

* WS-| Web Service Basic Profile, v1.1:2nd ed. 2006

* WS- Simple SOAP Binding Profile v1.0:2004

467. With the following parts of the WS-I profiles:

» Simple Object Access Protocol (SOAP) 1.1

RFC2616: Hypertext Transfer Protocol —HTTP/1.1

RFC2965: HTTP State Management Mechanism

Extensible Markup Language (XML) 1.0 (Second Edition)
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* Namespacesin XML 1.0

* XML Schema Part 1: Structures

e XML Schema Part 2: Datatypes

* Web Services Description Language (WSDL) 1.1

« UDDI Version 2.04 APl Specification, Dated 19 July 2002

* UDDI Version 2.03 Data Structure Reference, Dated 19 July 2002
» UDDI Version 2 XML Schema

* RFC2818: HTTP Over TLS

» RFC2246: The TLS Protocol Version 1.0

» The SSL Protocol Version 3.0

» RFC2459: Internet X.509 Public Key Infrastructure Certificate and CRL Profile

468. And with the following additional partsincluded inthe ADaP-34 NISP-Vol2-v2 Draft, but
not in the WS- profiles:

* TCP(IETF STD 7:1981, RFC0793:1981 updated by RFC3168:2001)
» UDP (IETF STD 6:1980, RFCO0768:1980)

469. And with the following additional parts (not in the WS-1 profiles and not in the ADaP-34
NISP-Vol2-v2 Draft):

» XML Encryption Syntax and Processing (W3C Recommendation 10 December 2002)

* XML Signature Syntax and Processing Second Edition (W3C Recommendation 10 June
2008)

» Security Assertion Markup Language, SAML v1.1 (OASIS)
» XKMS: XML Key Management Specification (W3C Note 30 March 2001)

* XACML eXtensible Access Control Markup Language Version 2.0 (OASIS Standard, 1 Feb
2005)

D.5. APPENDIX: ESB REQUIREMENTSINA MILITARY EN-
VIRONMENT

470. This appendix describes an extract of some main requirements for an ESB in a military,
mainly tactical, environment.

471. Mobility and Availability of the ESB Infrastructure:
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472. One of the main requirements in the military sector is the mobility of a mobile client and
service. The service and the client change the location and the ESB must support that location
changes. Additional the ESB Infrastructure on the client and on the service must also be mobile.
Independent from the status of the ESB environment the user should work in worst case locally
on his equipment (using the local services).

473. Furthermore the ESB infrastructure must be on one site mobile and on the other site the
ESB infrastructure must be also redundant in case of breakdown. For example the SAML Ar-
chitecture (PEP, PDP, ...) and the PKI and the usage must be mobile and redundant. Therefore it
is necessary to provide areplication of the critical and important data of the ESB infrastructure.

474. The current implementation of the ESB infrastructure |ooks like amore static environment
with some redundancies.

475. Bandwidth in a Military Environment:

476. In a tactical, mobile environment low bandwidth is a major topic. Highly mobile milit-
ary networks use for example radio communication (VHF, UHF) or Tactical Data Links (Link
16/22, VMF, JREAP, ...), SATCOM, directed antenna systems etc.. Contrary to this require-
ment the current ESB environment requires a high bandwidth and is | P based.

477. That means due to the design of an ESB the communication system must be able to fulfil
its requirements. On one site some communication equipments must be improved like IP com-
munication viaradio, but on the other site the ESB design must take care about alow bandwidth
(data rate). One improvement on the ESB design could be the usage of "Binary XML".

478. Binary XML, or Binary Extensible Markup Language, refers to any specification which
defines the compact representation of XML in a binary format. How to involve Binary XML
into SOA/SOAP and/or into the ESB Infrastructure and into the Client/Service Architecture
(data model), isto analyze.

479. Remark: At the beginning it makes senseto start in an environment with higher bandwidth,
but by the design of the ESB and the target of the ESB should be to support networks based
on IP with lower bandwidth.

480. ESB Security in a Military Environment:

481. Because of the not included Security Standards, the security implementation in the ESBs
isn't uniform and also some features are not implemented. Additional in the military environ-
ment the requirements related to the Security is different and especially from the nations.

482. Related to this it is necessary to define a security standard into the ESB / EMS Profile.
Then based on this the implementation should be arranged in the ESB environment.

483. Online and Offline ESB Management:

484. In the military environment an ESB Management (including Service Management) is re-
quired. For exampleit is not only necessary to manage the access on a service at the first. Also
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due to the runtime of an operation between a client and service it could be necessary to change
the service profile — for example: role/priority based reduction or refusal of a service usage, or
changing of the setting of the QoS (Quality of Service agreement).

485. Furthermore a flexible and mobile management and monitoring of the ESB Infrastructure
together with the service provider is required.

486. Interoperability: Non-interoperable ESB implementations

487. Currently a lot of implementations for an ESB exist like SOPERA, WebSphere, OR-
ACEL ESB (BPEL), Software-AG ESB. Every ESB implementation contains an own frame-
work which should be included on the client and server application. In the most ESB imple-
mentations the Client/ESB interface and the Service/ESB interface is proprietary. That means,
it isn't possible to contact with a Service or Client based on the ESB "A" implementation the
ESB "B". Thisis only possible in this case, if the Client/ESB interface and the Service/ESB
interface are implemented based on standards (for based on an ESB / EM S Profile).

488. Currently alot of different ESB implementations exist and the current aim (workaround /
first step) isto enable federation of two or more ESB architectures that conform to the common
specification for ESBs. The Appendix chapter 6 explains an example of a Federated ESB Ref-
erence Architecture.

D.6. APPENDIX: FEDERATED ESB REFERENCE ARCHI -
TECTURE

489. The following chapter is based on the document "ESB Interop Spec for Federation” from
MoD UK, EDS, IBM and ORACLE (aproposal for federated ESB for ESBs based on different
technology).

490. The ESB is an architectural component which provides a set of services (or capabilities).
The component itself exposesaset of serviceswhich are characterised by aprotocol, one or more
addresses and specifics ways of handling invocations, such as security. It also uses a set of ports
to integrate with service providers (such as application functions). The capabilities provided by
the ESB may include message format transformation and protocol conversion, and it offers a
number of interactions styles including request-response and publish-subscribe.

491. Currently existsalot of different ESB implementations and the aim isto enable federation
of two or more ESB architectures that conform to the common specification for ESBs.

492. The following list of high-level requirements has been used to give an overview for the
(Federated) ESB Reference Architecture:

* It should be transparent to Service Consumers and Providers where the services they invoke
are being delivered from (i.e. from which ESB).

» Services can be exposed for either internal or external consumption. Service Consumers ex-
ternal to an ESB will not have access to that ESB's internal Service Providers.
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» Every message which emanates from a service should beidentifiable and traceable back to its
origin viaaUUID. A component of thisUUID is an identifier assigned to the domain when
It joins the federation. (Alternatively time to live may need to be applied, so when set to O
the message is private.) This prevents infinite loops.

» ESBs must provide a mechanism for authenticating Service Consumers and for controlling
their access to the services the ESB exposes externally.

» ESBs must provide afacility for managing and publishing up-to-date service end-points for
the services governed within the immediate zone and must be capabl e of storing service end-
points for services offered by other governance zones.

» ESBs should audit the processing of a service that it offers and make available the audit
records captured, upon request from the Service Consumer that invoked the service.

» Exceptions trapped by services invoked must be handled in a consistent manner across all
ESBs within a federation. Whilst each ESB may implement exception handling differently,
they must report errors to the Service Consumers following an agreed format and reporting
mechanism.

External External
Service Service
Provider { Consumer /
ESB ESB

Internal Internal Service
Service Service Mana-
Consumer Provider gement

Internal Internal
Service Service

Consumer Provider

CAdapter Framewoﬂc)

End-PoIntj[ End-PaIntj [End—PﬂIntj[ Interface ] [ nd-PuIntj [ Interface j [ Interface j

ESB Gateway Enterprise Service Bus Service

Registry
[ Utility Services ] [)rchestraton Englne}

Figure D.21. Federation ESB Architecture Overview
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493. The diagram above provides alogical overview of the subsystems that have been used to
provide a Service Oriented Infrastructure for delivery of Service Orientated applications.
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494. The ESB Gateway acts as aproxy to provide controlled accessto the ESB. A principa use
of the ESB Gateway is to expose services in a consistent manner across al governance zones.
This node alows generic actions to be defined and performed on all calls to services such as
logging, auditing, monitoring, security, and threat protection.

Extarral Service Extarral Service
Prosd der # Corezarmer £
Senvice Bus Sarvice Bus

' End-PcIrt N Enl:I-Pcurt ]
i |
T Odbound “Irbound o
M ] M ]
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' Partner E Service
| Pl.th_ansaiu.:\n / El
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Figure D.22. ESB Gateway

495. The ESB Gateway provides the single-point of control for federated service invocations,
that either originate with alocal Service Consumer call to a remote service (service hosted on
external ESB) or aremote Service Consumer call to alocal Service Provider.

496. Local Service Providers and Service Consumers are shielded from the federated ESBs
(their consumers and providers) by the ESB Gateway, which separates all aspects of external
ESB interoperability from how services are provided and consumed locally.

497. ESBs are federated on the basis that each of the zone's ESBs is autonomous, and yet they
al have knowledge of the wider enterprise-level services. The next figure shows atopology for
federated ESBsin which any consumer can call servicesin any zone without necessarily having
set up the communication paths in advance.
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Figure D.23. Federated ESB

D.7. LIST OF ABBREVIATIONS

Abbreviation [tem

AP Application Programming Interface
EMS Enterprise Messaging System
ESB Enterprise Service Bus

HTML Hyper Text Markup Language
HTTP Hyper Text Transfer Protocol
IP Internet Protocol

IT Information Technology

MS Java Message Service

MoD Ministry of Defence

(O Open System I nterconnection
PAP Policy Administration Point
PDP Policy Decision Point

PEP Policy Enforcement Point
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Abbreviation [tem

PIP Policy Information Point

PKI Public Key Infrastructure

SAML Security Assertion Markup Language
SATCOM Satellite Communication System

SSO Single Sign-On

SOA Service Oriented Architecture

SOAP Simple Object Access Protocol

TCP Transport Control Protocol

TLS Transport Layer Security

uUDDI Universal Description Discovery and Integration
UDP User Datagram Service Protocol

UHF Ultra High Frequency

URL Uniform Resource L ocator

VHF Very High Frequency

WSDL Web Service Description Language

WS Web Service Interoperability

XACML eXtensible Access Control Markup Language
XKMS XML Key Management Specification

XML eXtensibke Markup Language

X-KISS XML Key Information Service Specification
X-KRSS XML Key Registration Service Specification

TableD.1. Acronyms
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E. GUIDELINESUSING DESIGN RULESIN NATO NEC
FEDERATED ENVIRONMENT

Summary

498. This guideline document describes a concept and model for how knowledge of proven
solutions can be documented and packaged in order to form a shared basis for supporting the
development and the implementation of NNEC based systems for NATO.

E.1. INTRODUCTION

499. This document introduces the concept of design rules by describing what design rules are
and how they shall be applied in aNATO Network Enabled Capabilities context.

500. Design rules are about reusing knowledge of proven solutions for reoccurring problems.
Reuse of solutionsthat give NNEC-specific characteristicsis particularly important. These solu-
tions should solve frequent and/or difficult problems, promote important system characteristics
and/or improve the quality of the resulting product in a cost effective way.

501. A design rule consists mainly of the following three parts:
» Context; describes under what circumstances the design ruleisvalid
 Problem/Opportunity; is a description of the problem it solves or the opportunity it exploits.

» Solution; is adescription how the problem/opportunity shall/should be resolved in the given
context

502. Design rules can give solutions on al levels, but it is anticipated that the produced design
rules mainly takes care of the higher system levels (relating to the breakdown patterns in a
system design) in order to avoid acumbersome number of rules. If possible design rules shall be
based on standards and/or NISP/NAF and will preferably be associated with as concept (generic
concept of design).

503. The introduction of design rules in the NISP will also need to be integrated with other
design related artefacts and frameworks within NATO such asthe NATO Architectural Frame-
work (NAF).

E.2. GENERAL
E.2.1. Target Group

E.2.2. Definitions, Abbreviations and Acronyms

Acronym |Explanation Reference Definition

DR Design Rule NOSWG A standardized, reusable solution to a
design problem in a specific context within
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Acronym

Explanation

Reference

Definition

a problem space that provides value to the
user.

Note: There are four (4) types of design
rules:

a. A development method that supportsthe
life cycle perspective;

b. A defined structure that supports de-
scriptions of complex relations;

C. A detailed description of suggested tech-
nical solutions;

d. A proven and reusable solution for agen-
eric problem.

DRP

Design Rule

Package

NOSWG

A specific set of design rulesthat makeup a
solution package within a defined problem
area.

SIOP

service interoper-
ability point

EAPC(AC/322)D
REV1

200@¥e08%e point within an architecture
where one or more service interfaces are
physicaly or logically instantiated to allow
systems delivering the same service using
different protocols to interoperate.

Note: A service interoperability point
serves as the focal point for service in-
teroperability between interconnected sys-
tems, and may be logically located at any
level within the components, and its de-
tailed technical specification is contained
within a service interface profile.

SIP

service interface
profile

EAPC(AC/322)D
REV1

2068)0068ri butes that specifiesthe charac-
teristics of a service interface between in-
teroperable systemsin the Networking and
Information Infrastructure.

Note: A service interface profile is identi-
fied at a service interoperability point inan
architecture system view.

-132 -



NISP Volume 6 ADatP-34(D)

E.2.3. References

Refer enced documents
[1] C. Alexander et a. 1997 A Pattern Language, Oxford University Press, New Y ork,

[2] E. Gamma, R. Helm, J. Vlissides 1995. Design Patterns: Elements of Reusable Object-Ori-
ented Software. Reading, MA: Addison-Wesley

[3] F. Buschmann, R. Meunier, H. Rohnert, P. Sommerlad and M. Stal. 1996. Pattern-Oriented
Software Architecture, A System of Patterns. New Y ork: John Wiley and Sons

[4] Designrules, in the commercial world. David B. Kim Clark

E.3. BACKGROUND

504. Packaging knowledge into something reusable is nothing new in the software engineer-
ing field of science. AlImost ten years ago a book was published that made a huge impact on
how software engineers look upon packaging and sharing knowledge of proven solutions. The
Design Pattern-book gave the engineers atool not only on how to describe, formalize, package
and distribute their knowledge and experience but also atool on how to discuss different pos-
sible solution alternativesto a specific problem. It enables efficiency in both the communication
and the implementation of software design, based upon a common vocabulary and reference.

505. Thedesign pattern concept described in thisbook wasnot an original ideabut the adaptation
of the ideas from abuilding architect, Dr Christopher Alexander, who wrote a book on patterns
found when categorizing floor plans, buildings, neighbourhoods, town, cities, etc. In that book
Alexander writes:

506. “ Each pattern is a three-part rule, which expresses a relation between a certain context, a
problem, and a solution.”

507. Thisisthe central thing about being able to package our knowledge and experience. It is
not enough to describe a solution. To make a solution useful you also haveto state what problem
the solution solves or what opportunity that the solution makes possible aswell asthe context in
which the problem/opportunity — solution pair is valid. For instance, the optimal solution to the
problem on how to enter and exit a building will be very different in the context of a building
situated in Stockholm or somewhere in the arctic.

508. The design patterns from the Design Pattern-book are the type of patternsthat have become
most widely known. These patterns solve problems or makes opportunities possible at aanalysis
or design level of abstraction. However, this is not the only level of abstraction covered by
patterns. 1996 animportant piece of work regarding patternswas published dealing with patterns
on an architectural level of abstraction. Thisbook identified patternsfor system architecture at a
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higher level than the original design patterns. The patterns relate to the macro-design of system
components such as operating systems or network stacks.

509. After this, patterns of higher and higher level of abstraction have been published, some-
times, but not very often, also on lower levels. A specific level of interest to us is the system
level-of abstraction. System-level patterns identify and describe the overall structure and inter-
actionsthat can occur between components of a system. Furthermore, Enterprise-level patterns
are possible, showing how to efficiently organise ones enterprise and what type of services to
offer toitsclients.

510. Consequently, mechanisms similar to the design rules described in thisguideline have been
used in different contexts and at different levels of abstraction. In many cases they have been
quite popular and proven practical. Thus, it can be assumed that the design rule concept can be
an efficient means to provide reuse of knowledge within the future development of the NNEC.

E.4. DESIGN RULESSUMMARY

E.4.1. Introduction to design rules

511. Design rules are about reusing knowledge of proven solutions for reoccurring problems.
Reuse of solutionsthat give NNEC-specific characteristicsis particularly important. These solu-
tions should solve frequent and/or difficult problems, promote important system characteristics
and/or improve the quality of the resulting product in a cost effective way.

512. Design rules consist mainly of the following three parts:
» Context; describes under what circumstances the design ruleisvalid
 Problem/Opportunity; is a description of the problem it solves or the opportunity it exploits.

» Solution; is adescription how the problem/opportunity shall/should be resolved in the given
context

513. Design rules can give solutions on all levels, but it is anticipated that the produced design
rules mainly takes care of the higher system levels (relating to the breakdown patterns in a
system design) in order to avoid acumbersome number of rules. If possible design rules shall be
based on standards and/or NISP/NAF and will preferably be associated with as concept (generic
concept of design).

514. A design rule package is a mechanism for packaging of design rules (by reference) within
acertain domain or for a specific kind of system. The dependencies between design rules that
are part of adesign rule package shall be defined and minimized.

E.4.2. Benefits from using design rules

515. In today’ s knowledge oriented organizations it is very important to make sure that the
knowledge of people is preserved in the organization even if the people change positions or
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leave the company. Design rules are important tools to be able to aid the process of managing
this knowledge since they force documentation of knowledge in a structured way.

516. The use of design rules to document and package proven solutions is expected to speed
up development, and reduce cost and risk, by reusing knowledge on how to solve recurring
problems and by providing verified solutions to those problems.

517. Moreover, the use of design rules provide the means to coordinate development of differ-
ent federated systems in order to make them network enabled and facilitate the evolvement of
combined capabilities. Another important aspect is also that design rules aid organisations in
creating a common understanding of the problems and challenges they are facing.

E.4.3. Consequences of using design rules

518. In order for design rulesto have effect in an organization there must be aframework which
describes what design rules are and how they shall be used, i.e. this document. Design rules
will also affect the way solutions are described and must be an integral part of the architecture
description framework.

519. Another important thing to remember isthat design rules will affect the way we work, thus
putting new requirements on the processes and people within our organization.

E.5. DESIGN RULESIN A NATO NEC FEDERATED ENVIR-
ONMENT

520. This guideline document describes a concept and model for how knowledge of proven
solutionsin the form of design rules can be documented and packaged in order to form ashared
basis for the future development of NNEC based systems for NATO.

521. The processes in which design rules are identified, produced and used are not described
within this guideline.

E.5.1. Problems or opportunity description

522. In the development of large systems of systems or federated systems for the future needs
of the NATO there are several problems to be solved as well as opportunities to exploit. The
problems range from what methods to use for requirements capture and design to how to solve
detailed technical matters.

523. In order to be able to establish a set of building blocks that can be used to meet the needs
of the future NNEC, design regulations are absolutely essential if the building blocks shall be
possible to be used together and combined in different ways, from atechnical as well as from
a business point of view.

524. Design regulationsin this context are the descriptive or normative regulation work neces-
sary for NATO nations to be able to implement, configure and use systems in a federated en-
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vironment. Thisincludes not only technical and business design, but also the ability to manage
and maintain these regulations to be able to provide the NATO nations with flexible component
based systems.

525. Moreover, there is a strong incentive to endorse reuse of proven solutions or implementa-
tions and thus get a more cost-effective solution. The overall quality is also expected to benefit
from thiskind of reuse.

526. In this document we will focus on the model for design rules, and the patterns for setting
up the SIOP and SIP:s between federations, this in order to be able to exchange information
services between parties.

527. Design rules patterns and knowledge for supporting NATO Nations in designing NNEC
compliant components and services can aso be retrieved from different Nations repositories
as reference architectures, Sweden Design rules (releasable to NATO) will be included as one
of the Partner nations reference architecture as recommended and proven patterns in order to
achieve NNEC interoperability.

E.5.2. Solution

E.5.2.1. Design rulesin the NNEC context

528. Design rules are about reusing knowledge of proven solutions. In the context of NNEC
we are especialy interested in reuse of solutions that provide typical NNEC characteristics. In
addition to this, the use of design rules aim at making the development of NNEC more cost-
effective and improve the quality in the resulting products.

529. As mentioned before, a design rule is in the most general description a three-part rule,
which expresses arel ation between a certain context, aproblem or an opportunity and asolution.

530. Different design rules may be in conflict with each other, e.g. in that the solution of one
design rule can be incompatible with the solution of the other.

531. Moreover, design rules can be singular or aggregates meaning that it either is an atomic
rule or an aggregate of rulesthat together constitute the rule. The aggregate may includeruleson
how to combine the possibly conflicting aggregated rules in order to generate a rule according
to the current priorities.

532. Design rules may be implemented for solutions on different levels. There may be design
rules for specific technical design problems or rules, how to handle amajor business opportun-
ities. It is however anticipated that the majority of design rules valid for an NNEC-system will
be focused on the higher levels.

533. Design rules can be used in order to meet functional as well as non-functional needs of
the system of interest. It should be clear from al design rules which problem or opportunity it
IS supposed to solve.
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E.5.2.2. General guidance for using design rules
534. The prime prerequisites for implementing adesign rule are:

» Theuse of the design rule shall make the resulting design “NNEC-compliant”, i.e. the design
rules shall provide essential NNEC-characteristics such asflexibility, interoperability, secur-
ity and usability

* A designrule shal provide a solution to frequently shown problems, to enable reuse of solu-
tions or implementations and thus get a more cost-effective solution.

* A designrule shall provide a solution to difficult problems, or explore an opportunity, i.e. be
apart of the corporate or federated memory

* A design rule shall improve the quality of the resulting product relative a product solution
not using the design rule.

535. At least one of the mentioned prerequisites should be fulfilled. There may of course be
other valid prerequisites, which will be assessed and used to initiate the design of adesign rule.

536. Design rules shall consist of either atomic rules or aggregates of rules that together shall
constitute the rule. The aggregate may include rules on how to combine the possibly conflicting
rulesin order to generate a rule according to the priorities.

537. Anatomic design rule must not contain solutionsfor morethan one subject area, e.g. mixing
of business and technical subjects shall be avoided. Detailed technical rules shall in the same
way be separated from rules of information or logical nature.

538. Design rules shall where applicable be based on concepts and rulesin an extended NATO
Architecture Framework.

539. A design rule shall not be of too low granularity or tootrivial in order to avoid an explosion
in the number produced of design rules. To achieve the approved mandatory validity, a design
rule shall specify the way to solve the problem it isintended for. Rules that can be expressed in
single sentences are collected in general sectionsin the design rule solution part.

540. Great efforts shall be made to ensure that the design ruleis maintainable. Thisis primarily

achieved by limiting the problem areathat the design ruleis intended for. More complex prob-
lems or opportunities shall be supported by aggregates of rules.
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E.5.2.3. Design rule model
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. Version: int
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Figure E.1. Design rule model
541. The design rule product consists of:

» The basic design rule which, as already described, is a three part rule consisting of context,
problem and solution. This shall also be complemented with one or more rejected solutions,
I.e. solutions which shall not be used.

» Ananalysisand motivation why the solution fits the problem in the given context. Thisneeds
to belinked to direct business benefits such as cost savings or increased efficacy in operations.

» A description of the consequences from the proposed solution which is used to create an
understanding at what cost the solution comes. This could include financial impacts, but also
how people, processes or technology needs to be adjusted in order to achieve the solution.
When describing the consequences from a design rule solution the impact on (at least) the
following areas should always be considered:

e Security

* Interoperability
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* Cost

Usability

Flexibility and

Procedures

 Verification information which explains how the application of the rule can be verified.
542. A template for design rules, including guidelines, is defined in a separate document.

543. A design rule product is like Standards in the NISP related to near, mid and far term. A
designrule can also exist in different versions with different status. The status of the designrule
indicates which state of development the designruleisin.

» Candidates

* Approved

» Disposed

544. The solution described in adesign rule may refer to other design rulesto form an aggregate
design rule. This may be the case for instance in adesign rule describing a configuration to use
in aspecific context or for a specific type of system. If so, the validity of the referenced design
rule within the current context shall be stated.

545. Each design ruleis configured in one, and only one, Design Rule Package.
546. The status of adesign rule indicates in which state of development it is.

547.Validity of adesignruleisonly used when referring ase.g. to form aggregates. The validity
labels that can be used are defined in the table below.

Validity Description

Mandatory The rule shall be treated as a norm and is mandatory to use.

Optional The rule gives good design principles and is recommended for use.

Candidate Theruleis planned for future use in this context. The design rule exist but
is not appropriate to use due to reasons like cost, compatibility etc.

Table E.1. Rulevalidities

548. The lifecycle for a design rule must be coordinated with profiles and standards in the
manner, following the NOSWG NISP model
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E.5.2.4. Packaging of Rules (Rule Package)

549. Design rules are configured in packages named DRP, Design Rule Package. A DRP may
also configure other DRPs, thus creating a hierarchy of packages. A design rule or DRP belongs
to one, and only one, DRP.

550. DRPs are defined so that each DRP-structure coversrulesthat are specific to one particular
domain defined for a specific subject area of norms.

551. Dependencies between DRPs shall be defined, and the dependencies shall be minimized.
Circular dependencies must not exist. The visibility of design rules configured by aDRP may in
addition be limited to the DRP only; default is however that only the DRP exposes the external
visibility for adesign rule.

552. No design rule shall be part of more than one DRP, if necessary cross-references between
DRPs according to the rules for dependencies between DRPs shall be used. Common design
rules must for this reason be alocated to higher levelsin a DRP hierarchy.

E.5.3. Consequences

553. If the design rule concept is going to be successfully implemented, it isimportant to under-
stand how they impact the other frameworks and processes used in design. These frameworks
and processes also have to be adjusted so it becomes clear asto what is documented where and
when.

E.5.3.1. Standardswith the use of design rules

554, Standards is often about WHAT but not always about HOW. A vast number of standards
are applicablefor NNEC, what are applied where, how and together with what, does not always
mean that complex system will work. In order to support profiling development when using
NISP, Designrulesis adopted by NATO as a complementary set of toolsfor :

» Helping to choose the right standard
» How to apply the standard on a specific problem
» Understanding the relations between different standards

o Applicability in different domains

Helping with best practice and good pattersin order to speed up the development of a profile.

E.5.3.2. Profiling with the use of NAF and Standards and
Designrulesin the NI SP

555. Therelations between the NISP and NAF objectsinfocus. The following picture showsthe
relations between the NISP objects Profile, Standards and Designrules. For more information
about Profile guidance document.
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OBJECTIVES

Profile configuration Profile description

support support
ACTOR
PROFILE ARCHITECTUR
NISP v4 NAF v3
DESIGNRULES

MISSION

STANDARDS CAPABILITIES

Figure E.2. Releationship between NI SP
obj ects Profiles, standards and Designrules

E.6. REFERENCE ARCHITECTURE - NATIONAL DESIGN
RULES

E.6.1. The Swedish Design rules contributions

FMLS Architecture Framework Designrules
LT90 P05-0486 Executive Summary 1.0

Leif Nyberg, JV Network Based Defence, Framework Service Description LT1K P04-0320
Version 7.0 December 2006.

LT1K P05-0074 Overarching Architecture 4.0

LT1K P05-0075 Systems Engineering Vision FMLS 2010 5.0

LT1K P05-0026 - SOA for NBD Principles 3.0

LT1K P05-0507 Architecture Description Framework 2.0

LT1K P06-0025 Integrated Dictionary for FMLS 2010 Technical Systemsrev 1.0
FMLS Generic Designrules

LT1K P04-0438 Definition of service Service Registry 3.0

- 141 -



ADatP-34(D) NISP Volume 6

LT1K P05-0235 Definition of service User Registry 2.0

LT1K P05-0446 NERE metadata specs for tech and softw syst 2.0
LT1K P06-0036 SD Provide Report 2.0

LT1K P06-0039 SD Access COP Information 2.0

LT1K P06-0061 Definition of Service SW and Data Distribution 1.0
LT1K P06-0064 Definition of Service Configuration 1.0

LT1K P06-0102 Definition of Service GetRevocation 1.0

LT1K P06-0269 Definition of Service TimeStamp 1.0

LT1K P06-0272 Definition of Service ComBroker 1.0

LT1K P06-0298 D3C 1.0

LT1K PO5-0034 Infrastructure Overview 3.0

LT1K P05-0236 Definition of service Organization Registry 2.0
LT1K P05-0557 Design Target Architecture NERE 2.0

LT1K P06-0037 SD Process intelligence 2.0

LT1K P06-0059 Definition of Service Policy 1.0

LT1K P06-0062 Definition of Service Action 1.0

LT1K P06-0091 COPS Information model 1.0

LT1K P06-0134 Definition of Service DNS 1.0

LT1K P06-0270 Definition of Service AccessControl 1.0

LT1K P06-0274 Definition of API data validation 1.0

LT1K P05-0035 Communication Infrastructure Overview 4.0
LT1K P05-0443 NCES Reference Architecture 2.0

LT1K P06-0035 SD Provide Streaming Data 2.0

LT1K P06-0038 SD Support COPS 2.0

LT1K P06-0060 Definition of Service Log 1.0
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LT1K P06-0063 Definition of Service Monitoring 1.0

LT1K P06-0095 NCES Management Information and Data models 1.0
LT1K P06-0145 Design Overview 1.0

LT1K P06-0271 Definition of Service NereRegistryAdmin 1.0

LT1K P06-0279 Definition of Service Network Time synchronization 1.0
FMLS Technical Designrules

LT1K P05-0217 - DR Data Incest Prevention 2.0

LT1K P06-0049 DR Risk management 2.0

LT1K P06-0106 Design Rule Mobility 2.0

LT1K P06-0350 DRP Flexihility 1.0

LT1K P05-0547 - DRP Common Operational Picture 2.0

LT1K P06-0050 DR Flexibility 2.0

LT1K P06-0108 DR security aspects of information 1.0

LT1K P06-0351 DRP Interoperability 1.0

LT1K P06-0008 Design Rule Legacy Integration 1.0

LT1K P06-0051 DR Interoperability 2.0

LT1K P06-0321 DR Scalability 1.0

LT1K P06-0352 DRP Security 1.0

E.6.2. Nation X ...
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F.INTERNATIONAL MILITARY INTEROPERABILITY FOR
INFORMATION EXCHANGE IN THE NNEC CONTEXT

Summary

556. This design rule describes how military organisations can develop and implement the abil-
ity to exchange information and services with military organizations from other nations to be-
come interoperable. It touches on, but does not fully address the problems related to organiza-
tiona structures and behaviour when multiple organisations collaborate in a federative manor
inamission.

F.1. GENERAL

F.1.1. Unique I dentity

557. [Anidentifier that uniquely identifies the design rule. (Product ID)]

F.1.2. Target Group

558. Thisdesign ruletargets any military organization that plan or foreseethat it will participate
in a mission where exchange of information and services with other military organizations is
vital.

559. Within these organizations, the intended users are requirement analysts, architects and
high-level designers of NNEC compliant systems.

560. This document defines patterns for enabling information exchange between partiesin fed-
erations, and is to be used by architects designing SIOPs and SIPs according to NISP and the
NATO C3 System Architecture Framework [6].

F.1.3. Definitions and abbr eviations

CIA Confidentiality, Integrity and Availability. Aspects which are to be con-
sidered when performing security analysis.

COl Community Of Interest.

Designrule A standardized, reusable solution to a design problem in a specific context
within a problem space that provides value to the user.

ESB Enterprise Service Bus. An ESB refers to a software architecture construct,

implemented by technologiesfound in acategory of middleware infrastruc-
ture products usually based on Web services standards that provides found-
ational servicesfor more complex service-oriented architectures.

I[EAT A concept for Information Exchange Architecture and Technology de-
veloped within the frame of Multinational Experiment 5 with Sweden as
lead nation.
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IEG Information Exchange Gateway. A technical systemwhichisused to protect
information assets. IEG are described in the IEG concept [10].

IEM AnInformation Exchange Model (IEM) isaspecification of theinformation
which is exchanged between operational nodes. IEMs are used when decid-
ing which information objects are to be exchanged in service interactions.

IER Information Exchange Requirement, a specification of the required inform-
ation exchanged between operational nodes which are described in an ar-
chitecture.

IES Information Exchange Service, apart of an |IEG.

Information Zone

Information Zones is a concept identified and defined [11] to achieve con-
fidentiality with high assurance, for a gathering of information within a
defined perimeter, and interactionsto its surrounding with anumber of ser-
vices and nodes inside the zone.

IPS Information Protection Service, a part of an IEG.

NAF NATO Architectural Framework.

NEC Network Enabled Capabilities.

NNEC NATO Network Enabled Capabilities.

NISP NATO Interoperability Standards and Profiles[8].

NPS Node Protection Service, apart of an IEG.

Operation An operation where actors from multiple national system istasked in afed-
eration of system.

Service In this context a technical mechanism which allows access to one or more
capabilitiesin order to enable service interaction.

SIOP Service Interoperability Point. A reference point within an architecture
where one or more serviceinterfaces are physically or logically instantiated
to alow systems delivering the same service using different protocols to
interoperate [6].

SIP Service Interoperability Profile. A set of attributes that specifies the char-
acteristics of a service interface between interoperable systems in the Net-
working and Information Infrastructure. A SIPisidentified at aSIOPin an
architecture system view [6].

SOA Service Oriented Architecture. An architectural style which aims at aloose
coupling of services with operating systems, programming languages and
other technol ogies which underlie applications.
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F.2. DESIGN RULE

561. Thisdesignruleisdeveloped for usein NATO Interoperability Standards & Profiles(NISP)
version 4. It is based on experiences from the Swedish Network Based Defence initiative where
it extends the design rule for Interoperability [2] and the IEAT concept developed within the
frame of Multinational Experiment 5[3]. The design rule also considers the NATO Information
Exchange Gateway (IEG) concept[10].

562. The design rule is applicable for collaborative federations in the coming 2-6 years which
means that it covers both existing systems which won't be replaced as well as new systems
which are devel oped and implemented during this time period.

563. The technical scope for the design rule is the highlighted areas of Figure F.1. The design
rule does not describe how to achieve interoperability on the Transport/Network level. Further-
more, it does not cover interoperability on the Community of Interest level. However, when
design rules for these levels are created, this design rule will be used as the basis for enabling
information exchange via services.
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Figure F.1. Smplified NNEC Technical
Services framework with design rule scope

F.2.1. Context

F.2.1.1. Introduction

564. The design rule should be used when thereis aneed for severa different military actorsto
cooperate in afederative manor in order to solve acommon mission. The key capabilities that
this design rule will help enable are:

 Collaborative planning between multiple actorsin afederation
* Collaborative synchronization of execution between multiple actorsin afederation
 Collaborative assessment between multiple actors in afederation

565. The design rule does not address the operational activities needed to achieve the above
capabilities, nor doesit address the Community Of Interest (COI) technical serviceswhich sup-
ports these activities. Instead the design rule describes a set of principles, technologies and
activities needed to create a technical platform which enables information exchange between
the actors and can act as a foundation for the COI specific technical services when these are to
be devel oped and deployed.

566. Since the design rule captures knowledge from previous experiences in this area it can
save time and money for the involved actors. If the design rule is applied when defining the
profilefor such amission, lesstime will be spent on getting to agreement on which services and
underpinning technologies shall be used in the mission.

567. Many of the activities and technologies described in this design rule can also be ap-
plied when exchanging information and services with other actors than military organizations.
However, there are specific aspects of collaborating with this type of organizations which are
not covered by thisdesign rule.
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568. A suitable definition of interoperability in this design rule context (i.e. technical context)
Is: The ability of technical systems and/or organizations using technical systems to operate to-
gether by making (necessary) data & information and/or services produced by one system or
organization available to the others, in an agreed format.

F.2.1.2. ThelInternational Military Federation

569. There are many challenges that have to be overcome in order to make collaborative work
and knowledge sharing among the actors in an operation successful. In Section F.2.3 of this
design rule mainly addresses the technical aspects of the establishment of federation in which
collaborating actors can exchange information. However, organizational, process and legisla-
tion aspects must be covered to some extent since all of these needs to be harmonized in order
to make the collaboration effective. Therefore, a number of non-technical issues are described
in Section F.2.2.

570. The federation, depicted in Figure F.2, is where the collaborating actors provide services
which the other actors can consume. To create afederation, the actors need to create afederation
agreement which defines the rules of the federation, such as which data formats, information
classifications should be used. Rules regarding information ownership and service levels (in-
cluding quality of service) are aso included in the federation agreement.

571. Collaboration in multilateral operations has previously been based on bi-lateral agreements
between al participants, but in order to achieve the speed and flexibility needed today, thereis
aneed to establish a baseline federation agreement which can be used as a starting point when
creating new missions.

572. Actors which participate in the federation connect networks and systems within their re-
sponsibility (i.e. domain) to other actorsin order to be able to exchange information. To protect
theinternal information and control which information is being exchanged one or more Inform-
ation Exchange Gateways (IEG) are stood up between the federation and the actors’ network. In
the|EG, oneor moreserviceinterfacesare physically instantiated. Thisisreferredto asa Service
Interoperability Point (SIOP) according to the NATO C3 System Architecture Framework [6].

573. Within an actor’ s domain there can be one or more networks where information is stored.
The decision which internal networks shall be connected is taken by each actor (Federation
member) independently of the other actors. In Figure F.2 two example networks are depicted,
one federation network which holdsinformation only relevant to the federation and onewhichis
the actors' internal network. In this case, the IEG handles information exchange between these
two networks as well as information exchange with other actors IEGs.
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Figure F.2. Federation Overview

574. Theremainder of the design rule describes the challenges the actors face and how they can
cooperate in order to create a federation to exchange information in a secure manor.

F.2.1.3. Related design rule areas

575. Interoperability is closely linked to the following other design rule areas:

576. Flexibility: The requirements on interoperability will change over time. Also, in some
situations, very limited time will be available for making the necessary modifications of the
system in order to fulfil the new requirements. This means that the organization, security and
technical systems need to be very flexible with respect to configuration and modifiability in
order to be able to adapt to changing and extended interoperability requirements. For more
information, refer to [4].

577. Information security: With interoperability follows information security risks that must
be handled. The connection of external systems must be done in such a way that the informa-
tion security of each nation or organisation is not compromised. However information security
mechanisms cannot be allowed to be static. In each specific case the need to protect information
must be balanced against the possible consequences from not sharing the information. Thethree
aspects of security; confidentiality integrity and availability, must all be considered.
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F.2.2. Problem

578. There are several challengesto the effort of creating afederation for collaboration between
military partners, both related to technology, but also related to how organizations, humans and
legislation systems work.

579. This chapter summarizes the basic requirements for the federation and identifies the chal-
lenges which must be overcome in order to establish the federation. The issues identified for
these challenges are given an answer to in Section F.2.3.

Basic requirementsfor information exchange

580. Theintent of thissectionisto identify afew of the most elementary (information exchange)
requirements which are set on al international military federations. Thisis not a complete list,
but these requirements acts as a driver for identifying the basic set of technologies needed in
afederation.

[IER 1] People from the different organisational actors SHALL be able to communicate
with each other using voice or text communication.

[IER 2] It SHALL be possible to discover and retrieve information (i.e. search) provided
to the federation by different actors.

Challenges based on inter national agreements and regulations

581. Information and services exchange between nations and organisations (e.g. unclassified,
restricted, secret and top secret classification) is based on government agreement between na-
tions and organisations. Qualified information and services exchange can only take placeif such
agreement exists. To achieve this agreement is alengthy process that often takes many months
tofinalize. It hasal so been proven complicated to negotiate and sign such an agreement between
more than two nations and organisations at a time (multilateral). Nations are willing to share
more information and services with some parties and less with others. This creates complicated
situations during multilateral operations.

[Issue 1] How can a common, agreed description for analyzing and describing interna-
tional military interoperability be created?

Challenges based on national law, national integrity and regulations

582. Differing laws, rules and regulations together with different cultures regarding information
sharing are likely to impact willingness to share information and slow down process of getting
agreements on what to share.

583. Parties participating in a multilateral operation are likely to have different requirements
and prioritieswhich will imply different scope and granularity of information exchange for each
party. The parties will be required to protect their national integrity while sharing information
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with the other parties. By this, it islikely that the parties wish to get access to more information
and services than they are willing to provide themselves. It is also so that the parties will need
to limit the possibilities for othersto control how and what information is provided.

[Issue 2] How can the impact of national laws and regulations in coming to agreement
of what information to share be minimized in order to support the requirements
of flexibility and ability to change?

[Issue 3] How can parties participating in a multilateral operation protect their national
integrity by using mechanisms to protect internal information and be able to
control what information is released to others?

[Issue 4] How can the parties in a multilateral operation jointly come to agreement of
what information shall be exchanged, how it shall be exchanged and how it shall
be handled by receiving parties?

Challenges based on inter pretation of information content

584. Semantic differences, i.e. differences in languages and the meaning of words and expres-
sions, are likely to be an issue when exchanging information. If the collaborating parties cannot
understand the information being communicated, the information will not be of any use and the
trust of accessible information will be challenged. There is a need for the parties to eventually
meet in a combined opinion, acommon and agreed set of descriptionsin order to reach wanted
effects.

585. In order to solve the semantic challenge there is a need to understand the content of in-
formation and services exchanged between different systems/actors to be able to come to an
agreement of the meaning of the information. However, the increasing requirements of the abil-
ity to rapidly change directions of the flow of information, aswell as the actual content, means
that the work with defining models and requirements for information exchange must be done
continuously and during the whole lifecycle of an operation.

[Issue 5] How can the partiesin amultilateral operation agree on what information shall
be exchanged?
[Issue 6] How can differences in semantics and information models be handled in order

to minimize the risk of the parties not understanding each other?

[Issue 7] How can it be ensured that the work with understanding others semantics and
information modelsis donein all stages of the development lifecycle?

Challenges based on technical issues
586. Architecture and technical implementations of information systems will be different in

most of the cases. The complete technical system will probably not be homogenous, rather a
federation of heterogeneous systems and therefore hard to govern and manage.
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587. Agreeing on standards, formats and mechanisms for information exchange is a critical
success factor, however the sovereignty of the parties will increase the complexity of this task
since there is no governing organ that can make the decisions.

588. A common understanding and agreement on the architecture and design for the federation
is vital in order to succeed with agreeing on how information shall be exchanged. A major
challenge in this perspective is that the maturity of using architecture and design as governing
tools is likely to vary greatly among collaborating parties, thus slowing down the agreement
process.

589. Since each actor has huge amounts of data of various kinds within their internal networks
there is a need to have the means to organize and prioritize what to share. Also, when informa-
tion has been shared within the federation, there must be mechanisms to be able to verify the
authenticity, track usage of and prevent that the information is used by actors which are not
meant to useit.

[Issue 8] Which architecture can enable governance and structure to mechanisms for
information exchange between heterogeneous systems?

[Issue 9] Which standards, formats and mechanisms for information exchange should
be used?
[Issue 10] What does a common architecture description framework for multilateral op-

erations contain?

[Issue 11] What mechanisms shall be used in order to control what information to make
available to partnersin an international military operation?

[Issue 12] What mechanisms can be used to maintain information security and system
safety, e.g. weapon safety, when external systems are connected to anation’s
internal network?

Challenges based on culture, lack of trust and organizational issues

590. Even if we have solved “challenges based on international agreements and regulations”
we will still most likely hesitate to share information since the organizational culture does not
foster incentives to share information[7]. Thisis understandable, but not very efficient from an
operational perspective. We have to overcome these limitations and see the goal of the opera-
tions as more important than the individual organizations ego.

591. Today’s military organizations are experienced and usually organized around various
stovepipe principles. This is a convenient, straight forward way of defining requirements, re-
sponsibilities and timetables for implementing new and enhanced systems. Operations were in-
formation isexpected to be exchanged between both organi zations and technical systemswill set
new requirements on the procurement process, working methods and the organi zations working
those issues.
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[Issue 13] Data are not generally created to support enterprise needs. There aretypically
technical and political boundaries that inhibit this. To "line" applications de-
velopment organizations, enterprise-level requirements for data are typically
viewed as "external", as their direct customers, and typically the sponsor of
the application, is not rewarded for serving the greater good, but for locally
optimizing the performance of their organization[7].

F.2.3. Solution

F.2.3.1. Architecturefor interoperability

592. The most important instrument in resolving theissue of creating adescription for analyzing
and describing international military interoperability as described in [Issue 1] is to create an
architecture. This design rule outlines an architecture which provides the means to create a
foundation for the federation in which information exchange among parties can take place.

593. The architecture is described by:

» Governing aspects (design principles and rules) used to explain and develop architectural
principles and structures in important areas of the architecture.

» Common terminology & definitions.

» Structure. How systems, aspects and terminology/definitions are organized and grouped.
» Systemsin terms of mission and/or technical systems.

* Services which describe how systems interact.

594. Itisabsolutely vital that the architecture addresses both operational and technical aspects so
that thereis aclear description of what purpose the technical implementation has [Principle_4].

F.2.3.1.1. Service Oriented Architecture

595. The Architecture outlined in thisDesign ruleis Service Oriented [Principle_5]. Theam of
thisisto achieve aloose coupling of services with underlying systems, whether it is mission or
technical systems. So, instead of describing interaction directly between systems, the systems
use services to interact with each other. By specifying a contract for information exchange, a
service definition [Principle_6], theinside of asystem can be replaced or modified without hav-
ing to change other systems which interacts with it. Thereby the issue of enabling information
exchange between heterogeneous systems [Issue 8] isresolved.

596. Services used or provided by technical systems should asfar as possible be expressedin a
common way and contain formal descriptions suitable for IT processing.

597. The Service description shall contain:
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» Thealowed service protocols (process) to be used for information exchange.

» The interfaces (or message types) that are used to exchange information between a service
consumer and a service producer.

» The definition of the data types that are used in the interfaces (messages) and therefore are
in the information exchange model.

» The properties that consumers can use to distinguish between different implementations of
aservice.

598. To enable systems to find and connect to each other, information about services shall be
published and accessible for the collaborating parties' IT systems.

F.2.3.1.2. Architecture description framework

599. In order for all partiesto obtain acommon “language” on how to describetheir systemsand
the services they bring to the federation this design rule also covers an architecture description
framework. The architecture description framework does not describe the architectureitself, but
rather guides how the architecture shall be structured and what it should describe.

600. The current valid description framework within NATO isthe NATO Architectural Frame-
work (NAF) version 3[9] which provide the rules, guidance, and product descriptions for de-
veloping, presenting and communicating architectures which includes both operational aspects
aswell as technical aspects [Principle_4].

601. In the Framework, there are seven major perspectives (i.e., views) that logically combine
to describe the architecture of an enterprise. These are the NATO All View (NAV), NATO
Capability View (NCV), NATO Programme View (NPV), NATO Operational View (NOV),
NATO Systems View (NSV), NATO Service-Oriented View (NSOV) and NATO Technical
View (NTV). Each of the seven views depicts certain architecture attributes. Some attributes
bridge several views and provide integrity, coherence, and consistency to architecture descrip-
tions.

602. To support the creation of views and make sure they are consistent, NAF v3 defines a
metamodel. The NATO Architecture Framework Metamodel (NMM) defines the relationships
between the different components of the framework. It defines the architectural objects and
components that are permitted in NAF v3 views and their relationships with each other.

603. There are certain views which are more important when designing architectures for mul-
tinational operations where interoperability isin focus[lssue 10]:

604. NATO All-Views (NAV) which capture aspects which overarch all other views. These

views set the scope and context of the architecture, such as goals and vision, scenario and en-
vironmental conditions aswell astime.
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605. NATO Capability View (NCV) which explain what capabilities are needed in order to
fulfil the strategic intent for the mission. Specifically, capabilitiesrelated to interaction between
actors are important to identify in these views. If produced correctly, these views can already
say alot of which services are needed to fulfil the business needs. In particular, the NCV-2,
Capability Taxonomy and NCV-7, Capability to Services Mapping views are important.

606. NATO Operational View (NOV) which is adescription of the tasks and activities, opera
tional elements, and information exchanges required to accomplish NATO missions. To design
for interoperability all of these views do not have to be complete, but it is important to know
which operational nodes exist and how they interact (NOV-2). Also, the information model
defined in the NOV-7 view isimportant, especially for such information for which there are no
or unclear standards to rely on. When going into more details of the architecture, the require-
ments on information exchange (NOV-3) are necessary to understand.

607. Currently, the operational viewsin NAF does not fully support modelling of services. The
authors of this design rule recommends that future versions of NAF are complemented with
the capabilities of using services to describe interaction between operational nodes instead of
needlines.

608. NATO Service-Oriented View (NSOV) focuses strictly on identifying and describing
services. The view aso supports the description of service taxonomies, service orchestrations
and a mapping of services to operational activities. The service description (NSOV-2) is akey
component of a Service Oriented Architecture [Principle_6]. It isused to detach the functional-
ity provided by asystem (or services provided by an organizational unit) from the actual system.
A service description includes information on how to interact with the service, what require-
ments a system must fulfil if it implements the service and what information model the services
uses. Within NSOV -2 a SIOP can be depicted as a higher-level service interface. The detailed
technical specification of a SIOP is contained within a Service Interoperability Profile (SIP).
SIPs are addressed in NTV-1 Technical Standards Profile.

609. In the NATO Systems View (NSV), the NSV-1 view is the most important since it de-
scribeshow the different systemsinteract to fulfil the operational needs. The system descriptions
should be kept on ablack-box level, i.e. it isnot relevant to describe the internal s of the systems.

F.2.3.2. Key Principles
Sover eignty of collaborating parties

610. The sovereignty of the collaborating parties is fundamental; organizational right to use
organic information systems and working methodology with various support tools shall in all
situations be respected. The decision to publish information to the federation is the responsib-
ility, and right, of each actor. Information content and possible restrictions will always be any
actor’ s sovereign decision.

[Principle_1] Each collaborating party decides which information to publish into the
federation.
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View on information

611. Information shall be regarded as an operationswide asset and not be exclusiveto any single
operational area or function, with exceptions for agreed confidentiality. Collaborating parties
should avoid over-classification of information. Information should be provided as a published
service.

[Principle_2] Information published into the arena is available to al parties, if no re-
strictions have been agreed.

Agreementsfor Information Exchange

612. Agreementsto facilitate Information Exchange shall exist for the operation and between the
collaborating parties. The agreements includes which information is required to be exchanged,
models for how exchanged information shall be structured, how information can be translated
between models and the format of the exchanged information.

[Principle_3] Reguirements, models, translations and format for information exchange
in the arena are regulated by agreements.

Architecture

613. Establishment of a consistent and understandable architecture should be supported by a
common terminology and a common architecture description framework. In order to ensure
that the technical architecture fully supports the operational needs, there is a need for a joint
architecture.

[Principle_4] The operational and technical aspects of the architecture are described
using a common description framework.

614. The architecture of the federation must support exchange of information between many
heterogeneous systemsin order to fit all actors' needs. A Service Oriented Architecture (SOA)
achieves this by separating information exchange capabilities from business logic and system
specific implementations.

[Principle_5] Thetechnical architecture for information exchange follows the tenets of
the Service Oriented Architecture concept.

615. OASIS (organization) defines Service as "a mechanism to enable access to one or more
capabilities, wherethe accessis provided using aprescribed interface and is exercised consi stent
with constraints and policies as specified by the service description.”

[Principle_6] Technical services for information exchange are specified in a service
description.

Technology
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616. Open and accepted international standards, both civilian and military should be used. Be-
spoke and proprietary standards shall only be considered when it delivers significant higher
value.

[Principle_7] Technical services for information exchange uses open standards
whenever possible.

Security

617. To achieve information exchange in a secure way using services, a set of principles which
guides the use of security functionsis needed:

[Principle_8] Service consumers and service providers use a common methods for
authentication and authorization of users and services.

[Principle 9] There is a common method to obtain integrity by which a service con-
sumer can check that the data sent from another part is not changed by
athird part.

[Principle_10] There is a common method to guarantee the confidentiality of the in-

formation exchanged. Thismeansthat it is possible to prevent outsiders
from getting access to the information that is exchanged.

618. It is important to remember that these principles only apply between the borders of the

actorsin the federation, not end-to-end between users. The reason for thisisthat it isvery hard
and cost driving to govern how security mechanisms shall be implemented within an actor.

F.2.3.3. Theinformation aspect

619. In order to meet operational needs for information exchange and to build afederation, sup-
ported by technical systems serving as operational nodes, anumber of areas must be addressed:

 Information Exchange Requirement specifications

 Information Exchange Models within collaboration areas and their relation to international
standards, domain Community Of Interest (COIl) models, semantic structures etc

» Trandlation specifications and transl ation mechanisms

» Specification of information exchange mechanismsin the federation e.g. common data man-
agement services, mediation services and bridges to external systems

620. Documenting the above according to [Principle 3] address issues [Issue 1], [Issue 2],
[Issue 4], [Issue 5], [Issue 6] and [Issue 9] by creating agreements of what information is to
be exchanged, how to interpret the information and which mechanisms are utilised to enable
the information exchange.
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621. This chapter covers the definition aspect of information, technologies which implement
these definitions, like for example mediation, are covered in Section F.2.3.

F.2.3.3.1. Information Exchange Requirements

622. An Information Exchange Requirement (IER) isa specification of the required information
exchanged between operational nodes. IERs are identified in the business modelling process
and specify the elements of the user information used in support of a particular activity. The
specification is done according to the NOV-3 view of NAF[9].

F.2.3.3.2. Information Exchange M odels

623. An Information Exchange Model (IEM) is a specification of the information which are
exchanged between operational nodes. |EM s are used when deciding which information objects
are to be exchanged in service interactions. The specification is done according to the NOV-7
view of NAF[9].

624. An |EM is constructed top-down based on model elementsfrom other existing Information
Models e.g. standards as well as bottom-up based on information requirements specifications
from Operational Concepts and Requirements Implications (OCRI)[8].

625. When designing Information Exchange Models severa different approaches exist:

* Model based, e.g. JC3IEDM, 1S019100 series

» Ontology based e.g. Semantic web

» Message based e.g. ADatP-3

626. Given the timeframe for this design rule, a model based approach is the best approach
considering what the technology can handle and results from ongoing modelling work. The
ontology based approach can be adopted at a later stage when the technology and methods are

more mature while the message based approach isto beavoided if possible sinceit cannot handle
the complexity of integrated models.

F.2.3.3.3. Trandations

627. There may be alarge number of trandlations between two information models. Each trans-
lation is based on thorough analysis and is documented in a translation specification together
with estimates of information |oss.

628. There are different approaches to making translations between the models:

* Manua model mapping, that is when two models are compared and decision are made at
element level on how to map and/or trandlate to the other models. Thisis often the case when

- 159 -



ADatP-34(D) NISP Volume 6

the model sto compare are documented according to different standards regarding ontological
metadata notation, modelling style etc.

* Rule based model mapping that iswhen two models are compared and mapped to each other
based on formalized rules. Automated translation has the potential to be applied in runtime,
thus increasing flexibility in information exchange.

629. Technologies which perform automated translation between information models is not
yet available to any greater extent. Therefore, the trandation technologies described in Sec-
tion F.2.3.5.6 focuses on supporting translation rules which are based on manual model map-

pings.
F.2.3.3.4. Information Exchange Objects

630. An information object is a set of data elements that are contained and treated as one unit.
The content structure may vary in complexity from the simplest form with a number of data
elements and an identifier to complex data structures and large quantities of data elements.
Examples of information objects are documents, messages and data sets such as geographical
data sets.

631. Information objects are created, processed, stored and moved/exchanged via services. An
information exchange object is a standardised view, or an excerpt from, an information ex-
change model which from a technical point of view is suitable to exchange as a coherent set.
Thus information exchange objectsis a subset of all information objects which are meant to be
exchanged via services.

F.2.3.3.5. Services and the information aspect

632. In a Service Oriented Architecture [Principle 5], information objects are created, pro-
cessed, stored and moved/exchanged via services. Therefore it is important to understand the
architectural relationship between services and information. |.e. how are services and informa-
tion specified in order to enable the implementation of a service oriented architecture.

633. Asdepicted in Figure F.3, aservice has operations. They are used for specification of how
aconsumer can interact with the service, for example create, read, update, delete. An operation
reguires one or more information objects to be exchanged between the consumer and provider,
for example amessage or adocument. These exchange objects are excerptsfrom an information
exchange model.
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634. Trandations are use to describe how information exchange models relate to each other
and can also be used by mechanisms to automatically translate exchange objects from differ-
ent information models. Information exchange requirements are set on service operations and
exchange objects, i.e. what functionality shall the service provide and what information shall
it handle.

F.2.3.4. The security aspect

635. When determining appropriate security solutions for afederation it is of outmost import-
ance to analyse the information which needs to be assured. Thisisimportant in order to avoid a
“too secure” solution, thus introducing higher costs and more difficult procedures than needed.
The flexibility which is introduced by the NNEC concept requires a constant analysis of the
need for information confidentiality, integrity and availability (CIA). Also, time needs to be
considered in these analyses, i.e. how long does the information need to be protected.

636. This design rule does not cover how to perform CIA analyses, but it is certain that there
Is a need to be able to handle different levels of security in the federation. A set of scenarios
has been defined in the IEG concept[10] which are used in this design rule to handle difference
in security levels.

The Information Exchange Gateway Concept

637. Information Exchange Gateways (IEGS) are used to protect information assets of the par-
ticipants in the federation. Since each participant provides an |EG to protect their assets there
is a need to standardise the services and the architecture of IEGs in order to enable sharing of
IEG components between the participants and use of commercialy available technology. The
NATO IEG concept[10] describes that each |EG has three major services:
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638. “Thefirst isthe Node Protection Service (NPS). The NPS provides protection to the infra-
structure; its purpose is to protect the physical assets of the “node” or nation being protected
by the IEG.”

639. “The second major component/serviceis the Information Protection Service (IPS). NATO
and each nation are responsible for protecting the flow of information out of its area (node or
network). The mechanisms used to protect the information flow must satisfy the organization
(nation or NATO) that the IEG is protecting.”

640. “The third major component/service is the Information Exchange Service (IES). The IEG
must facilitate the flow of information between the protected node/network and the external
organizations that are authorized (by the Information Protection Service).”

641. Together these services providethe solutiontoissues|Issue 3], [Issue_11] and [Issue_12].
More details on the implementation of IEGs can be found in Section F.2.3.5.7.

I nfor mation zones

642. Information Zonesis a concept identified and defined to achieve confidentiality with high
assurance, for agathering of information within a defined perimeter, and interactions to its sur-
rounding with anumber of services and nodes inside the zone. The concept gives the advantage
to separate assurance on security mechanisms to meet external and internal threats.

643. In a federative approach such as the one described in this design rule, each federation
participant (actor) is to be considered as (at least) one information zone. The reason for this
Is that there is a clear responsibility for information and information management within each
actor. At the border of the information zones there are Information Exchange Gateways (IEG)
which protects the information within the zone and alows controlled sharing of information
between information zones. See Figure F.4.

- 162 -



NISP Volume 6 ADatP-34(D)

Federation
info zone

Actor Information
info zone Gateway
\
N ,/:

o

Figure F.4. Informationzonesin the federation

644. The information classification level in each zone will differ and therefore the information
assurance level needs to be adjusted accordingly. |.e. the more sensitive information within a
zone, the more protection and dissemination control is needed.

645. By basing the security on information zones with boundary protection and controlled in-
formation flow and access to the zone, it is made easier to achieve high assurance since only a
few mechanisms, i.e. the IEG, needsto be inspected/eval uated to meet the security requirement.

646. In the federation there may be several information zones depending on the classification
of exchanged information. However, the number of information zones should be kept to amin-
imum in order to avoid unnecessary costs and complexity for implementation and maintenance
of the federation.

F.2.3.5. Technology and profiles

647. As mentioned in Section F.2.1.2, there is “a need to establish a baseline federation agree-
ment which can be used as a starting point when creating new missions’. The technology de-
scribed in this chapter supports the creation of such an agreement by addressing [Issue 9] >
“Which standards, formats and mechanisms for information exchange should be used?’

648. In other terms, the standards, formats and mechanisms defined in this chapter shall serve
asthe baseline for an international military federation.

649. There are two basic user requirements defined in Section F.2.2 which acts as drivers for
the technology defined in this chapter. These requirements are:

- 163 -



ADatP-34(D) NISP Volume 6

[IER 1] People from the different organisational actors SHALL be able to communicate
with each other using voice or text communication.

[lER 2] It SHALL be possible to discover and retrieve information (i.e. search) provided
to the federation by different actors.

650. To be able to fulfil these requirements, a set of technical capabilities are needed. First of
all, there must be network (IP) connectivity between the actorsin the federation; however thisis
not covered by this design rule. Once network connectivity is established, the technical systems
of the actors need to be able to publish and find the services which are to be used. Of course, all
communication in the federation network must be secured by relevant security mechanisms.

651. In order to fulfil [IER 1], usersfirst need to be able to find each other and once they have
done that they can start collaborating.

652. Tofulfil [IER 2] the Information Discovery Services are used to find relevant information.
To retrieve the information, Messaging Services can be used. In some cases the information
models used by the different actors does not match and then the Translation Services are used
to trand ate the content.

653. Lastly, itisimportant for the actorsin the federation to know the status of the servicesin the
federation, especially if there are mission critical services which are provided by other actors.

654. The following chapters describe the above in more detail giving advice how to implement
the technol ogies needed to provide these services.

F.2.3.5.1. Discovery services

Service Discovery Services

655. The Service registry enables the technical systems to discover each other. The service
registry isavital part needed for enabling the loose coupling between systems since it provides
functionality for the systems to find each other , with such registry the relationships between
the systems does not need to be hard coded into the systems. This meansthat it will be easy to
add or remove participants and services from the federation.

656. The Service registry SHALL be implemented using UDDI v3 according to NISP[12]. In
order to achieve high availability and alow each participant to be able to publish services, the
Service registry shall be implemented using a replication pattern. |.e. the service registry is
replicated between all participantsin the federation.

657. The Serviceregistry SHALL include the following information (metadata):

Service provider

» Uniqueid, Name, Description
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Service type
» Uniqueid, Name, Description, Version
Service instance

» Uniqueid, Name, Description,Serviceinterfaces (bindingse.g. WSDL ) and applicable secur-
ity mechanisms, Endpoint (e.g. URL), Owner - both service provider and human user owning
the service, Security Classification - UNCLASS, RESTRICTED etc

Information Discovery Services

658. Each actor in afederation holdsinformation which might berelevant to other actors. There-
foreit isof outmost importance that there are mechanismsto discover information across actors.
These mechanisms have to include the capability for an actor to decide which information shall
be available to others according to [Principle_1] and [Principle_2].

659. There are mainly two ways of making the information discovery happen. One is to copy
information between actors and let each actor make the information searchable, but thisis not
very efficient since it requires a lot of bandwidth and makes it hard to keep track of which
information has been copied.

660. The other way of enabling information discovery isto use afederated search pattern where
each actor provides asearch interfaceto itsinformation. Thisis much more efficient from adata
distribution point of view, but requiresthat all actors come to agreement on the search interface.
There are initiatives ongoing to standardise the ability to perform federated search, the most
prominent one is the OpenSearch initi ativel. Even though OpenSearch is not aformal standard
itiswell onitsway to be adopted by many of the major tool vendors.

661. In either case, the actorsin the federation must implement search engines which can index
information (if the have any) and search clients which can access the search engines. A search
client is in most cases an ordinary web browser, but can also be a more complex application
if there are specific needs.

F.2.3.5.2. Repository Services
Metadata Registry Services

662. A metadata registry is a database which contains information about information which
is useful for enabling information discovery. For example, search engines create metadata re-
gistries when they index content. But there are also other applications for metadata registries,
like when an actor has sensitive information which needs to be able to be discovered. Say that
there is a database which contains classified analyses of some sort. The analyses are of very
good quality and can be of use to many, but it isimpossible to publish them to everyone in the

hitp://www.opensearch.org/
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federation. So in order to make other actors aware that the analysis exists, unclassified analysis
metadata, like what the analysis looks at and who has done it, can be published in a metadata
repository. Now the other actors can discover that there is an analysis and contact the author to
get approval for getting the contents.

663. To be able to store the metadata, the NATO Discovery Metadata Specification (NDMS)
SHALL beused. This specification is based on the international standard SO 15836 the Dublin
Core (DC) Metadata Element Set.

F.2.3.5.3. Directory Services

Enterprise Directory Services

664. Sharing information about usersis key to afederation since it enables people to find each
other. The user directory holdsinformation which enables authentication of usersby certificates
and public keys, authorization of users by roles and discovery of users by contact information
which enables collaboration.

665. Each actor in the network shall provide information about the users that represents them.
However, it is preferableif the federation has one point of accessto all user directories. There-
fore, the implementation of user directoriesin afederation shall follow the federated database
pattern. This means that each actor provides their own database, but one actor providesasingle
entry point to all databases.

666. For the user registry LDAP shall be used according to NISP[12]. Products which can
provide the single entry point to multiple LDAP databases are often referred to as Virtua
LDAPs.

F.2.3.5.4. Collaboration Services

Audio based conference service

667. For voice communications standards SHALL be applied as according to TACOMS[13].
Streaming voice and video communication cannot be handled by the [IEGs, TACOM S describes
how to implement this functionality without the use of IEGs.

F.2.3.5.5. Messaging Services
Server-to-server e-mail messaging service

668. E-mail has become one of the most important applications for any business or organization
of today. The main challenge for using e-mail in a federation is to be able to control that no
classified information isembedded or attached to e-mails going out from an actor and protecting
the actors from malicious software, such as viruses. This means that the IEG needs to be able
to scan and filter incoming and outgoing messages.
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669. Extra care needs to be taken for outgoing information where confidential information can
be hidden in document history and inside images. Therefore, only text-based attachments (like
OpenDocument Format or Office Open XML, see NISP[12]) without inserted code or images
shall be alowed through the IEG.

670. It is also vital to have a manual inspection capability in the IEG to be able to assess the
degree of confidentiality of the e-mail messages leaving an actor.

671. Asdescribed by NISP[12], SMTP according to RFC 2821 and others SHAL L beused for e-
mail. To secure communication between SMTP agents, TL S according to RFC 3207, SHOULD
be used.

I nstant messaging service

672. For instant messaging XM PP (IETF RFC3920:2004 -3923:2004) SHALL be used accord-
ing to NISP[12]. XMPP isan XML based publish/subscribe protocol which is used by most of
the dominant tool vendors. Using XML enables possibility for inspection and control of mes-
sagesin IEGswhich isvery important in afederation.

673. There is one important aspect of XM PP which is not covered by the current standard spe-
cification; thereisno security tagging options available which is needed when messages shall be
passed between information zones with different security classifications. So if thisis required
a custom extension to XM PP needs to be defined.

674. Another thing which must be considered in a federation is routing of messages. Currently
there are no XMPP servers which support routing of XMPP messages. This consequence of
not being able to route messages is that the IEG has to be implemented as a transparent proxy,
I.e. the systems on the outside of the IEG need to know about the systems on the inside. Even
though the IEG can be used for inspection and filtering of messagesin this case; it isnot always
a preferred solution from a security perspective. So, if the security requirements say that the
|EG needs to act as a non-transparent proxy, the XM PP server needs to be modified to be able
to act as an XM PP server and be able to route messages between XM PP domains.

M essage passing service

675. In order to achieve an efficient exchange of information between the actorsin afederation
there is a need to be able to route and distribute messages. This type of capability is often
included in the Enterprise Service Bus (ESB) concept.

676. An ESB refersto a software architecture construct, implemented by technologies found in
a category of middleware infrastructure products usually based on Web services standards that
provides foundational services for more complex service-oriented architectures.

677. An ESB generally provides an abstraction layer on top of an implementation of an Enter-
prise Messaging System which allows integration architects to exploit the value of messaging
without writing code.
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678. The ESB shall enable endpoints to interact in their native interaction modes through the
bus. It shall support a variety of endpoint protocols and interaction styles. These interaction
patterns are the least which shall be supported:

* Request/response: Handles request/response-style interactions between endpoints. The ESB
Is based on a messaging model, so a request/response interaction is handled by two related
one-way message flows -- one for the request and one for the response.

* Request/multi-response: A variant of the above, where more than one response can be sent.
Is often referred to as a subscription pattern.

» Event propagation: Events may be anonymously distributed to an ESB-managed list of inter-
ested parties. Services may be able to add themselvesto the list.

679. When passing messages in the above patterns, the ESB SHALL be able to perform the
following:

* Route: Changes the route of a message, selecting among service providers that support the
requester's intent. Selection criteria can include message content and context, as well as the
targets capabilities.

» Digtribute: Distributes the message to a set of interested parties and is usually driven by the
subscribers' interest profiles.

680. The ESB SHALL be able to handle the following formats and protocols:
» SOAPover HTTP for Web Services

* JMSfor Java messages

* XMPP for Instant messaging and XML based Publish subscribe messaging

681. When implementing the ESB concept in federations there are some things which must be
considered. First, the products which realize the messaging and mediation capabilities needs to
be the same everywhere since there are very small chances of realizing integration between two
different products due to a lack of standardization. This means that the federation agreement
must include which product to use.

682. Secondly, the management of rulesfor transformation of messages needsto be considered.
ESB and messaging products are often built for central management of transformation rules,
thus enabling a better control over the messaging capabilities in an enterprise. However, this
can be problematic in afederative approach since all actors need to agree on the transformation
rules or appoint one actor which has the authority to manage these.

F.2.3.5.6. Mediation Services

Trangation Services
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683. Trand ation is about manipulating messages in-flight between a service provider and acon-
sumer (requests or events). This means that messages dispatched by arequester are transformed
into messages understood by a dlightly incompatible provider selected from a set of potential
endpoints.

684. Trandlation services are often considered being a part of the ESB concept.
685. The patterns which tranglation products SHALL be able to handle are:

» Protocol switch: Enables service requesters to dispatch their messages using a variety of
interaction protocols or APIs, such as SOAP/HTTP and JMS. Transcodes requests into the
targeted service provider's format. Can be applied at the requester or the provider end of an
interaction, at both ends, or anywhere in between.

» Transform: Trandates the message payload (content) from the requester's schema to the
provider's schema. This may include enveloping, de-enveloping, or encryption.

» Enrich: Augments the message payload by adding information from external data sources,
such as customization parameters defined by the mediation, or from database queries.

» Correlate: Derives complex events from message or event streams. Includesrulesfor pattern
identification and rules that react to pattern discovery, for example, by generating a complex
event derived from content of the triggering event stream.

686. Also see Section F.2.3.5.5 for details in ESB implementation.
F.2.3.5.7. Information Assurance Services

687. As a minimum baseline for IEGs in a federation, the following shall be implemented in
order to fulfil [Principle_8], [Principle_9] and [Principle_10]:

688. The IEGs shall include a Information Protection Service (IPS). This shall provide the fol-
lowing services:

Authentication to verify the identity of users and systems sending/receiving data

Authorization to verify rights for users and systems to send/receive data

Content encryption/decryption capabilities to assure confidentiality and integrity of the data

Information dissemination control to be ableto control which datais passed through the IEG.
689. To be able to inspect the data flowing through the |EG, the data must be unencrypted. The

IEG can send and receive encrypted data, but encrypted data must be decrypted by the IEG
before it can be inspected and decrypted again for further transport.
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690. The Information Exchange Service (IES) which the IEG shall be ableto handleisdescribed
in the other technology sections of Section F.2.3.5.

691. The requirements for Node Protection Service (NPS) is not determined by thisdesign rule,
however some type of node protection is always needed. Since this design rule does not cover
the communication layer, there is a need to create a design rule which describes this.

F.2.3.5.8. Service Management Services

692. Service management can be divided into managing, where the technical systems and ser-
vices are being controlled, and monitoring where information regarding the status of the tech-
nical systems and services are shared.

693. In a federation, the participants may be able to managed systems and services provided
by other participants, but thisis unlikely due to information responsibility of organizations. |.e.
a participant which is responsible for the information within its information zone will not let
another actor have administrative privileges to the system where this information resides.

694. However, sharing monitoring information between the participants is essential if the Ser-
vice Level Agreements (SLAS) shall be fulfilled. These SLAs are included in the agreements
for information exchange as specified by [Principle_3].

695. Monitoring information is to be provided using the Simple Network Management Pro-
tocol version 3 (SNMP v3) standard according to NISP[12]. Using a non-XML based format
for monitoring, like SNMP, will require a special filtering engine in the IEG IPS (see chapter
Section F.2.3.5.7).

696. It is important to set the monitoring scope properly when implementing the monitoring
solution in order to avoid dissemination of to much information into the federation. Therefore,
monitoring information SHALL only be provided regarding the serviceswhich are provided by
an actor. Important metrics to provide monitoring information about are:

» Availahility of services, both past, current and future (planned outages)

» Performance in the form of response times and throughput

» Capacity, like for example maximum number of users or used storage space

F.2.3.6. Summary

697. To summarize, Figure F.5 depicts al the technologies mentioned in the chapters above.
Together these technologies provide the foundation for secure information exchange in a mul-
tilateral collaboration federation in the NNEC context.
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Figure F.5. Technology Overview

F.2.4. Rel ected solutions

F.3. MOTIVATION

698. The NATO Network Enabled Capability (NNEC) Feasibility Study2 highlights that “at
their meeting in November 2002, the NATO C3 Board (NC3B) agreed that there was a need to
develop aNATO concept to adapt national initiatives such asthe U.S. Network Centric Warfare
(NCW) and the U.K. Network Enabled Capability (NEC) to the NATO context. This NATO
concept isreferred to as(NNEC) ... The NNEC must provide for thetimely exchange of secure
information, utilising communication networks which are seamlessly interconnected, interop-
erable and robust, and which will support the timely collection, fusion, analysis and sharing of
information”.

699. One of the key milestones along the route towards realising the NNEC strategy has been
set out in the NATO Networked Consultation, Command and Control Interoperability Policy3
refers.

700. In particular, the policy statesthat “ It isthe intent of NATO that measures shall be put into
effect by the Organisation and by individual nations to ensure that information sharing require-
ments are met securely and expeditiously. This intent requires that appropriate interoperability

2EAPC(AC/322)N(2005)0007
3AC/322-D(2008)0041 (INV) dated 30 October 20008
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solutions and procedures to match |OR over time shall be identified/devel oped with the nations
and documented by the NC3B.”

701. This design rule satisfies the above requirement of the NATO Networked C3 Interoper-
ability Policy by identifying the high level design rules required for exchange of information
Services.

702. Information services are the primary mechanism for information interchange in aNATO
environment. This is highlighted in the NATO Networked C3 interoperability policy: “This
policy identifies NATO’s intent for NNC3 interoperability, and identifies the principles and
responsibilities for ensuring the development and effective use of systemsto provide interoper-
able services supporting the sharing of information across the physical, information and human
domains’.
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Figure F.6. Evolving C3 Requirements and Technology Trendsfor NNEC

F.4. CONSEQUENCES FROM THE SOLUTIONS

703. SOA offersamechanism for achieving the agility required for NNEC. Whereas the current
stove-piped way of doing businessisrigid and difficult to adapt because business functions and
the supporting I T are so tightly coupled, an SOA exploits newly available software components
and web standards that can be reconfigured easily and quickly. SOA trandates capabilities,
processes and functions into services which can beinvoked by auser through aninterface. This
requires the services to be available and the user to know the “what, how, how much and when”
of accessing them. How the services work is of no consequence to the user but isimportant to
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designersand architects. The underlying principlesare not new, but the web services and related
technology to bring it to life are; reinforced by their wide acceptance.

704. The predominant precept is that SOA is business driven. This puts designated defence
Process Owners in the driving seat because they place requirements for service provision. If
SOA isto be successful it means that they must truly understand what drives the capability they
are entrusted to deliver so that they are in a position to inform/drive how it can be delivered to
usersin the most effective and efficient manner possible. New technology enables much looser
coupling between business processes and the IT systems which support them and so overcome
one of the key drivers of cost in most IT deployments — tight coupling i.e. changes in one area
requiring a cascade of other required changes in order to work; with familiar cost, time and
performance penalties. To support this, ahigh level governance structureis essential to enforce
data and quality of service standards which enable reuse of services.

705. There are many benefits to SOA. They include access to previously unavailable informa
tion, the design of reusable services, the ability to make up new services from existing ones,
the ability for businesses to make changes without costly IT expenditure, and so on. Moreover,
the issues subtending from the use of legacy systems and the requirement to leverage as much
value for money as possible from their continued use, becomes much less difficult by adopting
aservice perspective. For those who embrace SOA and seeit through, the prospect of aworking
NNEC becomes realisable for the first time.

706. SOA isalready here and any new major system provided by any one of theleading industry
vendors s likely to have an SOA capability embedded in it. However, it should be noted that
the federated model of SOA described in this design rule is still an emerging concept which
will take time to reach maturity.

F.5. EXAMPLES

707. The diagram below shows the concept of federated SOA using a simplified model with
participants of Organisation A and Organisation B. Organisations are required to build SOA en-
terprise scale systems that conform to the NATO Overarching Architecture. The organisations
SOA are connected in a federated manner providing maximum scalability and interoperability.

708. The actual physical connection between the SOAs is at the communications layer. The
point of interconnection is called the Service interoperability point (SIOP). The standards used
to connect at the SIOP are documented in a Service interoperability profile or SIP.

709. There are aso logical connections at the Core Services layer and COIl Services layers.
These connections also have associated SIPs.

710. An example of the Core Services SIOP is currently being investigated and demonstrated
by UK MOD.*

“Federated ESB Interoperabilty Specification - version dated 1 April 2008.
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711. There is adso a logical connection at the COI Services layer. The ability to share COI
servicesiswhere the main benefit isrealised asthese are the business services used to undertake
missions. Using the guidelines outlined in this design rule, organisations can interoperate by
sharing COlI servicesto perform businesstasks. For examplethe UK MOD SOA pilot project has
demonstrated a “logistics demand service” which follows a business process to fulfil a request
for astore item or spare part.

Organisation A

A

—— e e = e =

-

- -

COIl Services SIOP
~ _ -

Core Services SIOP

e <}

Orga

el .

Communications Infrastructure SIOP (IEG)

Figure F.7. Service | nter operability Pointsand

their relationship to the Overarching Architecture
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